









































































































































































































































































































































































































































Half the battle

technology regulation. There is no easy recipe for eliciting issues that |
can simply reproduce here for you. Instead, we will need to go through
relevant literature to construct a workable method.

First we need to understand what problem frames are. One descrip-
tion is “Frames are the ‘underlying structures of belief, perception and
appreciation’, comprised of implicit assumptions about what issues are
relevant, what values and goals are important, and what criteria can be
used to evaluate success.”’

It is then no surprise that di erent people frame the same situation
di erently. Writing about policy-making and public administration,
Donald Schén saw it clearly. A public problem, he observed, appears to
di erent actors in di erent and often incompatible ways, because each
brings a di erent role, set of interests, perspective and access to infor-
mation. And there is a stubbornness to frames: once we have found a
way of looking at — and so dealing with — a situation that was at rst
novel and puzzling, the impulse to stick with it is, in Schén’s words,

“overwhelmingly powerful”.?

Schon (later with his colleague Martin Rein) was interested in under-
standing why actors in a policy debate seem to argue past each other,
even disagreeing over what comprise the facts of the situation; actors are
stuck in their individual frames. They concluded that analysts and policy
makers need to shift backwards in their focus — away, that is, from both
administrative agency actions and legislative processes — to engage the
very de nition of the policy issue itself as the source of di culties.

This shift backwards — their “methodology for problem setting” —
matters because the questions we ask shape the answers we get. Carol
Bacchi distils it into a single question that reframes the whole exercise:
what is the problem represented to be? It is a pointed contrast with the
traditional “What is to be done?”, which quietly takes the problem as
already given.’

Frame analysis in the Schon-Rein tradition attends to how ‘worries’
harden into ‘problems’, and to the active work a frame quietly performs:

- Ibid 364.
Quoted in van Hulst and Yanow (n 2) 95.
Ibid 96.

141



142

it highlights some features of a situation, selects others out, and binds
the highlighted ones into a single coherent, graspable pattern.

What makes this way of seeing possible, Rein and Schoén suggest, are
three moves: naming, selecting and storytelling. In naming a situation’s
features we reach for language that already re ects how we understand
it — often a metaphor, as when housing is said to ‘decay’. Naming is
never innocent: it picks out what to notice and steers attention from the
rest. And the features it picks out (selects) are held together by a story, a
way of narrating the situation that binds its parts into a coherent whole.
Storytelling, as they put it, is “at once a medium for problem setting and
a way of discovering the tacit frames that underlie our problem settings”.

To take two non-technology related examples:

Take “Western European immigration policy”. The phrase does three
things at once. It selects — mobility inward, not outward; permanent
residence, not temporary labour. It names those features. And it cate-
gorises — European, not Canadian; Western, not Southern. In doing
so it draws disparate elements into a pattern, foregrounds some as
relevant and discards, backgrounds or ignores the others, closing o
other ways of seeing and acting — and, with them, other things one
might have done.’®

Or take “gender equality”. It can be framed as achieving equality
as sameness (the equal-opportunities strategy), as a rming di er-
ence from the male norm (which ts, though is not con ned to,
positive action), or as transforming the very standards of what is
and should be male and female (the ambition behind gender main-
streaming). Same phrase, three di erent problems — and three
di erent programmes.!

How we frame the problem determines the context for how we solve
it. Problem framing is the art of, on the basis of an initial thought of
what (obviously) seems to be the problem, nding a better problem to
solve. It means interrogating and analysing the sociotechnical context to

10- Ibid 99.

1 Mieke Verloo and Emanuela Lombardo, ‘Contested Gender Equality and Policy Variety
in Europe: Introducing a Critical Frame Analysis Approach’ in Mieke Verloo (ed),
Multiple Meanings of Gender Equality (Central European University Press 2007) 23.
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establish a more precise problem framework. In a complex technology
mediated world, solving sociotechnical problems is not an easy task, but
it is made even harder when we have no clear picture of what we are
trying to solve.

4.3 Side note: An example of framing
(or is it regulatory capture?)

Large Language Models (think Claude, Mistral, ChatGPT) are rapidly
becoming part of our daily lives. Yet, right from the start people raised
concerns in opinion letters in newspapers, open letters and elsewhere
calling for attention to the dangers of Al.

In March 2023, the Future of Life Institute'? published an open letter
urging for a pause of giant Al experiments®. End of June 2023, the letter
has been signed by over 33000 people, including Elon Musk, Steve
Wozniak (co-founder of Apple), Yuval Noah Harari, many Al researchers
and others.

The letter claimed that, because “[Aldvanced Al could represent a
profound change in the history of life on Earth, [it] should be planned
for and managed with commensurate care and resources.” Unfortunate-
ly, the letter continues “this level of planning and management is not
happening, even though recent months have seen Al labs locked in an
out-of-control race to develop and deploy ever more powerful digital
minds that no one — not even their creators — can understand, predict, or
reliably control.”

Through a set of rhetorical questions, it then calls for a moratorium
on developing powerful systems to give policy makers time to regulate
Al development:

Contemporary Al systems are now becoming human-competitive at

general tasks, and we must ask ourselves:

e Should we let machines ood our information channels with
propaganda and untruth?

2. https:/futureo ife.org/open-letter/pause-giant-ai-experiments/ accessed 16 July 2026.

This term is not really de ned in the letter, but it refers to the training of Al systems
more powerful than GPT-4 at the time.
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e Should we automate away all the jobs, including the ful Iling ones?

e Should we develop nonhuman minds that might eventually
outnumber, outsmart, obsolete and replace us?

e Should we risk loss of control of our civilization?

Such decisions must not be delegated to unelected tech leaders.
Powerful Al systems should be developed only once we are con dent
that their e ects will be positive and their risks will be manageable.
This con dence must be well justi ed and increase with the magni-
tude of a system’s potential e ects. OpenAl’s recent statement
regarding arti cial general intelligence, states that “At some point, it
may be important to get independent review before starting to train
future systems, and for the most advanced e orts to agree to limit
the rate of growth of compute used for creating new models.” We
agree. That point is now.

Al research and development should be refocused on making today’s
powerful, state-of-the-art systems more accurate, safe, interpretable,
transparent, robust, aligned, trustworthy, and loyal.

Humanity can enjoy a ourishing future with Al. Having succeeded
in creating powerful Al systems, we can now enjoy an “Al summer”
in which we reap the rewards, engineer these systems for the clear
bene t of all, and give society a chance to adapt. Society has hit
pause on other technologies with potentially catastrophic e ects on
society.[5] We can do so here. Let’s enjoy a long Al summer, not rush

unprepared into a fall.**

By pointing out potentially catastrophic e ects (everyone loses their job,
losing control over civilisation), the letter frames the issues around Al
in a very particular form. The concerns are named, selected and put into
narratives. The fact that more than 33000 people support the call shows
that this is not the mindset of just a few radical people.

1. https:/futureo ife.org/open-letter/pause-giant-ai-experiments/ accessed 16 July 2026.
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It urges action into a certain direction, aligned with the way the problems
are framed:

¢ new and capable regulatory authorities dedicated to Al,

e oversight and tracking of highly capable Al systems and large pools
of computational capability;

e provenance and watermarking systems to help distinguish real from
synthetic and to track model leaks;

e arobust auditing and certi cation ecosystem;

e liability for Al-caused harm;

»  robust public funding for technical Al safety research;

e andwell-resourced institutions for coping with the dramatic econo-
mic and political disruptions (especially to democracy) that Al
will cause.

The letter does not mention regulatory initiatives that were in the pipe-
line at the time, such as the EU Al Act, the draft of which was published
by the European Commission in April 2021.” Following the letter, CEOs
of Al companies such as OpenAl (the maker of ChatGPT) called on
governments'® to create regulation to mitigate/prevent the catastrophic
of Al (of their own making!). OpenAl frames their concern on 22 May
2023 as follows:

Given the picture as we see it now, it's conceivable that within the
next ten years, Al systems will exceed expert skill level in most
domains, and carry out as much productive activity as one of today’s
largest corporations.

In terms of both potential upsides and downsides, superintelligence
will be more powerful than other technologies humanity has had to
contend with in the past. We can have a dramatically more prosperous
future; but we have to manage risk to get there. Given the possibility of
existential risk, we can’t just be reactive. Nuclear energy is a commonly

5. Proposal for a regulation of the European Parliament and of the council laying down

harmonised rules on arti cial intelligence (Arti cial Intelligence Act) and amending
certain union legislative acts 2021.Doc nr. 14336/22 of 11. November 2022, interinsti-
tutional le: 2021/0106 (COD)

See for instance https:/edition.cnn.com/2023/05/25/tech/microsoft-ai-regulation-calls/
index.html; https://www.theguardian.com/technology/2023/may/24/openai-leaders-
call-regulation-prevent-ai-destroying-humanity both accessed 16 July 2026.
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used historical example of a technology with this property; synthetic
biology is another example.

We must mitigate the risks of today’s Al technology too, but super-
intelligence will require special treatment and coordination.”

The nod to nuclear energy — and to the elaborate machinery built to regulate
it — conjures dangerous material and a faintly dystopian future. That is no
accident; it is the point. Invoking superintelligence does the same work.
This is framing, done deliberately, and we will meet the manoeuvre again
when | turn to regulatory capture in chapter 7 (in section 7.3.3).

Not every Al researcher accepts the frame built into the open letter or the
OpenAl statement. Prominent scholars — Emily Bender, Timnit Gebru
and Sayash Kapoor among them — argue that the letter xes our atten-
tion on speculative future risks like superintelligence and, in doing so,
draws it away from the real and present ones: over reliance on inaccurate
tools, centralised power, labour exploitation, and security holes.*®

The authors of the Stochastic Parrots paper raise a kindred set of
present-day concerns: the worker exploitation and wholesale data theft
behind products that enrich a handful of rms; the ood of synthet-
ic media, which both reproduces existing systems of oppression and
pollutes our information ecosystem; and the concentration of power in
a few hands, which widens social inequities — alongside the familiar
worries about bias and the quality of the training data. Their frame points
to a di erent remedy: regulation, they argue, should focus on “transpar-
ency, accountability and preventing exploitative labor practices.”*?

The lesson of this brief tour through Al's troubles is simple: di erent
stakeholders bring di erent problem frames, and each frame arrives
with its own regulatory solution already attached. The frames themselves
therefore demand scrutiny — they are neither given nor neutral.

https://blog.biocomm.ai/2023/05/22/open-ai-governance-of-superintelligence-22-
may-2023/ accessed 16 July 2026.
https:/www.aisnakeoil.com/p/a-misleading-open-letter-about-sci? accessed 16 July 2026.
Emily M Bender and others, ‘On the Dangers of Stochastic Parrots: Can Language
Models Be Too Big?’, Proceedings of the 2021 ACM Conference on Fairness, Account-
ability, and Transparency (ACM 2021) https://dl.acm.org/doi/10.1145/3442188.3445922
accessed 16 July 2026.
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4.4 The SIENNA methodology for ethical impact
assessment of emerging technologies

The rst tool in our box for framing sociotechnically induced problems
builds on a methodology developed by Philip Brey and his team in the
SIENNA project.?® Its purpose is the ethical analysis of emerging tech-
nologies — which, as chapter 1 set out, are marked by ve features:
radical novelty, relatively fast growth, coherence, prominent impact, and
uncertainty and ambiguity. What such technologies will end up being
used for (if anything), and what exactly they a ord, is not yet clear. They
di er enough from existing technologies — artefacts and applications
alike — to catch the eye of legal scholars, ethicists, STS scholars and the
like, precisely because they may rub against existing norms and values
and so invite regulatory intervention.

In chapter 1, I introduced the Big Five emerging technologies, the NBRICS.
Here we loosen our grip a little and let in subcategories and smaller
technologies too: arti cial intelligence, the Internet of Things, quantum
computing, synthetic biology, 3D printing, smart materials.?* Alongside the
emerging ones stand the mature technologies — those that have (almost)
fully developed and have therefore been with us a good while: automotive,
radio, nuclear, plastics. And then there are the nascent technologies, still
on the edge of the lab, perhaps already in the hands of early adopters and
genuine test subjects. Brain—computer interfacing is one.??

The SIENNA model was built speci cally for emerging technologies,
but it serves for other technologies too. What sets emerging technolo-
gies apart from mature ones is that we do not yet know quite what they
will be used for, nor which of their features will turn out to matter, Calo,
Balkin and Glaveanu are not involved yet. Coping with that uncertainty
means nding some way to anticipate what is coming — a method for

20 The SIENNA project — Stakeholder-informed ethics for new technologies with high

socio-economic and human rights impact - has received funding under the European
Union’s H2020 research and innovation programme under grant agreement No
741716. https:/www.sienna-project.eu/w/si/publications/ accessed 16 July 2026.
Philip Brey, Owen King, Philip Jansen, Brandt Dainow, Yasemin J. Erden, Rowena
Rodrigues, Anais Resseguier, Marina Diez Rituerto, Tally Hatzakis, & Amal Matar.
(2022). SIENNA D6.1: Generalised methodology for ethical assessment of emerging tech-
nologies (2.1). Zenodo. https://doi.org/10.5281/zenodo.7266895 The SIENNA project
used genetics and genomics, human enhancement, and robotics as examples of
emerging technologies for developing their toolset.

See for instance, https://neuralink.com accessed 23 July 2026.

21.

22.
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forecasting likely uses and lines of development (see section 4.5). With
nascent technologies the uncertainty is greater still; with established,
mature ones we understand the sociotechnical context far better. The
methodology stretches to all of them, tweaked to compensate for what
we do and do not know. For the full- edged version | refer the reader to
SIENNA deliverable D6.1%, for our purposes | set out a simpli ed —
though in places also extended — version below.

SIENNA is upfront about the kind of project its method is built for. You
want an ethical analysis of a particular emerging technology — a whole
emerging eld, or a single development — and you want to go about it
systematically, casting a wide net for the range of issues the technology
raises at its di erent levels rather than settling for whatever rst springs
to mind. The analysis has to take in the technology and its use as they
stand today, and as they might plausibly turn out tomorrow. It has to
answer to the people who matter: those developing and using the tech-
nology, and those simply on the receiving end of it. And it should land
somewhere useful — a basis for normative recommendations, and for
the early interventions that can steer an innovation while it is still soft
enough to steer.?

The methodology aims at a full- edged, thorough ethical analysis, and
calls for the involvement of ethicists, philosophers, STS scholars and the
like. Most readers of this book are not among them, and may feel uneasy
about conducting the kind of analysis it demands. That need not worry
us, for two reasons. First, our purpose is broader than an ethics analysis:
we are trying to elicit the issues a particular technology raises, and not
every issue on our radar is an ethical one — though many can be framed
that way. Environmental damage, for instance, can be treated as just
that, or as a legal matter (we do have environmental regulation), or as an
ethical one, in so far as it bears on distributive justice. Second, the version
presented here can serve as a quick scan of the fuller methodology,

agging where deeper analysis can — and sometimes must — follow,
while keeping us moving along the TechReg model towards interven-
tions. We can iterate over the model's stages, in other words, without
sinking serious resources into each pass.

23.
24.

Brey and others (n 21).
Ibid 20.
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The SIENNA ethical assessment methodology
The SIENNA methodology consists of seven steps:

Speci cation of subject, aim and scope of analysis

Strati cation of the subject of ethical analysis

Description of the subject of ethical analysis

Identi cation of potential impacts and stakeholders

Identi cation and speci cation of potential ethical issues

Analysis of ethical issues

Evaluation and recommendations for ethical decision-making
(optional step)

N o g b~k 0N

Step 1 delineates the project — a brief description that makes the anal-
ysis's core aims and constraints concrete. What is the technology (say,
brain—computer interfaces)? What is our aim (to determine which ethical
issues BCI might raise)? What is our scope (we are particularly interested
in whether BCI infringes on autonomy)? And what is our extended aim
(to assess whether regulatory intervention might be needed — prohibiting
certain applications, for instance)?

Step 2 establishes where our subject sits in Brey's technology stack
— technology, artefact, application. In the full methodology this is essen-
tial, since each of the three levels can throw up di erent kinds of ethical
issue. In the mini version we can either x on the subject that prompted
the analysis (Neuralink™, say, as an artefact of BCI) or sketch a quick
overview of all three levels.

Step 3 is a big one: a detailed description of the subject and its likely
development, so that later steps have a rich case to work from. It picks
up the technology analysis of the previous chapter. Which technical
aspects of BCI become salient, what are its essential characteristics,
what does it a ord? Just as important is the sociotechnical context. Who
are the users? What uses can we foresee? Which other stakeholders
matter, and who is in charge? Part of the work is literature and media
analysis — there will be newspaper stories and tech-press coverage
(the Verge, Wired and the like) that light up the case — but it may also
be necessary, or simply wise, to consult expert stakeholders and to use
the forecasting methods of section 4.5.
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Step 4, like step 3, is descriptive: it sets out the consequences of adopting
the subject for society, the economy, the environment and the various
a ected populations. What does the technology mean for each? What
bene ts and harms are they likely to feel? Here it pays to be inclusive.
Do not stop at the obvious stakeholders; pay particular attention to
vulnerable individuals and groups, whose voices rarely carry. Consider
what happens when bias in an Al assessment system — the Dutch SyRI
system, say — repeatedly singles out certain people, typically from a
minority group, for closer inspection. Being singled out feels bad (and
is bad), but the deeper point is that this ‘administrative extra attention’
is not a one-o : it happens to the same people again and again. You
only see it if you include the a ected groups in the analysis. Each service
operator sees only its own tool, never the cumulative weight of all these
systems bearing down on the same people. Part of this step can be a
socio-economic impact assessment, which analyses the various kinds of
impact systematically.®

Step 5 identi es and speci es the potential ethical issues, and it is the
heart of the mini methodology. Usually we arrive already carrying some
sense of what the issues might be — that is inevitable, and almost
necessary. We hardly ever pick a technology at random and then go look-
ing for what could go wrong; rather, early in a technology's development
its likely uses get explored and the rst signs of regulator-worthy trouble
appear. This step makes those concerns tangible, identifying the issues,
principles and values a technology might a ect or challenge, given the
applications and impacts mapped in the earlier steps.

The challenge here is to get past the 'man with the hammer' — not
merely to surface the familiar, intuitive issues, but to work systematically
through a catalogue of them. | subscribe to the remark in SIENNA D6.1:
“There is no process for doing this that guarantees success. However,
combining and mixing di erent methods improves the chance of identi-
fying hidden and recondite issues.”?°

The SIENNA project suggests several tacks: surveying the existing ethics
literature on the technology (which already names many issues); consulting
one's own moral intuitions and those of other ethics experts; and using
bibliometrics to trace the debates under way in di erent national,

25.
26.

The SIENNA SEIA is described in Annex 1 of SIENNA D6.1, Brey and others (n 21) 35.
Brey and others (n 21) 41.
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geographic and linguistic communities. Careful searches of popular
media in well-chosen locales can surface concerns — and the ethical
issues attached to them — that never reach the mainstream international
discussion or the awareness of the researchers doing the analysis. And
nally, working systematically through checklists of standard ethical
issues helps. A checklist like the one attached to the ATE approach
(table 4.1) prompts the researcher to ask how each standard ethical
concern shows up in the particular technology under investigation.

Harms and risks
Health and bodily harm
Pain and su ering
Psychological harm
Harm to human capabilities
Environmental harm
Harms to society
Rights
Freedom
freedom of movement
Freedom of speech and expression
Freedom of assembly
Autonomy
Ability to think one’s own thoughts and form one’s own opinions
Ability to make one’s own choices
Responsibility and accountability
Informed consent
Human dignity
Privacy
Information privacy
Bodily privacy
Relational privacy
Property
Right to property
Intellectual property rights
Other basic human rights as speci ed in human rights declarations (e.g.,
to life, to have a fair trial, to vote, to receive an education, to pursue
happiness, to seek asylum, to engage in peaceful protest, to practice
one’s religion, to work for anyone, to have a family, etc.)
Animal rights and animal welfare
Justice (distributive)
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Just distribution of primary goods, capabilities, risks and hazards
Nondiscrimination and equal treatment relative to age, gender, sexual
orientation, social class, race, ethnicity, religion, disability, etc.
North-south justice
Intergenerational justice
Social inclusion

Well-being and the common good
Supportive of happiness, health, knowledge, wisdom, virtue, friendship,
trust, achievement, desire-ful Iment, and transcendent meaning
Supportive of vital social institutions and structures
Supportive of democracy and democratic institutions
Supportive of culture and cultural diversity

Table 4.1. The anticipatory technology ethics checklist’’

A checklist is not the best tool for turning up wholly novel ethical issues,
but it does o er some assurance that the standard ones are surveyed,
identi ed and documented at this stage, so they can be carried into the
steps that follow.

Step 6 analyses the ethical issues more closely. It means pinning down
the moral values that bear on a given issue; articulating the con icts
between them; identifying the roles, rights and interests of the various
stakeholders; setting out the reasons for and against particular moral
judgements; and mapping how the issues relate to one another — their
con icts, dependencies, parallels, aggravating factors and the rest.

A worn-out example of competing values is the supposed trade-o
between privacy and security in surveillance technologies such as facial
recognition in cameras mounted in public spaces. Such cameras may
improve security — would-be o enders know they can be identi ed and
caught — but our freedom to move about anonymously disappears with
them. And individual security can actually fall, because facial recogni-
tion can just as easily single out vulnerable groups: LGBTQ+ people,
for instance, who in some jurisdictions face hostile treatment or even
punishment for being identi ed.

21 Philip Brey, ‘Anticipating Ethical Issues in Emerging IT’ (2012) 14 Ethics and Informa-

tion Technology 305.
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This step should result in a (moral judgment free) overview of the vari-
ous values at stake and their relations. How to deal with these comes in
step 7.

Step 7, nally, is solution-oriented. We weigh the arguments and competing
considerations around the issues examined in the earlier steps, in order
to resolve moral dilemmas and settle on courses of action. Where the
previous step aimed only at understanding the issues and the ways
they might be resolved, this one commits to evaluation — making and
defending judgements about the moral desirability, or undesirability, of
particular actions, people, things, events and outcomes. And because
these questions arise from the development and use of speci ¢ tech-
nologies, those judgements carry immediate practical bite: the analysis
issues directly in prescriptions and recommendations.?®

The SIENNA methodology thus provides a structured way of identifying
ethical issues, documenting choices and actions taken leading up to
concrete prescriptions and recommendations for next steps (like moving
towards intervention). Applying the full methodology typically involves
multiple individuals with di erent backgrounds and takes serious e ort,
it is a project. In our mini version, you will have to take the avour of the
methodology and apply it in a best e ort way. Annex 1 to this chapter
provides the analysis of Autonomous Vehicles taken from the SIENNA
deliverable.

4.5 Technology assessment and foresight

In dealing with emerging technologies, big or small, the awkward fact
is that the exact future is unknown. Take SMS text messaging. Few if
any of the people involved in its development could have foreseen that,
by 2021, some 23 billion texts — SMS and messenger apps together
— would be sent worldwide every day, 270,000 every second.?® Socio-
technical change does not always run as designed or predicted. Text
messaging has plainly reshaped society: most of us check our phones
the instant a message lands, which has turned society into an always-on
one; and even social gatherings have changed, with people sometimes

28 Brey and others (n 21) 46.

29. https://www.forbes.com/sites/forbestechcouncil/2021/01/06/the-past-present-and-
future-of-messaging/ accessed 16 July 2026.
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more engaged with those who are absent than with those in the room.
As far as | can see none of this has drawn legal intervention, bar the
ban on using a phone while driving — and that seems aimed mainly
at calling.*°

From a regulatory point of view, understanding how sociotechnical
change unfolds matters — both change in general (where is Al heading?)
and speci ¢ applications or artefacts (what worries does ChatGPT raise
in the classroom?). Reading these changes at the macro (technology),
meso (artefact) and micro (application) levels helps us decide what to
aim an intervention at, and what kind of intervention makes sense. The
drafters of the EU Al Act did not foresee large language models at all.
Looking ahead is necessary because the e ects of sociotechnical change
take time to materialise — and so does the process of intervening. The
oft-heard complaint that law lags behind technology (and that this is a
bad thing) has a point, but the lag is also a feature of the legislative
process (see more on this in chapter 6). Intervene too early and you may
throttle the innovation before its bene ts appear; intervene too late and
it is costly and hard, because society has already reshaped itself around
the technology — an intervention may now harm the industries built on
it, or simply be rejected. This is the Collingridge dilemma.®* The more
a sociotechnical system gains momentum — growing larger, more
complex, and enrolling more actors — the 'more resistant to regulatory
prodding' it becomes.*

One way to handle the Collingridge dilemma is to use foresight and tech-
nology-assessment methods to predict the likely path of sociotechnical
change — all the while remembering that the future is unpredictable,
and taking care not to fall into the technological-determinism® (the idea
that technology drives history, see section 2.8) pit. Whether an innova-
tion is adopted depends on far more than the technology itself. Take

0- The Dutch government, schools and related organisations have come to an agreement

to ban cell phones, tablets and smartwatches in class in a bid to limit distractions.
See https:/edition.cnn.com/2023/07/05/europe/netherlands-school-phone-ban-scli-
intl-wellness/index.html accessed 16 July 2026.

David Collingridge, The Social Control of Technology (Pinter 1980).

Lyria Bennett Moses, ‘How to Think About Law, Regulation and Technology: Problems
with “Technology” as a Regulatory Target’ (2013) 5(1) Law, Innovation and Technology.
For a fascinating brief history of technological determinism and how deep that was
enshrined in US culture in the mid 1990s, see Meritt Roe Smith, ‘Technological Deter-
minism in American Culture’ in Meritt Roe Smith and Leo Marx (eds), Does Technology
Drive History? The Dilemma of Technological Determinism (MIT Press 1994).

31.
32.

33.
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SMS again. Mobile pricing charged voice by the second and texts by
the message; for teenagers, texting was simply far cheaper than talking.
Had the pricing been di erent, text messaging might never have taken
o . Or take a famous older technology: Bakelite. The standard histories
open with its “technically sweet” properties and then quietly enlist those
properties to explain its triumph, as though the resin had marched from
laboratory to ubiquity on merit alone — God said: “let Baekeland be” and
all was plastics!® The real story is less providential. For a decade after
the process was published in 1909, Bakelite was barely recognised as
the wonder material it became (a versatile, durable, hard plastic); during
the First World War the outlook for synthetic plastics actually worsened.
What rescued it was luck dressed up as economics — the dumping of
wartime phenol (ingredient of bakelite) stocks in 1918, which pushed
the price low enough to undercut rivals such as celluloid. Whether
Bakelite would ever have reached prominence without that windfall is
anyone’s guess. Technology, in other words, does not carry its own future
inside it.*

A rst step common to all the methodologies is to gather a wide range
of information from di erent sources: literature reviews, bibliometric analy-
sis®, web crawling, key-person tracking and expert panels.®’

A few considerations are worth keeping in mind across the methods.
We are dealing with concrete emerging technologies, and these are
typically developed by industry rather than academia, with most of the
reporting happening outside peer-reviewed journals. So it is important
to draw on commercial sources too — trade magazines, PR statements,
industry conferences, social media, investment houses and patent appli-
cations.*® Bibliometrics helps because it lets us measure the weight
given to particular topics, concerns or projections; one use is to build

3% M. Kaufman, The First Century of Plastics: Celluloid and Its Sequel. (The Plastics Insti-

tute 1963) 61.

Trevor Pinch and Wiebe Bijker, ‘The Social Construction of Facts and Artifacts’ in
Wiebe Bijker, Thomas P Hughes and Trevor Pinch (eds), The Social Construction of
Technological Systems: New Directions in the Sociology and History of Technology (MIT
Press 1987).

Bibliometrics, or research impact, is the quantitative method of citation and content
analysis for scholarly journals, books and researchers. The quantitative impact of a
given publication is appraised by measuring the amount of times a certain work is
cited by other resources.

Brey and others (n 21) 51-52.

Ibid 50.
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‘word clouds' from a set of relevant documents, so that trends stand out
in the source material.

Web crawlers, SCOPUS and Google among them, have their limits.
SCOPUS indexes only peer-reviewed journals; and although Google can
feel omniscient, it in fact indexes only a sliver of the internet — esti-
mates run to about 5% of the world's web pages.*® Google's results are
also Itered and personalised on your search history, which for tracking
trends and predictions is more hindrance than help; ideally you would
run such searches from a clean, fresh setup. Individuals matter too, as
do weblogs and mailing lists: identifying the key actors and following
their reports and social media is a good way to keep an overview of a

eld. The trick is to follow the people who understand where the tech-
nology is heading, rather than the experts buried in the technology itself.

4.5.1 Environmental Scanning*°

Once we begin assembling a data set of this kind, we have in e ect
entered the environmental scanning methodology: scanning the environ-
ment — journals, newspapers, weblogs, papers, reports — for anything
that signals potential future concerns about our subject, ethical or other-
wise. With the sources compiled, the next task is to assess them. Not
every news clip is relevant, or even true. The researcher running the
assessment usually judges the incoming material, though an expert
panel may help — and the same experts can be enlisted to help gather it.

Conference Literature Web Bibliometric Key person
activity reviews crawling Analysis tracking

Scanning

Database

Expert Panels

Figure 4.1. The environmental scanning cycle taken from Brey and others (n 21)

59 Barry Schwartz, “Google: We Never Index All Your Pages”, Search Engine Roundtable,

2015. https:/www.seroundtable.com/google-index-all-pages-20780.html accessed 16
July 2026.

Theodore J Gordon and Jerome C Glenn, ‘Environmental Scanning’, Futures Research
Methodology (The Millennium Project 2009) https://www.researchgate.net/publica-
tion/286279000_Environmental_Scanning accessed 16 July 2026.
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The environmental scanning cycle focuses on the validation of the
following processes:

o Criteria by which to search for data.

e Searching or screening information resources.

e Selecting information to scan.

e Assessing, validating and re ning search criteria based on what
is found.

At the heart of the method is a curated set of documents — a database,
in e ect. From it the researchers can draw, by qualitative and sometimes
quantitative means, estimated timelines, trends, concerns and likely
e ects. Those extracted concepts can then be worked up further: experts
from di erent perspectives re ect on them, or turn them into stories and
scenarios that open up deliberation on the issues and e ects.

4.5.2 Multiple perspectives*!

The multiple perspectives approach sits comfortably with this book's
premise that technology does not drive the future by itself, and that the
sociotechnical context has to be reckoned with. Developed by Harold
Linstone in the 1980s, it works from three perspectives — technical,
organisational/societal, and personal — or, in Linstone's shorthand, T,
O and P. The perspectives, as he puts it, 'force us to distinguish how
we are looking from what we are looking at. We see the system through
di erent Iters."”’ Table 4.2 gives a avour of what those Iters involve.

4L Harold A Linstone, ‘Multiple Perspectives: Concept, Applications, and User Guide-

lines’ (1989) 2 Systems Practice 307.

42 |bid 312.
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technical (T)

organisational (O)

personal (P)

goal

mode of inquiry

ethical basis

planning horizon

other
characteristics

communication

problem solving,
product

modeling, data
analysis

rationality

far

cause and e ect

problem simpli ed,
idealized

need for validation,
replicability

claim of objectivity

optimization
(seek best solution)

quanti cation

trade-o s

use of averages,
probabilities

uncertainties noted
(on the other hand...)

technical report,
brie ng

action, stability,
process

consensual and
adversary

justice, fairness

intermediate

agenda (problem of
the moment)

problem delegated and
factored

political sensitivity,
loyalties

reasonableness

satis cing
( rstacceptable
solution)

incremental change

standard operating
procedures

compromise and
bargaining

avoid uncertainties

language di ers for
insiders, public

power, in uence,
prestige

intuition, learning,
experience

morality

short, with important
exceptions

challenge and
response

hierarchy of individual
needs

Iter out inconsistent
images

need for beliefs

cope only with a
few alternatives

fear of change

leaders and followers
creativity and vision by
the few

need for certainty

personality important

Table 4.2. Overview of the three perspectives method™®

Brey cs describe the use of the three perspectives as follows:

Each perspective builds a di erent part of the picture. The technical
one attends to a technology’s components, its material and resource

demands, its capabilities and purpose. The organisational one looks at

the cultural and institutional setting inwhichitis used. And the personal

one — whose weighting varies with the project and the technology’s

maturity — tracks the individuals steering it. Google is the obvious

illustration: in its early years Page and Brin’s personal vision drove its

development; once the company matured and oated, organisational

forces overwhelmed that individual grip, and the aims and values

wobbled accordingly.

B Ibid.
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Assembling these perspectives takes an expert panel drawn from mixed
backgrounds — legal, economic, political or business expertise for the
organisational view, an engineering background for the technical —
while the personal perspective can be reconstructed from interviews
and from the plans and ambitions important individuals commit
to paper.*

Worth stressing: the personal perspective is about the aims and vision of the
people driving the technology's development — not the standpoint of those
ita ects, who enter the analysis elsewhere.

The result of the expert panel should be a ‘thick description’® that
elaborates one or more possible future developments of a sociotechnical
change. Depending on the composition of the expert panel, the scenario
will be more focused on what the technology will bring (applications/
use/envisioned bene ts) or be more issue based (e ects/concerns).
Ideally, the panel should provide both, but in case the emphasis is on
the bene ts, the researcher will have to complement these with possible
negatives. The (ethics) checklist approach outlined above can help in
eliciting these on the basis of the use case(s) described in the scenario.

4.6 Technomoral change

The discussion so far has set out some ways of spotting the potentially
negative e ects of a technology's development. Facial-recognition
cameras built into billboards at train stations and other public places, for
instance, make it possible to pick out or track particular individuals in a
crowd. That is handy for nding someone on a police wanted list, but it
serves just as well for crowd control of any kind — putting our liberty at
stake. The methods above can be used to detect such risks and harms;

44,
45.

Brey and others (n 21) 60.

Wikipedia: In the social sciences and related elds, a thick description is a descrip-
tion of human social action that describes not just physical behaviors, but their
context as interpreted by the actors as well, so that it can be better understood by
an outsider. A thick description typically adds a record of subjective explanations and
meanings provided by the people engaged in the behaviors, making the collected data
of greater value for studies by other social scientists. https:/en.wikipedia.org/wiki/
Thick_description accessed 16 July 2026.
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the checklist in table 4.1 even opens with a category of risks and harms.
Tsjalling Swierstra and Hedwig te Molder note how policy and technology
actors 'naturally' gravitate towards risk, rather than towards the social
and ethical impacts that so often preoccupy philosophers of technology
and the broader public: “Risks qualify as 'hard" (i.e., objective, rational,
neutral, factual, quanti able), other impacts as "soft" (i.e., subjective,
emotional, partisan, value laden) and are therefore dismissible.”*
Health risks, environmental security and quanti able economic losses
— the things that call for a yes/no answer — are the clear examples of
hard impacts. Soft impacts are subtler: the technology-induced shifts in
how people behave, whom we hold responsible, and what we value®'.
They are no less important, only harder to pin down. Consider the smart-
phone's remaking of availability, so that answering your phone whenever
it rings has become the expected thing. Was that change foreseeable?

Norms and values are not stable over time. They change as a result of
people interacting with technology. People design technology based on
their values and norms, but at the same time technology changes norms
and values in not always predictable ways.

Swierstra o ers a startling example. | raise it not to endorse the value it
serves but because it shows, unusually starkly, a technology deliberately
built to encode a contested moral value — exactly the mutual shaping
of norms and artefacts this section is about. In parts of Asia, and more
recently in the Middle East, a bride can buy arti cial hymen blood: a
capsule, inserted before the wedding night, that fakes the bleeding of an
intact hymen. Where virginity is still prized, it lets the marriage go ahead
without trouble. The device is quietly doing two things at once. It bows
to the old rule — it exists only because a bride is still expected to be a
virgin — but it also works against that rule, letting a woman who is no
longer a virgin marry all the same, and sparing her the shame, or worse,
that exposure would bring. What it encodes, in other words, is a small
act of dissent: that a woman's worth, and her right to marry, need not
hang on her virginity. Not everyone endorses that value; one religious
authority denounced the product for “encouraging illicit sexual rela-

tions”. The West should recognise the pattern. The fear that a new device
46. Tsjalling Swierstra and Hedwig Te Molder, ‘Risk and Soft Impacts’ in Sabine Roeser
and others (eds), Handbook of Risk Theory (Springer 2012).

Olya Kudina and Peter-Paul Verbeek, ‘Ethics from Within: Google Glass, the Collingridge
Dilemma, and the Mediated Value of Privacy’ (2019) 44 Science, Technology,
& Human Values 291, 295.
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will corrode sexual morals is hardly far-fetched: the Netherlands had its
own moral panic when the contraceptive pill arrived, with clergy warning
of female licentiousness. And after the sexual revolution of the sixties
and the feminism of the seventies, who would deny that sexual morality
did in fact change — or that the pill had a great deal to do with it?*®

Moral change takes time and not all parts of morality changes at the
same pace. Marianne Boenink and colleagues distinguish three levels,
macro, meso, micro. The macro level holds the abstract principles that
have proved their worth over time in countless situations, such as non-
male cence, bene cence, autonomy. These shift, but slowly. Autonomy,
for instance, only became prominent in the twentieth century. The meso
level is where those principles harden into institutional practice; they
become ‘moral regimes’ embedded in procedures and rules, such as
where autonomy becomes the requirement of informed consent. The
micro level is local and speci c. This is where particular issues are argued
out case by case and change comes quickest. Forecasting moral change
on the macro level is much harder than on the micro level. Any attempt
to imagine future moral change has to keep the three speeds apart.*°

How moral change may spin out in practice can be illustrated by this
example provided by Swierstra.”’ Before the pill, a conservative sexual
morality held: sex only within marriage and only for reproduction, hedo-
nism condemned, women’s sexuality closely policed, sexual autonomy
for women barely a concept (marital rape a legal impossibility), abortion
a crime. Within a few decades after the pill was introduced, under the
banners of women’s liberation and the sexual revolution, all of this was
overturned — premarital sex became acceptable, reproduction a matter
of conscious choice, women’s sexual autonomy a settled principle,
marital rape a punishable o ence, and children planned rather than
simply received.

The pill has proven to be a motor of moral change — but beware, the
case is easily overstated. Decades on, plenty of Dutch citizens still live
within the moral perimeter of the fties, and another group needed no

48 Tsjalling Swierstra, ‘Nanotechnology and Technomoral Change’ (2013) XV Etica e

Politica 200, 206.

Marianne Boenink, Tsjalling Swierstra and Dirk Stemerding, ‘Anticipating the Inter-
action between Technology and Morality: A Scenario Study of Experimenting with
Humans in Bionanotechnology’ (2010) 4(2) Studies in Ethics, Law, and Technology 9.
Swierstra (n 48) 212-13.

49.

50.

161



162

persuading, having opted for sexual libertarianism and female autonomy
long before the device existed. The wish for reliable birth control, after all,
is far older than the technology that nally delivered it. The old morality
was not simply swapped for a modern one, nor is the modern one truly
new. There is continuity and discontinuity at once.

The best image for this is a force eld wherein rival norms and values
jostling for dominance, with technology now and then tipping the
balance. The pill let more people take the ruling norms less seriously and
let previously marginal ones gain ground. It helped undermine the prin-
ciple of female chastity by letting women out it “unpunished” — but it
also reshaped the morality of abortion. The standing objection to contra-
ception prior to the pill had been pragmatic: the devices were unreliable,
and unreliable contraception meant unwanted pregnancies and thus
more illegal, dangerous abortions. The fear of becoming complicit in
abortions had led most GPs to discourage contraception. The pill — the

rst genuinely reliable contraceptive in history — turned the argument
on its head: a doctor who wanted to reduce unwanted pregnancies and
abortions now had every reason to champion it.

The lesson generalises. Moral change happens not to isolated norms
but to morality as a whole — a texture with vague edges, shot through
with tensions between rival values that we pacify by giving each its
own domain, ranking them, or papering over the con ict with compro-
mise. We usually call this value pluralism, but the label misleads: ask
people which values matter and their answers barely di er. The di er-
ences surface only when you ask how much each value weighs against
the others.

And relative weight only reveals itself under pressure, when someone is
forced to choose between values that cannot both be honoured. A parent
who prizes both a child’s happiness and the family’s standing discovers
which pulls harder only in the awful moment of having to sacri ce one
for the other — and di erent parents, in that moment, choose di erently.
Some norms simply pull harder than others.

Seeing morality as a force eld helps make sense of how technology acts
on it. By mediating our relation to the world, technology alters either
the force a norm exerts or the number of people it grips. It can sti en
a norm or sap it: the prohibition on masturbation has lost almost all
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its force, while the injunction against smoking and drinking in pregnancy
grows sterner by the year. A norm gains strength, too, when technology
makes new stakeholders visible, or when it makes helping others easier or
harder — the relevant values wax and wane accordingly.

None of which is to pretend the direction of travel is ever easy to read.
Does arti cial hymen blood undermine the morality of virginity — or prop
it up, by letting people dodge the confrontation that might otherwise have
overturned it?

4.7 Predicting soft impacts

Sociotechnical change usually produces impacts of several kinds at once
— hard and soft, short-term and long-term — and any of them may carry
regulatory implications. In framing the problem we may need to take in
the whole range, since all of it bears on whether, and when, intervention
is desirable or necessary. Risks to health may call for a quick, targeted
response; soft impacts, which take far longer to surface, may warrant no
immediate intervention at all, but should prompt the wider public and
political debate about where we want to go as a society.

The SIENNA methodology is geared mainly to relatively short-term ethical
impacts. Soft impacts, by contrast, are long-term a airs — above all, shifts
in a society's norms and values: moral change, or, when technology is
doing the pushing, technomoral change. | will present three methodolo-
gies in this section to help elicit soft impacts. It is worth noting already how
they line up in time.

Swierstra's techno-ethical scenarios® can be developed before or in the
early stages of a new technology; it works by building stories about possible
futures and is especially suitable for getting a view on moral change.

Van de Poel's sociotechnical experiments® trail further behind, after initial
deployment. It is useful for sociotechnical changes that turn less on moral

St Tsjalling Swierstra, Dirk Stemerding and Marianne Boenink, ‘Exploring Techno-Moral

Change: The Case of the ObesityPill’ in Paul Sollie and Marcus Duiwell (eds), Evaluating
New Technologies, vol 3 (Springer Netherlands 2009) 119-138.

Ibo van de Poel, ‘An Ethical Framework for Evaluating Experimental Technology’ (2016)
22 Science and Engineering Ethics 667; Ibo van de Poel, Why new technologies should be
conceived as social experiments. (2013) 16(3) Ethics, Policy & Environment, 352-355.
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change than on hazards and risks — to values such as security, safety
and privacy — that are hard to gauge in advance. Sociotechnical exper-
iments aim at reducing exactly that uncertainty, by treating innovations
as 'social experiments’.

Kudina's technological mediation™ follows its development and deploy-
ment. It sets both of the others aside. Rather than speculating about
the future or running responsible experiments with technology, it studies
the dynamics of technomoral change itself — following an innovation
through development and deployment and re ecting on the ethics as
it goes.

4.7.1 Dealing with Technomoral Change — techno-ethical scenarios

How do you take the interaction between technology and morality
seriously when you set out to assess a new technology? That was the
guestion Boenink, Swierstra and Stemerding put to themselves, and
techno-ethical scenarios are their answer.** Scenario-building is an old
tool for imagining possible futures and enriching debate before decisions
get made. But to build techno-ethical scenarios — ones that track how
technology and morality shape each other — they needed a framework of
their own. Four considerations shape it.

The rstis a view of morality and ethics. Morality, here, is the implicit set
of values and norms a community holds dear — the ones tied to legiti-
mate interests, mutual obligations and ideas of the good life. Ethics is
re exive morality: morality thought about, the kind of systematic re ection
| turn to in chapter 5. Boenink et al adopt a deliberately broad view leaving
the framework neutral on ethical theory. It can work with consequentialist,
deontological or virtue-based accounts, and with theories of justice, and
it refuses to decide in advance which moral considerations are allowed
to count.” t also starts from prudence — from what a technology actual-
ly does, the things it enables and disables (what | called its affordances in
chapter 3). Philosophers usually le prudence under the practical rather
than the ethical, on the grounds that it is about means, not ends. But in
technology the two are tangled: argue about what a technology is good
for and you are already arguing about what is good. So prudence belongs
inside the frame, not outside it.

53 Kudina and Verbeek (n 46).

54 Boenink, Swierstra and Stemerding (n 49) 10.
% Ibid 8.
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The second consideration is moral change itself. The framework is built to
keep that possibility open — that a principle we hold today might later be
read di erently, weighed di erently, or come to matter more or less than
it does now. The point is to resist moral presentism, the quiet assump-
tion that our morality is the last word. That means asking what new
moral considerations a technology might stir up, and it means looking
well past the next ve years, out to the ten- or thirty-year horizon where
moral change actually plays out. It also means remembering that morality
does not move at a single speed: the macro, meso and micro levels we
met earlier each change at their own pace, and a scenario has to keep
them apart.

The third is anchoring. Long-range speculation slides easily into
free- oating fantasy, so the framework insists that speculation be histori-
cally informed. History enters at three points. Before a scenario is built,
you take stock of past ethical debates and of how the relevant moral
practices have evolved. As you build, you model the imagined arguments
on tropes™ and patterns already familiar from earlier debates about new
technology — the recurring conviction that people will bend a technology
to destructive ends, for instance.”’” And nally, history helps you judge
whetheranimagined developmentis plausibleatall: which parts of morality
have proved robust, which are prone to shift, which path dependencies
are in play, and which changes tend to win wide acceptance. Anchored
this way, the scenarios sidestep both empty relativism and the pretence
of prediction.

The fourth is self-re exivity. Debates about new technology are shot
through with recurring meta-ethical tropes — that a technology will surely
turn out well, say, or that trying to steer it is futile anyway. These reveal
that participants sense more is at stake than the issue in front of them,
and that their positions rest on deeply held convictions — part of why
such controversies are so hard to settle. Building those presuppositions
into a scenario keeps it honest about how, and whether, the imagined
debate could ever be resolved.

56 A ‘trope’ should here be understood as a recurring motif or argument that is

supposed to have particular force. Argumentative ‘pattern’ means two or more ethical
arguments that hang together in the sense that they provoke each other into exis-
tence. See Tsjalling Swierstra and Arie Rip, ‘Nano-Ethics as NEST-Ethics: Patterns of
Moral Argumentation About New and Emerging Science and Technology’ (2007) 1
NanokEthics 3, 4.

57 See Swierstra & Rip (n 58) for an overview.
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The framework consists of three steps:

1. athorough analysis is made of the point of departure: what does
the current ‘moral landscape’ look like?

2. Introduction of a technological development and its potential inter-
action with the current moral landscape is imagined. This usually
generates one or more potential moral controversies.

3. A preliminary closure of these controversies is constructed,
based on historical and sociological analysis. (Steps 2 and 3 may
be iterated)

A slightly condensed description of the techno-ethical scenarios®® frame-
work looks like this:

Step 1 sketches the moral landscape. Before you can tell a story* about
the future you need a clear view of the present: delineate the technology,
and chart the moral beliefs, practices and regulations it will touch, with
some historical depth — how did this bit of morality come to be? If the
subject is genetic screening, say, you would rst describe the present
state of (non-genetic) screening and establish what is and is not contro-
versial about it. You can equally start from the morality rather than the
technology: take a moral regime — experimenting on human beings, for
instance — describe how it evolved and where it is contested, then ask
which technology might destabilise it. Either way the aim is to x the
subject and to learn how past controversies were settled, so you can ask
how new possibilities might unsettle them.

Step 2 generates the potential moral controversies, using Swierstra and
Rip's NEST-ethics®® — an inventory of the recurring argument-types and
patterns thrown up by earlier debates about new technology, concerned
with the form of the arguments rather than their content. It works in
three moves.

First, list the promises: what is the technology said to make possible, and
what does it enable or disable? Second, imagine the objections, drawing

on the standard ethical theories — does it actually deliver; is the goal as
5. The framework is described in full in Boenink, Swierstra and Stemerding (n 51) 10;
Swierstra, Stemerding and Boenink (n 51) 126 provides an application of the frame-
work to the case of an obesity pill.

Which is what a scenario is.

See Swierstra and Rip (n 56).
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valuable as claimed; how do the risks, costs and bene ts stack up, and
who bears them; how does it bear on existing rights and on competing
visions of the good life? Third, build the chains of argument, reaction
and counter-reaction: a promise typically provokes a rebuttal (the bene t
is implausible, the cost-bene t ratio is 0 , there are better alternatives,
the 'bene t' is no bene t at all), then the standard developer's reply
that more research is needed, and only later the deeper objections from
rights and the good life, once the cost-bene t haggling has settled.

The chain-building draws, too, on the meta-ethical tropes Swierstra and
Rip collected, since substantive arguments often travel dressed as claims
about technology in general — that it has always proved bene cial and
self-correcting, or the reverse, that it more often ends in disaster; that its
development is inevitable and resistance futile. The slippery slope is the
classic: take this rst, innocuous-looking step and we will slide, unstop-
pably, to the bottom.

Step 3 constructs a preliminary closure. The many arguments are
reduced by asking not which resolution would be 'rational’ but which
is plausible, given past settlements and current moral trends. Two tests
help. First, which parts of morality have proved robust: change comes
easiest at the micro level of local decision-making (a ‘'moral niche"),
harder at the meso level of moral regimes, and slowest at the macro
level of principles. Second, does the change t a long-run trend —
individualisation, democratisation — or a path dependency, or an available
analogy? If so, it is the more plausible.

Closure is never total. A minority will keep objecting; contingencies
outside the technology—morality interplay — the colour of the govern-
ment, an accident that swings public opinion — will intrude; and steps 2
and 3 can be iterated to build a longer scenario. To keep that contingency
honest, a scenario can even branch, closing a controversy two di erent
ways and letting the future fork.

For our purposes step 3 should be primarily aimed at eliciting the points
of attention for further regulatory attention. If the (likely) moral changes
presented give rise to potential regulatory interventions, rst a legal gap
analysis will have to be performed (chapter 6) and subsequently, atten-
tion should be directed to questions like who regulates, why, how, when
(chapters 7 and further).
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The framework enables imagining in a systematic, concrete and plausi-
ble way how the interaction between technology and morality might lead
to moral controversy, how such controversies might be ‘solved’ and how
technology and morality might co-evolve. A drawback is that the content
of the scenario is largely researcher/expert based.

4.7.2 Sociotechnical Experiments

New and emerging technologies share two features. They can reshape
society profoundly. And we usually know very little, scienti cally, about
where they are heading or what they will do. That makes prediction hard.
Science- or evidence-based forecasts have too little to work with. And the
techno-ethical scenario approach, which builds plausible stories from
what we do know about applications and a ordances, runs into its own
limits. Neither really tames the uncertainty that comes with releasing a
new technology into society.

Ibo van de Poel's move is to stop pretending we can. Some technologies,
he suggests, are best introduced as social experiments. You deploy the
technology at a realistic scale — full size, even — and study its e ects.
If the results turn sour, you keep the option to halt it, or to abandon
it altogether.

Part of the inspiration is Fukushima. On 11 March 2011 the Fukushima
Daiichi reactor in Japan — long in service, and compliant with every safety
requirement — partially melted down, leaving a wasteland around it
that persists to this day.* That disaster, and the Chernobyl meltdown in
Ukraine back in 1986, reopened the question of whether nuclear power is
acceptable at all. The question has many faces — the plants, the waste,
the risk of material nding its way into weapons — but the most imme-
diate is reactor safety. Meltdowns are catastrophic, and we would rather
have none.

The core question here is, are the risks associated to nuclear safety su -
ciently low that this type of energy production is acceptable? Whether
the risk is acceptable is a political decision.

oL Tepco, the plant’s operator is allowed to release 1m tonnes of radioactive water

collected in the aftermath of the event into the ocean as of July 2023. See https:/www.
theguardian.com/world/2023/jul/04/fukushima-china-calls-for-suspension-of-japa-
nese-plan-to-release-radioactive-water-into-sea accessed 3 August 2026.
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Of hazards and risks

The notion of hazard is often used to indicate that a technology,
or its use, can cause damage or otherwise undesirable e ects.
The term risk can be seen as a speci cation of the term hazard.
An often-used de nition of risk is the product of the proba-
bility of an undesirable event and the impact of that event.
To express a hazard within a risk requires knowledge of the
potential consequences of a technology, the impact of those conse-
quences and the probability of their occurrence. Uncertainty
refers to a situation in which we know what might go wrong, but lack
the knowledge to express a hazard within a risk. Ignorance refers to
the situation in which we do not even know what could go wrong,
resulting in unknown hazards. In some cases, potential hazards
cannot be expressed in risks because their occurrence depends on
the behavior of, for example, users or operators. Such situations may
be characterized as indeterminate because the causal chains poten-
tially leading to a hazard are open and depend on the actions of some
relevant actor®?,

Nuclear hazards are usually expressed as risks. The method for doing so
— probabilistic risk assessment, or PRA — was itself born in the nuclear

eld. When the rst reactors were built there was neither a full theory
of how a reactor behaves nor any accident history to draw on, so the
famous Rasmussen study estimated the risks from event trees (what
might happen in a reactor: the cooling water runs out, a valve sticks, a
terrorist strikes) and fault trees (what follows: low water, and the core
temperature climbs fast). PRA works, up to a point. But it can only reckon
with the events and faults someone has already thought of. Were earth-
quakes and tsunamis — the trigger at Fukushima — in the model? If
not, the risk was simply unknown. And even when a hazard is on the list,
the lab can only take you so far. You cannot test in the laboratory whether
a reactor survives an earthquake; you can calculate, model and simulate,
but every one of those rests on assumptions you cannot fully check until
the plant is running.

The limits here are not merely practical; they are limits of principle.
Krohn and Weyer give four reasons why risks resist prediction in the

62 |bo van de Poel, ‘Nuclear Energy as a Social Experiment’ (2011) 14 Ethics, Policy &

Environment 285, 285.
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lab: long-term cumulative and interaction e ects; recursive, non-linear
system dynamics; the gap between lab or eld tests and real-life condi-
tions; and the plain fact that some hazards are missed altogether, out
of sheer ignorance.®® So a nuclear plant stays, in a sense, experimental
even after it is switched on. It is a social experiment.

This is van de Poel's core claim: some technologies carry so much uncer-
tainty that the only way to learn their real risks is to run them at full scale
and watch. But can we experiment on people like that — build a working
reactor and see what happens? It is deeply troubling, because the exper-
iment can harm the very people caught up in it. The obvious safeguard
is informed consent, and here it fails. What would you be consenting to,
if the hazards are by de nition unknown? To consent at all would be to
accept whatever the experiment throws up — which no one can rationally
do. Yet if people withhold consent, as reason suggests they should, then
no experiment under genuine ignorance could ever proceed. Informed
consent is simply the wrong instrument for this job.

So van de Poel looks past consent to the concern beneath it — respect
for persons, and the moral autonomy of those exposed to the experiment
— and sets it alongside the other principles bioethics has developed
for experiments on human subjects: non-male cence, bene cence and
justice. Those principles were worked out for clinical trials. Technological
experiments are di erent: the risks are collective as well as individual,
and uncertain or unknown on top of that, so they need a speci cation of
their own. Van de Poel provides one, in the form of sixteen (initial) condi-
tions — his ethical framework for experimental technology (table 4.3).%

1. Absence of other reasonable means for gaining knowledge about
risks and bene ts

Monitoring of data and risks while addressing privacy concerns
Possibility and willingness to adapt or stop the experiment
Containment of risks as far as reasonably possible

Consciously scaling up to avoid large-scale harm and to improve learning
Flexible set-up of the experiment and avoidance of lock-in of the
technology

S e

63 W, Krohn &J. Weyer, ‘Society as a laboratory. The social risks of experimental research’

(1994) 21 Science and Public Policy 173-183.
Ibo van de Poel, ‘An Ethical Framework for Evaluating Experimental Technology’
(n 52) 680.
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7. Avoid experiments that undermine resilience
Reasonable to expect social bene ts from the experiment

9. Clear distribution of responsibilities for setting up, carrying out,
monitoring, evaluating, adapting, and stopping of the experiment

10. Experimental subjects are informed

11.  The experiment is approved by democratically legitimized bodies

12.  Experimental subjects can in uence the setting up, carrying out,
monitoring, evaluating, adapting, and stopping of the experiment

13.  Experimental subjects can withdraw from the experiment

14. Vulnerable experimental subjects are either not subject to the
experiment or are additionally protected or particularly pro t from
the experimental technology (or a combination)

15. A fair distribution of potential hazards and bene ts

16. Reversibility of harm or, if impossible, compensation of harm

Table 4.3. van de Poel’s ethical framework for experimental technology

Table 4.3 is not intended as a checklist, but rather as an argumentative
ethical framework to decide about the acceptability of experimen-
tal technologies.

There is a di erence of scale here. Swierstra's scenario approach can be
run by a single researcher or a small team, and it is used in practice. Van
de Poel's social experiments are a much bigger undertaking — think of
a nuclear power plant — and have not really been carried out as such.
What the approach o ers is an ethical context for running such exper-
iments responsibly. It presses for forward-looking responsibility, and it
reduces uncertainty by letting the sociotechnical development play out
in a somewhat controlled setting, where the moral shifts and the smaller
e ects on norms and values can reveal themselves as they happen.

Van de Poel is careful about what he is and is not claiming. His approach
is a way of handling the uncertainties and possible harms of a new tech-
nology, and it should be judged against the other ways of doing that
— risk—cost-bene t analysis, risk standards, the precautionary principle,
scenarios — not against some impossible standard of getting the
answer right in advance. The risk-based methods need reliable proba-
bilities. Emerging technologies like nanotechnology and biotechnology,
or complex ones like nuclear power, simply do not supply them. The
precautionary and scenario approaches are better, but they still bet on
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anticipating consequences, as if uncertainty could be wrung out before
a technology reaches society. For emerging and complex technologies
that bet is a bad one — partly for practical and epistemic reasons, but
mainly because their properties and e ects only emerge as technology
and society co-evolve. His approach, he argues, is the only one that
treats uncertainty and ignorance as partly irreducible. And he cheerfully
concedes the rest; the proof of the pudding is in the eating, and the
value of the approach still has to be shown.®®

4.7.3 Technological Mediation

The methodology developed by Olya Kudina does not rely on speculation
about the future, as in the scenarios approach, or on responsible social
experiments, but rather on the study of the dynamics of technomoral
change itself.°® The methodology explores how technology mediates the
relation between users and their environment.

Technologies in use mediate our practices and experiences. Medical
imaging shapes how a doctor reads a patient’s condition and how the
patient inhabits their own body; drones let humans perceive and act
at a distance, remaking the moral engagement of soldiers and police.
This has a sharp implication for ethics. If ethics asks how to act and
how to live, and technologies help shape our actions and our lives, then
technologies are themselves participants in ethics: ultrasound medi-
ates decisions about abortion®’, drones mediate the moral experience
of the soldier, smartphones mediate the etiquette of the restaurant and
the classroom.®®

Kudina develops and tests the methodology by exploring how Google
Glassa ects/co-shapes the moral frameworks of people regarding privacy
in interaction with a concrete technological development. Google Glass
was a pair of glasses featuring a display, camera and touchpad inter-

%5 |bo van de Poel, ‘Why New Technologies Should Be Conceived as Social Experiments’

(n 52) 353.

Olya Kudina, ‘The Technological Mediation of Morality: Value Dynamism, and the
Complex Interaction between Ethics and Technology’ (PhD, University of Twente
2019) http:/purl.org/utwente/doi/10.3990/1.9789036547444 accessed 12 July 2023;
Kudina and Verbeek (n 46).

The increasing number of 6 week abortion bans currently being enacted in the US
are based on the ability to detect ‘heart beats’ around six week into a pregnancy with
ultrasound. Many women are not aware that they are pregnant at 6 weeks yet, the
ultrasound takes away their option for a (legal) abortion.

Kudina and Verbeek (n 47) 297.

66.

67.
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face®® introduced to a limited set of developers in 2013. The display and
associated computing hardware allowed Glass to show its wearer infor-
mation that could not be seen by others. The camera allows the relatively
unobtrusive (there is a red light on when the camera is activated) moni-
toring of the whatever the Glass wearer looks at. One can imagine that
the camera and software can automatically try to identify who the user
is looking at and then projecting information about this person on the
small display. | would say, creepy. Obviously this kind of technology has
privacy implications.

Glass had a useful peculiarity: it was still a work in progress even while
people argued over its early versions online. That gave a rare chance to
watchaprivacy normbeing renegotiated asithappened. Kudina’sempirical
study of those online discussions traces how the notion of privacy people
brought to bear on Glass was quietly rede ned as they reckoned with the
roles — anticipated and actual — the device would play in their lives.’®

Kudina’s approach follows, on a micro level, how people’s moral frame-
works develop in interaction with technological developments. This can
be done through ethnographic methods, such as monitoring YouTube
content about the technology at stake (e.g. Google Glass) and the
discussion associated to this content.

Her analysis of the YouTube comments shows value dynamism
accompanying Glass’s arrival: the device reshaping the practice of
communication, the responsibility and proportionality of wearing it in
public and private, its relation to memory-making and to the expectation
of privacy in public places. The approach o ers no sweeping predictions
about Glass’s societal impact, nor does it judge the device against xed
moral categories. It examines speci ¢ practices and experiences to see
where Glass ts or grates, and lets ethical concerns be re-articulated
from there.

The mediation approach, in other words, trades distant-future prophecy
for modest anticipation, empirically and philosophically anchored in the
value dynamism already under way.

69.
70.

See https://en.wikipedia.org/wiki/Google_Glass accessed 18 July 2026.
Kudina (n 66) 34.
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The point is to understand how people make sense of a technology
within their own settings and histories, and how, in the process, certain
values become available for re ection. That only works if the participants
lead the conversation from their own starting points. The aim is not to
grade their anticipations or bank them as fact — that really would be
speculation — but to see how the discussion brings present-day value
dynamism into view: which facets surface, how they are recontextu-
alised, and how the emphasis between them is already shifting. Such
explorations of present value dynamism, set alongside existing practices,
ethical debate and technological visions, are what ground a modest
anticipation of the value change to come.”

As an example of what can be derived from studying the YouTube conver-
sations, consider the following excerpt from Kudina’s Google Glass study.

Privacy of communication: “Nail in the co n of social grace”

Excerpt 2

Commenter 3

1 Wearable Internet is certainly the future, and probably the nail in the
co n of social grace.

Commenter 4

2 Not everyone is okay with the idea of a camera constantly being
pointed at his or her face. ...

3 In fact wearing Google Glass on a date should be a de nite no-no
as they can you date feel

4 uncomfortable and uncertain about what is going on behind that
device.

Commenter 5

5 [W]ho wants to guess if you are really paying attention or reading a
text.

6 You will be more interested in icons oating across your eld of
vision than talking

7 one on one. Recording me talk? Taking photos? Who knows what
you're doing.

Commenter 6

8 There is absolutely etiquette for glass. Im from a big city [...] where
individuality thrives

9 but here in the good ‘ole south [...] conservatism goes a long way.

™ Kudina and Verbeek (n 47) 239.
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10 That being said, | have vigilantly conscious when and where to
wear glass.

11 There is an evolving glass etiquette as we speak. The excerpt shows
Glass reshaping everyday communication. The commenters treat
it as a licence for suspicion — is the wearer paying attention or
reading a text, watching or taking photos? — and one calls it
“the nail in the co n of social grace”. The assumption through-
out is that Glass users will trample tacit norms. Yet, as another
commenter notes, etiquette co-evolves with the technology: he is
“vigilantly conscious” of when and where to wear the thing. The
social landscape is not a xed backdrop but part of how the device
gets absorbed.

Privacy and attention are what letus sustain relationshipsand present
the self a given setting calls for, and Glass strains both: you may
be recorded without knowing it, and you are left guessing what the
wearer is actually doing. The design pulls in two directions at once.
Glass sits above the right eye, in the eld of vision, meant to “cater
to microinteractions” without taking the wearer out of the moment
— yet using it demands attention to the screen, to noti cations,
to aural cues, to voice and touch commands, so that in practice
the wearer keeps turning inward to the device and away from the
person in front of them.

Overall, Excerpt 2 suggests a transformative e ect of Glass on
communication practices because it mediates attention and focus,
values constitutive for the privacy of communication. Following
one commenter, human norms of interaction co-evolve with
new technologies, suggesting that with time, Glass will not only
mediate what such norms are but also what meaningful communica-
tion constitutes.’

4.7.4 Making up the balance

In the previous sections, we have explored di erent methods of elicit-
ing (ethical) issues around emerging technologies. At this point we have
multiple tools in our tool bag that seemingly are able to do the same job.
Are they really alternative tools, or are they tailored for speci c situations?

The following overview brings the three core methodologies to study the
soft impacts of emerging technologies into a schema.

2. Kudina (n 66) 38-40.
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Dimension

Techno-ethical
scenarios (Swierstra et
al., section 4.7.1)

Sociotechnical
experiments (van de
Poel, section 4.7.2)

Technological
mediation (Kudina,
section 4.7.3)

Timing relative
to development

Orientation to
the future

Core aim

Theoretical basis

Method /
evidence base

Level of
moral change
addressed

Practical output

Chapter example

Acknowledged
limitation

Before or in early
stages of development
(anticipatory,
upstream)

Speculative: constructs
plausible future
narratives

Imagine how
technology and
morality might co-
evolve, and how moral
controversies might
reach (temporary)
closure

Agnostic on ethical
theory; draws on
historically-informed
‘NEST-ethics’ tropes
and patterns (Swierstra
& Rip)

Desk research and
expert panels; 3-step
method (moral
landscape - NEST-
ethics controversies >
plausibility closure)

Explicit about macro/
meso/micro levels and
their di ering rates of
change

Narrative(s) agging
points of regulatory
attention, feeding into a
legal gap analysis

Obesity pill (Swierstra
et al.'s worked scenario)

Largely researcher/
expert-based — content
depends on who builds
the scenario

Full-scale, real-world
deployment — furthest
along the development/
deployment line

Present and ongoing:
treats deployment
itself as a monitored,
adjustable trial

Learn about risks/
bene ts that cannot
be known in advance
except through real-
scale experience

Bioethics principles

— non-male cence,
bene cence, respect for
autonomy, justice —
adapted to technology

16 ethical conditions
(consent, monitoring,
reversibility, scalability,
etc.) governing an
actual deployment

Societal-scale hazard
and risk management;
less concerned with
micro-level moral
texture

An argumentative
ethical framework (not
a checklist) for deciding
whether/how/how far
to scale an experiment

Nuclear power
(Fukushima Daiichi)

Not yet applied as
such in practice;
informed consent at
scale remains largely
unresolved

During development
and early/actual use —
follows deployment

‘Modest anticipation’:
present-based,
empirically grounded,
no distant-future
prediction

Trace how a technology-
in-use reshapes the
values through which it
is judged

Postphenomenology
/ mediation theory
(Verbeek)

Qualitative/
ethnographic analysis
of real usage and
discourse (e.g. online
comments)

Micro level — everyday
user practices,
vocabulary and
experience

Articulation of shifting
values that keeps
ethical re ection open,
rather than a xed
verdict

Google Glass (YouTube
discussion analysis)

Does not generalise
beyond the case
studied; no predictive
claims

Table 4.4 Comparing the three soft-impact / moral-change methodologies
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4.8 Conclusion

| began with a manager, a building full of impatient tenants, and a
psychologist who noticed that nobody was really complaining about the
lifts — they were complaining about being bored. A few mirrors later,
the problem was gone. That is the whole chapter in miniature. Problems
do not arrive pre-packaged with a label on the side; we frame them, and
the frame we choose quietly decides which solutions are even thinkable.
Reach for the hammer and everything obligingly turns into a nail.

The trouble is that framing is easy to do badly and easier still to do with-
out noticing. Schon and Rein showed us why actors in a debate talk
past each other — they are not disagreeing about the answer so much
as inhabiting di erent, incompatible pictures of the question. Bacchi’s
“What's the problem represented to be?” is the awkward question we
should ask before the more natural “What’s to be done?”. And when the
open letters on Al landed in 2023, we saw framing performed in real
time: the Future of Life Institute naming the danger as a looming super-
intelligence, the Stochastic Parrots authors naming it as exploited labour,
stolen data and concentrated power. Same technology, two frames, two
very di erent regulatory shopping lists — and neither of them neutral,
whatever their signatories might tell you.

Most of the chapter has been about equipping ourselves to frame well
rather than re exively. The SIENNA methodology gave us a structured,
seven-step way of interrogating an emerging technology, which we put to
work on autonomous vehicles. Because emerging technologies have the
inconvenient habit of not telling us in advance what they are for, we then
added foresight to the toolbox — environmental scanning, Linstone’s
multiple perspectives — while keeping one eye rmly on the Collingridge
dilemma: intervene early and you are guessing; intervene late and the
technology has dug itself in. There is no comfortable moment to act,
only trade-o s about when to be wrong.

Then we turned from the hard impacts — the quanti able risks that
regulators nd easy to love — to the soft ones: the slow, subtle shifts in
what we consider normal, decent or thinkable. These are no less import-
ant for being harder to measure, as the contraceptive pill demonstrates
rather more vividly than any risk table. For these | set out three comple-
mentary tools, each suited to a di erent moment in a technology’s life:
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Swierstra’s techno-ethical scenarios, which imagine moral controversy
‘before’ deployment; Kudina’s technological mediation, which studies
value change ‘as it unfolds’; and van de Poel’s sociotechnical experi-
ments, which treat deployment itself as the experiment and ask under
what conditions we may responsibly run it. Which tool you pick depends
on where in the story you are standing.

What none of this o ers is a recipe. | have been honest about that
throughout — there is no machine you can feed a technology into and
collect a tidy list of problems from the other end. What these methods do
o er is discipline: a way of looking that makes the hidden frame visible
and drags the soft impacts into the light before they harden into fait
accompli. In the next chapter, | will brie y introduce four ethical schools
that give our moral judgements some backbone.Having found our issues,
we still have to ask whether the law as it stands already covers them.
That legal gap analysis is the business of chapter 6. Then in chapter 7
and beyond | will guide you through the harder questions of who should
regulate, why, and how.



4.9 Review questions

Instructions: Answer the following questions in 2-3 sentences each.

1. “Problems are framed, not given.” Explain what this claim means,
then show how the Future of Life Institute’s open letter and the
Stochastic Parrots authors frame the risks of large language models
di erently — and how each framing points to a di erent regulatory

response.

2. The chapter uses a simpli ed “mini” version of the SIENNA
methodology for ethical impact assessment. What does this mini

assessment set out to do, and why not use the full method?

3. What is the Collingridge dilemma, and why does it make the timing
of regulatory intervention so hard? Use the EU Al Act’s failure to fore-

see large language models to illustrate.

4. Distinguish “hard” impacts from “soft” impacts in sociotechnical
change. Why are soft impacts easy to dismiss, and why do they still

matter for regulation?

5. Boenink and colleagues distinguish macro, meso and micro levels of
morality, which change at di erent speeds. Use the contraceptive pill

to illustrate change at each level.

6. The chapter o ers three methods for studying soft impacts and
moral change — techno-ethical scenarios, sociotechnical experi-
ments, and technological mediation. Explain how they di er in their
timing relative to a technology’s development, and say when you

would reach for each.

7.  Describe the three steps of the techno-ethical scenarios method.
What is “moral presentism,” and why does the method work to

avoid it?

8.  Why does van de Poel argue that informed consent is inadequate for
large-scale technological experiments such as nuclear power — and

what does he put in its place?

9.  Using Kudina’s Google Glass study, explain how technological media-

tion reveals value change as it unfolds rather than by prediction.
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Annex 1 — Application to a case: Autonomous Vehicles

Here is an example application of the methodology applied to autono-
mous cars taken from the SIENNA deliverable 6.1.7

To begin, in step 1, we identify the subject of the analysis, and we specify
other aspects of the analysis to be performed, including its aims and
constraints. We want to assess the operating software of autonomous
cars (which is our subject), with the aim of determining ethical issues
in the operating decisions that this software makes or could make in the
future, and we are speci cally interested in ethical issues relating to road
safety (which determines our scope). We are going to do a product analy-
sis, which is an analysis of a particular type of product associated with
the technology.

Then, step 2 is about undertaking a more thorough scoping exercise by
stratifying the subject of analysis into the di erent levels at which the
analysis will take place. Since we have determined we want to a product
analysis, we forego analysis at the technology and application levels. The
product level analysis gives a systematic description of the artefacts and
processes that are being developed for practical application outside the

eld. Having studied the eld, we can usefully classify autonomous cars
software according to their levels of automation. The Society of Automo-
tive Engineers contends there are six levels of automation:’

SAE level Name

Level O No Automation

Level 1 Driver Assistance

Level 2 Partial Automation
Level 3 Conditional Automation
Level 4 High Automation

Level 5 Full Automation

SAE levels of automation in autonomous cars

7 SIENNA D6.1 pp. 74-76

74 SAE International (2014). Automated Driving — Levels of Driving Automation are De ned
in New SAE International Standard J3016. https:/#/cdn.oemo highway.com/ les/base/acbhm/
ooh/document/2016/03/automated_driving.pdf
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In step 3, we describe the subject of the ethical analysis, including its
likely future developments. At SAE levels 1 and 2, the human driver
monitors the driving environment while self-driving features are opera-
tional. Level 1 (driver assistance) means that either an aspect of steering
or acceleration/deceleration can be taken over by driver assistance
system, with the expectation that the human driver performs the remain-
ing aspects of the driving task. And level 2 (partial automation) means
that aspects of both steering or acceleration/deceleration can be taken
over by driver assistance system. At SAE levels 3, 4 and 5, the human
driver no longer has to monitor the environment. At level 3 (conditional
automation), all aspects of the driving task are taken over by the auto-
matic driving system, with the expectation that the human driver will
respond in an appropriate manner to requests to intervene. At level 4
(high automation), the automatic driving system also fully executes the
driving task, but here the vehicle can pull over safely through a guiding
system if a human driver does not respond appropriately to requests to
intervene. And at level 5 (full automation), the vehicle can drive itself
under all roadway and environmental conditions that can be managed
by a human driver. Autonomous car software at SAE levels 1 and 2 is
currently being used in consumer vehicles. Car software at SAE levels
3, 4 and 5 is under development and being tested and used in speci ¢
environments and for speci ¢ purposes.

In step 4, we describe the likely and possible impacts of the techno-
logical developments described in the previous step, along with the
stakeholder groups consisting of the populations that will be a ected by
these impacts. So, for autonomous car software, we nd that stakehold-
er groups include drivers, other road users, designers and sellers. And
in terms of potential socio-economic impacts of the operating software
we nd that there is a (future) potential for both safety improvement and
safety issues, massive job losses and unemployment among professional
drivers (taxis, truckers, etc.), and economic growth in certain sectors
(lessened need for expensive human drivers, and more e cient spend-
ing of time as drivers can focus on other tasks), amongst others.

In step 5, we identify and describe all the ethical issues relevant to the
subject, including those that pertain to the (potential) impacts uncovered
in Step 4. For autonomous car software, these can be found to include:
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o Issues of safety and Al decisions. There may be situations where the
software is unreliable and poses safety issues for vehicle occupants
and other road users. And the decisions a car is to make right before
a potentially fatal crash can present di cult dilemmas where it is hard
for the software to do the right thing.

* Issues of moral, financial, and criminal responsibility. 1t may be di cult to

gure out who, if anyone, is responsible for car crashes and breaches
of law.

* Privacy issues. There is a potential for mass surveillance through data
collection and sharing by the autonomous car software.

o Issues of wellbeing. There is a potential for massive job losses and
unemployment among drivers.

o Issues of autonomy and de-skilling. Vehicle users may lose their indepen-
dence and driving skills.

o Issues of security. The autonomous car software may expose itself to
exposure to hacking and malware, with associated consequences.

* Issues of power. Certain global conglomerates involved in Al may gain
signi cant market and data power. They may potentially successfully
lobby governments to facilitate the shift of liability onto others.

In step 6, we further analyse the ethical issues that were identi ed in
Step 5. We conduct a comprehension-oriented ethical analysis, which is
an analysis that is directed at an understanding of ethical issues as well
as possible ways of resolving moral dilemmas. For autonomous car soft-
ware, we nd that there exists a con ict between the purported bene ts,
which include potential improvements in safety, economic e ciency and
well-being, and the issues outlined in step 5. For a morally justi ed mass
introduction of vehicles with (near) full autonomy (SAE level 4 and 5),
a carefully considered trade-o is necessary. It seems that instituting
proper policy safeguards in terms of preventing data misuse, prevent-
ing abuses of power by manufacturers of autonomous Al systems, and
compensating for job losses among professional human drivers would
go a long way in justifying the mass introduction of fully autonomous
vehicles on public roads. In contrast to vehicles with full autonomy, the
mass introduction of vehicles with more limited autonomy (SAE 1 and
2), may be easier to justify.

Tensions should be noted in relation to solutions to the issue of Al deci-
sion procedures: autonomous car occupants want their car to always
prioritise their own safety at the cost of other road users’, while people
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in general prefer cars with utilitarian decision-making mechanisms, in
which least harm for any road users is preferred.

Furthermore, in resolving the issue of moral responsibility for decisions
taken by the software, it seems two of the most likely solutions are to
place responsibility with the owner(s) of the vehicle or with its designers
or manufacturers.

In step 7, we conduct solution-oriented ethical analysis. We assess argu-
ments and competing considerations regarding ethical issues examined
in preceding steps, to reach evaluations and possibly recommendations.
Here we could compare arguments and nd that, indeed, the mass intro-
duction of autonomous vehicles is permissible on the condition that policy
safeguards are put in place which prevent data misuse, prevent abuses of
power, and compensate professional human drivers. In addition, we could
argue that autonomous cars should strictly use utilitarian decision-making
mechanisms, and that moral (or at least legal) responsibility for the vehicle’s
actions lies with the designers.
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Chapter 5.

Cold morality, hot ethics
ethical theory for technology

A hundred other words blind me with your purity
Like an old painted doll in the throes of dance
| think about tomorrow, please let me sleep

— The Cure, The Figurehead, 1982
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5.1 Introduction

In the previous chapter, we have already come across ethics as poten-
tial concerns that may trigger regulatory responses. In this chapter,
will brie y discuss morality and ethics, and in particular at some main
strands of ethical thought. Understanding these families of theories
will help us understand why certain developments and their e ects are
considered problematic. Furthermore, they may help us determine how to
solve the issues.

First, we need to distinguish morality from ethics. Tsjalling Swierstra
gives us a comprehensive overview of what morality is, compared to
ethics, which is worth repeating here in full.

‘Morality’ refers to a particular sub-set of values and norms. ‘Values’
indicate what is important or desirable; ‘norms’ describe what one
should do to realise these values. In a formula: a value gives the ‘why’
of a norm, whereas a norm provides the ‘how’ of a value. Trust is a
value; that one should keep one’s promises is a correlating norm. But
not all values or norms are moral. The adjective ‘moral’ is reserved
for issues of considerable importance, dealing with mutual rights and
obligations, or with a conception of the good life. Not everyone, of
course, always agrees on whether something is indeed important.
For some, chastity is a moral value to be publicly sanctioned if not
enforced; for others it is merely a private option best left to the tastes
and preferences of the individual.

Morality, as the pragmatist philosopher John Dewey was the rst to
point out, primarily exists in the form of practical routines that seem so
self-evident that their impact on how we act, think and feel usually goes
unnoticed. And this is how it should be. Explicitness and re exivity are
not things to be valued under normal circumstances. For instance, if
you rst deliberate whether or not to kill your obnoxious colleague,
only to decide after careful re ection that you cannot do this because it
would be immoral, then there is already something deeply disconcer-
ting about you. The taboo on killing should be so self-evident that under
normal circumstances one obeys it unthinkingly. The more self-evident
a norm, the less visible it is; the less visible, the more e ective.
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Ethics, by contrast, refers to the conscious re ection and discussion
on morality.

One doesn’t do ethics just for fun. That e ort needs an occasion. That
occasion is provided when established norms and values, or our inter-
pretation or application of them, become problematic. This happens,
for example, in situations when values or norms are not (or no longer)
obeyed or shared by everyone. This is why the ratio between ethics
and morality changes when communities with di erent value systems
meet, clash or coexist side by side. But values and norms can also
con ict within a community, or within one person. What to do if your
friend just con ded in you that he is unfaithful to his wife, and his wife
guestions you about his whereabouts? In such a case, normally uncon-
troversial values like con dentiality and truthfulness come into con ict
and have to be weighed against each other by careful ethical re ection.
In such dilemmatic situations morality loses its self-evidence and its
invisibility, and turns into a topic for re ection and deliberation. ‘Cold’
morality turns into ‘hot’ ethics: rei ed norms and values become uid
again, as a result of which they can be — if necessary — adapted,
reinterpreted, re-formulated, and so on. Moral self-evidences thrive
best in a stable environment where they nd continuous con rmation.
But modern societies are de ned by their dynamism, which is fuelled
by scienti ¢ and technological developments.

5.2 Ethical theories

Ethical reasoning is guided by a limited set of ‘grammars’ or ‘logics’. Indivi-
duals have a sense of right and wrong that helps them distinguish ethical
issues and that guides them in resolving such issues. As an example
of an ethical issue, consider the ‘saviour sibling’. A saviour sibling is
a child that is conceived primarily to provide a spare organ for a sick
sibling later in life. The chances of tissue rejection are lower with genet-
ically close persons than for unrelated individuals, and hence a brother
or sister might make a suitable organ donor. Is it morally acceptable to
conceive a child with this purpose in mind, or even for this purpose?’

Tsjalling Swierstra, ‘Nanotechnology and Technomoral Change’ (2013) XV Etica e
Politica 200, 206.

Taking it a step further, is it ethical to ‘farm’ people as organ donors? The question is
at the heart of Kazuo Ishiguro, Never Let Me Go (Faber and Faber 2005).
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Answering this question depends on the moral perspective that we apply to
the case. There are many (families of) ethical theories that can be grouped
in di erent ways. One way of grouping them is: goal-oriented (utilitarian-
ism), duty-based (deontology), rights-based (liberalism). A fourth category
focuses on the virtues of the individual (what would X do?). The rst three
are of particular interest in the context of technology regulation.?

5.2.1 Utilitarianism

Utilitarianism is a consequentialist ethical theory that aims to promote
the greatest amount of happiness or well-being for the greatest number
of people. It is based on the principle of utility, which holds that actions
should be evaluated based on their overall consequences and the
amount of happiness they generate.

Utilitarianism can be traced back to the works of Jeremy Bentham and
John Stuart Mill, who developed and popularised the theory in the eigh-
teenth and nineteenth centuries. Bentham de ned utility as the ability
of an action to produce pleasure or prevent pain, and he believed that
moral decisions should be guided by the pursuit of the greatest happi-
ness for the greatest number of people. An action is morally right if it
produces more overall happiness than any alternative action. Converse-
ly, an action is morally wrong if it leads to more overall unhappiness or
diminishes well-being.

Utilitarianism is a consequentialist theory because it focuses on the
consequences of actions rather than the inherent nature of the actions
themselves. This means that the moral value of an action is determined
solely by its outcomes. It does not rely on xed moral rules or principles
but rather assesses each situation on its own merits.

At its base, utilitarianism treats every individual’s happiness as equal-
ly important, without favouring one person’s happiness over another’s.
It promotes a universal perspective, considering the well-being of all
individuals a ected by an action, regardless of personal biases or pref-
erences. It requires a calculus of costs and bene ts. In many cases this
is problematic or di cult, because the exact consequences of actions
and developments are di cult to foresee, but also because it requires an
instrumental way of thinking about human beings (the rights or dignity

é Roger Brownsword and Morag Goodwin, Law and the Technologies of the Twenty-First

Century: Text and Materials (Cambridge University Press 2012) 185.
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of some can be traded against the greater good of many). Another issue
is the challenge of measuring and comparing happiness or well-being
across di erent individuals or cultures — and, even if we could, what
common currency (money?) would we express it in, and how would we
convert ‘happiness’ into it?

There are di erent avours of consequentialism, such as act-consequen-
tialism and rule-consequentialism. Act-consequentialism is driven by
the act-consequentialist criterion of wrongness: an act is wrong if and
only if it results in less good than would have resulted from some avail-
able alternative act. It only considers welfare to determine whether acts
are right or wrong, and neglects other values, such as justice, fairness
and equality.

The trouble with maximising welfare is what it turns out to license. If
only consequences count, then in the right circumstances an innocent
may be killed, beaten, lied to or robbed — not as a regrettable lapse,
but as the right thing to do, provided the sums come out ahead. No act
is 0 the table in principle; harm to some is merely a cost to be booked
against bene t to others.

The stock illustration is a case philosophers call Transplant. A surgeon
has ve patients dying of organ failure and, in the next bed, one healthy
patient whose organs would save all ve. Assuming nothing else follows
— no scandal, no chilling e ect on anyone's willingness to turn up at
hospital — consequentialism does not merely permit the surgeon to
carve up the healthy one; it requires it. Five lives beat one, and that is the
end of the calculation. Its companion case, Fat Man, makes the same
point on a railway: a runaway trolley is bearing down on ve trapped
workers, and the only way to halt it is to shove a large bystander into
its path. One death, ve saved, the arithmetic nods — and most of us
recoil. That recoil is the objection: a theory that counts only totals will,
sooner or later, ask us to treat a person as a mere instrument for the
good of the many.*

Rule-utilitarianism (or rule-consequentialism) shifts the focus from the
single act to the rule behind it. Rather than asking whether this particular

4 Larry Alexander and Michael Moore, ‘Deontological Ethics’ (Stanford Encyclopedia

of Philosophy) https://plato.stanford.edu/entries/ethics-deontological/ accessed 18
July 2026.
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deed maximises happiness, it asks which rules, generally followed, tend
to. The wager is that steady adherence to good rules beats case-by-case
improvisation — because an act that looks welfare-maximising in the
moment can turn corrosive once everyone helps themselves to the same
licence. Take a rule against lying: honesty underwrites trust and cooper-
ation, so it earns its keep even though the odd b would, in isolation,
do more good than harm. Rule-utilitarianism thus makes peace with the
limits of our foresight — none of us can run the full calculation on every
act — and stakes out a middle ground between the rigidity of deontology
and the moment-to-moment exibility of act-utilitarianism. It does not,
though, treat any rule as sacred: one that consistently fails to maximise
well-being is a rule ripe for revision.

If this sounds abstract, look at how technology actually gets regulated and
you will nd utilitarianism hiding in plain sight. Every regulatory impact
assessment — the cost-bene t sheet a regulator lls in before a rule is
passed — is Bentham’s calculus in a spreadsheet: tot up the expected
bene ts, tot up the expected harms, and regulate to the point where the
balance is most favourable for the greatest number. The whole appara-
tus of ‘acceptable risk’ works this way. We do not ban cars because they
kill people; we decide that the mobility of the many is worth a grim but
tolerable number of deaths, and then regulate the risk downwards with
seatbelts, crash tests and speed limits. The EU’s Al Act inherits the same
logic in its risk-based tiering — the higher the expected harm of a system,
the heavier the obligations, while low-risk uses are waved through so the
bene ts can ow.’” The uncomfortable part, the part Bentham’s critics
never let him forget, is that a calculus which sums welfare across people
can in principle buy the comfort of the many with the misery of a few.
Transplant and Fat Man are not just seminar puzzles; they are the shape
of every regulatory decision that trades a known harm to some against
a di use bene t to many. (Rule-)utilitarianism remains the dominant
approach to technology regulation in the Western world, whereby regu-
lators attempt to permit and even encourage the bene ts o ered to
human well-being by technology for the greatest number, whilst keeping
the risk of harm to a minimum.®

Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June
2024 laying down harmonised rules on arti cial intelligence (Arti cial Intelligence
Act) [2024] OJ L 2024/1689. Its obligations scale with the risk tier of the system.
Brownsword and Goodwin (n 3) 186.
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5.2.2 Deontology

Where consequentialism looks downstream, to what an act brings
about, deontology looks at the act itself. Some things are simply wrong,
whatever good might ow from them — breaking a promise is wrong
not because of the harm it causes but because breaking a promise is
wrong. This is duty-based ethics: what matters is the kind of act you are
performing, and the moral rules and obligations it answers to, not the
balance of outcomes.

The word itself comes from the Greek deon, ‘duty’, and logos, ‘study’ —
the study of duty. Its towering gure is the eighteenth-century German
philosopher Immanuel Kant. Kant grounded morality in reason, and
reason, he held, tells us that every person carries an inherent dignity and
worth. From this follows his most quoted stricture: we may never treat
another human being merely as a means to our ends, but must always
treat them also as an end in themselves. On its face, that makes the
saviour sibling — a child conceived to be someone else's cure — look
like a straightforward Kantian wrong.

But problematic is not the same as condemned, and this is where one
deontologist can push back against another. John Harris has pressed
the point that Kant's formula forbids treating a person merely as a
means, not treating them as a means at all.” We have children for all
sorts of instrumental reasons — to save a marriage, to work the land,
to have someone to care for us in old age — and we do not think this
monstrous, provided the child is also loved and valued for its own sake.
A saviour sibling can be exactly that: conceived, yes, with a tissue match
in mind, but no less cherished as an end once born. On Harris's read-
ing the Kantian objection does not do the work its users want it to do; it
rules out cold instrumentalisation, not mixed motives. British regulators
reached much the same conclusion when they licensed tissue-typing to
create a saviour sibling for the Hashmi family — a decision the House of
Lords upheld in 2005.% The lesson is not that Kant was wrong, but that

The reading of Kant’s Formula of Humanity (‘so act that you treat humanity ... never
merely as a means but always at the same time as an end’) is standard; John Harris
deploys it against the bioconservative objection to saviour siblings. See John Harris,
Enhancing Evolution: The Ethical Case for Making Better People (Princeton University
Press 2007).

R (Quintavalle) v Human Fertilisation and Embryology Authority [2005] UKHL 28, [2005]
2 AC 561 (the Hashmi tissue-typing litigation).
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‘treating as a means' is slipperier than the slogan suggests, and that two
careful deontologists can read the very same duty in opposite directions.

Deontology is a big tent. Its duties can rest on religious ground —
humans made in the image of God, and so sacred — or on secular
humanist ground, which locates that same sacredness in our capacity to
reason. The golden rule, do unto others as you would have them do unto
you, is one homely expression of the idea, and it needs no scripture to
make sense of it.

What deontology does not always make clear is where these duties come
from, or what to do when they collide. Human dignity does a great deal
of the work, and alongside it sit what Ross called prima facie duties —

delity, reparation, gratitude, non-injury, harm-prevention, bene cence,
self-improvement and justice — each binding unless a weightier duty
overrides it.°

The obvious complaint is rigidity: a duty-based ethic can seem deaf to
the particulars of a hard case. Worse, the duties themselves can pull
against one another. Non-injury and harm-prevention are the classic pair
— and the Trolley problem is where they come to blows. A runaway trol-
ley will kill ve workers unless it is diverted onto a track where it will kill
one. Some agent-centred deontologists allow the diversion: redirecting
an existing threat so that it strikes one rather than ve is not the same as
launching a new threat at the one — though on this same view you may
not set the trolley rolling towards the one in the rst place, even to save
the ve. Priority rules — non-injury usually trumps the rest — take some
of the strain, but the Trolley case is the standing reminder that no duty
holds without exception, and no priority rule does either.

For all that, deontology earns its place. It insists on the inherent worth
of the individual and refuses to let people be averaged away — and that
insistence has real purchase in technology regulation, most visibly in
biomedicine and biotechnology, in the debates over pre-implantation
genetic diagnosis (PGD), saviour siblings and human cloning.

You can see the deontologist's ngerprints wherever the law draws a
red line that no amount of bene t is allowed to cross. Human cloning

% wp Ross, The Right and the Good ( rst published 1930, Clarendon Press 2002).
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is prohibited under the Council of Europe's Oviedo Convention’® not
because someone weighed the costs and bene ts and found the sums
unfavourable, but because reproducing a human being to speci ca-
tion treats a person as an artefact — as a means — and that is held to
be wrong, full stop. The same re ex runs through the newest techno-
logy law. The EU Al Act does not merely tax high-risk Al; it atly bans
a handful of practices — social scoring by public authorities, systems
that manipulate people by exploiting their vulnerabilities, untargeted
scraping of facial images — as ‘unacceptable', and it does so without
pausing to ask whether, on some future spreadsheet, the bene ts might
outweigh the harms. That word, unacceptable, is deontology talking. It
marks the point where a legislator stops counting and starts forbidding.

5.2.3 Liberalism

Consequentialism and deontology are near-opposites: one xes on
e ects, the other on the acts themselves. Liberalismisadi erent animal
altogether — a political ideology rather than a philosophical school*
— which is worth holding onto, because it means we are not quite
comparing like with like when we set the three side by side. What liber-
alism shares with the others is a starting point: the individual. It puts
the person at the centre and casts the state and society as the sca ol-
ding within which they can make meaningful choices about the life they
want to lead. In its modern form that sca olding is built largely from
human rights, enshrined in treaties and constitutions — which is why
this outlook is often called the ‘human rights perspective’, one in which
the rights a society recognises and protects take priority over compe-
ting considerations.

So conceived, the human rights perspective marries ethics to law — or
better, it lives at the crossroads of morality, law and politics. The rights
that carry the most moral weight tend also to be the ones written into

10 additional Protocol to the Convention for the Protection of Human Rights and Dignity

of the Human Being with regard to the Application of Biology and Medicine, on the
Prohibition of Cloning Human Beings (adopted 12 January 1998, entered into force
1 March 2001) ETS No 168; the parent instrument is the Convention on Human
Rights and Biomedicine (Oviedo Convention) ETS No 164.

Al Act (n 5) art 5 (prohibited Al practices).

Brownsword and Goodwin (n 3) 186.

11.
12.
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binding instruments such as the Charter of Fundamental Rights of the
EU® and the European Convention on Human Rights'.

Bioethics is where this has bitten hardest, and where the question is
sharpest: can the machinery of human rights actually resolve controver-
sies — cloning, enhancement, gene editing — that spill across borders?*®

There are at least two problems with leaning on human rights here. The

rst is foundational: what are the rights based on? Classically, on our
biological humanity — convenient for drawing a line between humans
and everyone (and everything) else, but awkward the moment techno-
logy starts blurring that line. Consider genetic engineering. George
Annas writes:

The new species, or ‘posthuman’, will likely view the old ‘normal’ humans
as inferior, even savages, and fit for slavery or slaughter. The normals, on
the other hand, may see the posthumans as a threat and, if they can,
may engage in a preemptive strike by killing the posthumans before they

themselves are killed or enslaved by them.'®

Annas's fear is that genetic alteration will drive so deep a wedge that
we will stop recognising the altered — the ‘posthuman’ — as fellow
humans at all. And once they fall outside the category of the human, the
protections that attach to being human fall away with them: the taboos
on enslaving and slaughtering simply do not apply. Alter human nature,
the argument runs, and you pull away the very foundation on which
human rights stand.

Others are unmoved. If ‘biological humanity' is too blurred a notion to
bear the weight — John Harris's objection — or if biology carries no
moral charge in itself — Elisabeth Fenton's — then Annas's catastrophe
never arrives. On this view posthumans can perfectly well hold human
rights, provided they possess the ‘morally relevant capacities’ that

Charter of Fundamental Rights of the European Union [2012] OJ C326/391.
Convention for the Protection of Human Rights and Fundamental Freedoms (European
Convention on Human Rights, as amended) (adopted 4 November 1950, entered into
force 3 September 1953) ETS No 5.

Alasdair Cochrane, ‘Evaluating “Bioethical Approaches” to Human Rights’ (2012) 15
Ethical Theory and Moral Practice 309.
Quote from Cochrane (n 15).
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ground those rights in the rst place — a stance that matters more with
every advance in Al.

Harris goes further than mere reassurance. In Enhancing Evolution he
argues not only that enhancement is permissible but that, where it reli-
ably makes lives go better, we may have a positive moral reason — even
a duty — to pursue it.!” If what grounds moral status is the possession
of morally relevant capacities rather than membership of a biological
species, then a posthuman who has those capacities in abundance is not
a threat to human rights but a new bearer of them. Annas's nightmare,
on this reading, is a failure of moral imagination rather than something
written into the technology. It is worth noticing that the same debate is
now being rehearsed, with the species-labels swapped, about arti cial
minds — which is why it repays attention here rather than being left to
the bioethicists.

The second problem is indeterminacy. Article 12 of the International
Covenant on Economic, Social and Cultural Rights (ICESCR) promises
everyone ‘the highest attainable standard of physical and mental health’
— a splendid phrase that, on inspection, tells a state remarkably little
about what it must actually do. Since resources are nite, ‘highest
attainable’ cannot mean every good that might conceivably improve
someone's health. The Covenant concedes as much, asking states only
to ‘progressively realise' the right ‘to the maximum of their available
resources'. Sensible enough — but it leaves the content of the right
maddeningly open.*®

Neither problem is fatal. Even indeterminate and contested, human
rights hand us a catalogue of morally salient claims — a checklist of
what socio-technical change might threaten — and, beyond that, a
footing from which to judge particular practices, and sometimes to regu-
late them.

This is not merely philosophers' weather. The rights-based grammar is
the one European technology regulation actually speaks. When the Court
of Appeal in Bridges v South Wales Police found the police's use of live

7 Harris (n7)espchl.

Cochrane (n 15) 311.

197



198

facial recognition unlawful’®, it did not run a cost-bene t sum on crimi-
nals caught versus faces scanned; it asked whether the interference
with the right to private life under Article 8 of the ECHR was proper-
ly grounded in law, and found it wanting. The GDPR is built from the
same materials — consent, purpose limitation, the right to object —
each of them a way of keeping the individual, rather than the data-hungry
system, at the centre. Where the utilitarian regulator asks ‘does this
produce more good than harm?', the rights-based regulator asks a prior
question: ‘whatever the balance of good and harm, does this respect
what the person is owed?' That the two questions can pull in opposite
directions is precisely why both sit in the regulator’s toolbox.

Some of the values relevant in the bioethics space refer to personhood
and are respect-oriented values. The CoE Convention on Human Rights
and Biomedicine identi es dignity, identity and integrity (Article 1),
consent (Article 5), and private life and the right to information (Article 10).
The UNESCO Declaration on Bioethics and Human Rights identi es
dignity (Article 3), autonomy (Article 5), consent (Article 6), human
vulnerability and personal integrity (Article 8), and privacy and con -
dentiality (Article 9). The UN Convention on the Rights of Persons with
Disabilities identi es dignity (Articles 1 and 3), individual autonomy
including the freedom to make one’s own choices and the independence
of persons (Article 3), integrity of the person (Article 17), and respect for
privacy (Article 22). This leaves us with a ve-member family making up
the concerns involved in Respect for Persons: autonomy, dignity, integrity,
privacy and vulnerability.?°

Dignity, the value doing the most work in that family, turns out to be the
most double-edged, and it is worth pausing on a distinction that will earn
its keep later in this chapter. Deryck Beyleveld and Roger Brownsword
have separated two rival readings of it: dignity as empowerment and dignity
as constraint.”> On the rst, dignity is what grounds your autonomy — it
is because you have dignity that your free, informed choices command
respect — and a regime built on it will be liberal and permissive. On the
second, dignity is a property of humanity that individuals are not free

9 g (Bridges) v Chief Constable of South Wales Police [2020] EWCA Civ 1058, [2020] 1

WLR 5037.

Johan Brannmark, ‘Respect for Persons in Bioethics: Towards a Human Rights-Based
Account’ (2017) 18 Human Rights Review 171.

Deryck Beyleveld and Roger Brownsword, Human Dignity in Bioethics and Biolaw
(Oxford University Press 2001).

20.

21.
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to bargain away; it constrains what you may consent to, and a regime
built on it will cheerfully override your choice for the sake of what human
dignity is taken to require. The same noble word underwrites opposite
regulatory instincts, and which one a legal order reaches for very often
decides the case — as we are about to see.

5.2.4 Virtue ethics

The fourth major branch shifts the question entirely. Where the others
ask ‘what should I do?, virtue ethics asks ‘what sort of person should |
be?" It cares less about the consequences of an act, or its conformity to
a rule, than about the character behind it — the qualities a person culti-
vates over a lifetime in order to live well. Its vocabulary is one of virtues:
honesty, compassion, courage, justice, practical wisdom.

Good conduct, on this account, is simply what a person of good character
reliably does; the virtuous disposition does the guiding, situation by
situation. As a rough-and-ready test, people sometimes ask themselves
what their hero would do — pick your X (Jesus, Angela Merkel, Jon Snow,
Juliette, Elon Musk — mileage will vary) and act accordingly. The wager
is a long one: build the character, and the good decisions follow, across a
whole ourishing life rather than in any single hard case.

It is tempting to le virtue ethics under ‘nice for the individual, useless
for the regulator’ and move on, and Table 5.1 more or less does. But that
is too quick. Shannon Vallor has argued, in Technology and the Virtues,
that cultivating ‘technomoral® virtues — the honesty, courage and prac-
tical wisdom of the people who design and deploy technology — may
matter more than any rulebook, precisely because the rules always lag
behind the artefacts.?” You can hear the same intuition in every profes-
sional code of conduct for engineers, in the ‘responsible research and
innovation' that funders now demand, and in value-sensitive design,
which tries to build the designer's virtues into the design process itself.
So virtue ethics does reach technology regulation — but it reaches it
sideways, by shaping the character and culture of the people inside the
system rather than by dictating which acts to permit or forbid. For a
regulator who has to write down enforceable rules, that is a real limita-
tion. For anyone who has noticed that rules are only ever as good as the
people applying them, it is also a quiet warning.

22 Shannon Vallor, Technology and the Virtues: A Philosophical Guide to a Future Worth

Wanting (Oxford University Press 2016).
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Now that we have an overview of four ethics theories, let us put them
in a table that allows us to compare them quickly for use in a regulatory
governance setting.

5.3 Exercising ethics

At some point | came across a baby jumper stating on the front: ‘Baby
— not midget. Do not throw.” Our mileage (and moral compass) might
vary, but | was confused by this message. Why would anyone want to
throw small people? But, more importantly, why is throwing small
people (‘midgets’, ‘dwarfs’, to mention a few of the o ensive terms
used for people of exceptionally small stature) acceptable, and throwing
babies not?

It turns out that dwarf-tossing (midget-tossing) is an actually existing
thing. Wikipedia describes it as follows:

Dwarf-tossing, also called midget-tossing, is a pub/bar attraction or
activity in which people with dwar sm, wearing special padded cloth-
ing or Velcro costumes, are thrown onto mattresses or at Velcro-coated
walls. Participants compete to throw the person with dwar sm the
farthest. Dwarf-tossing was started in Australia as a form of pub enter-
tainment in the early 1980s. A related, formerly practised activity was
dwarf-bowling, in which a person with dwar sm was placed on a skate-
board and used as a bowling ball. Since its inception in the 1980s,
the activity, due to its problematic name and nature, has been highly
controversial and remains so in the early 21st century.?

If the practice strikes you as morally disturbing — or just plain wrong —
that is because, to my mind, it is. Can the theories outlined above shed
any light on whether this is indeed the case? Yes, they can.

From the perspective of consequentialism the answer is fairly straight-
forward. Dwarf-tossing is a pub/bar event, which means there are
(potentially) many people present who have turned the event into a
game (no doubt with prizes). Apparently the whole event is to humour
those present and liven up the evening with cheering, screaming and so

2 ‘Dwarf-tossing’ (Wikipedia) https:/en.wikipedia.org/wiki/Dwarf-tossing accessed 17

July 2026.

201



202

on. It is a simple calculus. The one (I am assuming) dwarf who is poten-
tially harmed or injured by the event has to be weighed against the rest
of the pub. It is easy to see that the general well-being — a jolly night out
— outweighs the (mild) su ering of the dwarf by far (certainly if they are
nancially compensated for the bumps and bruises). In this perspective
the dwarf’s opinion about the act of dwarf-tossing is not relevant. They
could even be picked o the street to serve as a throwing object, and the
calculus would still favour the crowd. This might be di erent under a
rule-consequentialist view, because the autonomy of the dwarf might be
something to count as furthering the longer-term well-being of all.

The deontologists would vehemently disagree with the cheery crowd
in the pub. Non-injury, harm-prevention, bene cence and particularly
dignity would make qualifying the act of dwarf-tossing as immoral a
no-brainer. The golden rule would probably also stand in its way (would
you want to be tossed? No? There you have it — neither should the dwarf
be thrown). Again, what the dwarf makes of the situation is not relevant:
the act of dwarf-throwing is immoral, no need to consider consequences
or the dwarf in play. A moral con ict might arise if dwarf-tossing were
the only feasible way for the dwarf to earn a living on the occasion —
because then their dignity would (also) be harmed by having to beg for
food and drink.

From a liberal or human-rights perspective, all depends on the dwarf.
They have rights (autonomy, bodily integrity, dignity) and should be
able to choose how to live their lives. If the dwarf sees a viable business
model as a human projectile’, that is their choice (provided the choice
is informed and indeed free). They can weigh the pros and cons of being
thrown around. Their choice needs to be respected.

The virtue ethicist might pose the question whether throwing dwarfs
cultivates one’s virtuous character traits (I don’t quite see what it culti-
vates, apart from muscle tissue) or whether being thrown does (it might
cultivate courage). When thrower and dwarf agree that they both develop
virtuous character traits, nothing stands in the way of the event, it seems.

24 Interestingly, it is not only dwarfs who vy through the air — stuntmen do too. At

the famous Zwarte Cross festival two stuntmen were injured while being catapulted
through the air in July 2026. https://nltimes.nl/2026/07/18/second-stuntman-hurt-cat-
apulted-zwarte-cross-festival accessed 18 July 2026.
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Dwarf-throwing is not only a moral issue. The law has had something
to say as well. Apparently, a moral judgement has been passed on by
society to law. One example is Ontario bill ON 97, the Dwarf Tossing Act
of 2003:

An Act to ban dwarf tossing. Her Majesty, by and with the advice
and consent of the Legislative Assembly of the Province of Ontario,
enacts as follows: (1) No person shall organize a dwarf tossing event
or engage in dwarf tossing. (2) A person who contravenes subsection
(1) is guilty of an 0o ence and on conviction is liable to a ne of not
more than $5,000 or to imprisonment for a term of not more than
six months, or to both. The short title of this Act is the Dwarf Tossing
Ban Act, 2003.

Elsewhere, there have been court cases involving bans on dwarf-tossing.
For instance, the mayor of the small French town of Morsang-sur-Orge
prohibited dwarf-tossing. The case went through the appeal chain of
administrative courts to the Conseil d’Etat, which found that an admini-
strative authority could legally prohibit dwarf-tossing on the grounds
that the activity did not respect human dignity and was thus contrary to
public order.?®

Here Beyleveld and Brownsword’s distinction earns its keep. The liberal
who says ‘if the man freely chooses to be thrown, respect his choice’
is appealing to dignity as empowerment — dignity as the ground of
autonomy. The Conseil d’Etat did the opposite: it invoked dignity as
constraint, ruling that the man’s own consent could not licence an activity
that o ended the dignity of the human person as such, and that public
order therefore permitted the ban. The much-noted gap between the
liberal verdict and the legal one is thus not a quarrel between ethics and
law at all. It is a quarrel within a single value, between two conceptions of
dignity — and French administrative law simply chose the one the liberal
did not. That is the more unsettling lesson: reaching for ‘dignity’ does
not settle an argument, it merely relocates it.

2 conseil d’Etat, Assemblée, 27 octobre 1995, Commune de Morsang-sur-Orge, no

136727, publié au recueil Lebon.
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Theory

Verdict

Reasoning (as given in §5.3)

Utilitarianism

Deontology

Liberalism /
human rights

Virtue ethics

Actual law

Permissible

Impermissible

Conditional — depends
on the dwarf

Conditional — depends
on what it cultivates

Banned

Simple calculus: the crowd’s collective
enjoyment (plus compensation for bumps
and bruises) outweighs one participant’s
mild harm; the dwarf’s own opinion doesn’t
enter the calculation. A rule-utilitarian
variant might weigh in the longer-term
value of autonomy and tip the other way.

Non-injury, harm-prevention, bene cence
and dignity make it ‘a no-brainer’; the
golden rule points the same way. Consent
is irrelevant — the act is wrong regardless.
(The chapter ags a wrinkle: if tossing were
someone’s only viable income, refusing it
might also harm their dignity.)

Autonomy, bodily integrity and dignity
are theirs to exercise. If they make a free,
informed choice to work as a ‘human
projectile’, that choice must be respected.

Turns on whether the practice builds
virtuous character in thrower and dwarf
alike (the chapter is openly sceptical for the
thrower: ‘I don’t quite see what it cultivates
apart from muscle tissue’; more open to it
building courage in the dwarf).

Positive law didn’t wait for the theories to
agree: Ontario’s Dwarf Tossing Act 2003
and the French Conseil d’Etat (Morsang-
sur-Orge, 1995) both prohibit it on human-
dignity / public-order grounds — invoking
dignity as a constraint on what one may
consent to (Beyleveld & Brownsword), i.e.
the law sided with the deontological reading
over the liberal-autonomy one.

Table 5.2 ‘Dwarf-tossing’ in view of the ethics theories discussed and the law

5.4 Conclusion

| began by prising morality apart from ethics — the self-evident routines
we obey without thinking, versus the conscious argument that starts the
moment those routines stop being self-evident. Technology is one of the
great solvents of self-evidence. Every capable new artefact — the saviour
sibling conceived from a tissue match, the algorithm that scores a citizen,
the camera that recognises a face in a crowd — presents us with a choice
our grandparents never had to make, and in doing so turns cold morality
back into hot ethics.
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To argue about those choices in any disciplined way, you need a grammar,
and this chapter has set out four of them. Utilitarianism counts conse-
quences and regulates to maximise welfare for the greatest number; it is
the native tongue of the regulatory impact assessment and the risk-based
rulebook. Deontology counts duties, not heads, and draws red lines that
no bene tis permitted to cross — the bans on cloning and on ‘unaccep-
table’ Al. Liberalism, or the human-rights perspective, puts the individual
and their entitlements rst, and is the grammar that European technology
law actually speaks, from Article 8 to the GDPR. Virtue ethics asks not
which act is right but which character we should cultivate; it reaches regu-
lation only sideways, through the people inside the system, but it reminds
us that rules are only ever as good as those who apply them.

None of the four is a machine you can feed a case into and receive a
verdict from. That was the point of dwarf-tossing. The same grubby little
practice comes out permissible, forbidden, or ‘entirely up to the dwarf’
depending on which grammar you reach for — and the law, when it nally
spoke, did not wait for the theories to agree. Ontario and the French
Conseil d’Etat both banned it on grounds of human dignity — reaching
for dignity as constraint rather than dignity as empowerment, and siding
with the deontologist over the liberal who would have let a consenting
adult sell themselves as a projectile. That gap between what a theory
permits and what the law decides is not a aw in the theories; it is the
space in which regulation actually happens.

Which is the argument this chapter and the last have been building
together. Regulating an emerging technology well is not a matter of pick-
ing the one correct ethical theory and applying it with a straight face. It
means framing the problem so that competing perspectives are visible,
anticipating the soft impacts as well as the hard ones, knowing which
grammar a given rule is written in — and being honest about the cases
where the grammars, and the law, refuse to line up. The theories do not
hand us the answers. They hand us the questions worth arguing about,
which is a great deal more useful.
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Chapter 6.

Mind the gap

existing law, and where it runs out

In the caves, all cats are grey
In the caves, the textures coat my skin

The Cure — all cats are grey, 1981



210

6.1 Introduction
Just another day browsing the news.

Neurotechnology is advancing so fast that it threatens human rights
and requires global regulation, according to the UN’s scienti ¢ and
cultural organisation.

Neurotechnology, including implants to diagnose and treat brain-
related disorders, is beginning to improve the lives of people living
with disabilities, but the increased investment in Al-based programs
that can read people’s minds and store neural data has raised
concerns about its use.

Regulation is needed because “almost without exception neurotech
companies in the US and Canada take complete ownership of the
client’s neural data in their consumer user agreements”, he (Rafael
Yuste, Columbia University NY) added. “We need to protect mental
property — otherwise companies will start to bank brain data. They may
not decode it today, but Al will enable them to decode it tomorrow.™

We have seen such calls for regulation before in this book. Technology
development, especially when technologies such as neurotechnology
and Al are combined, may raise new issues. Here, the issue is the appro-
priation of brain data by (commercial) private enterprises. History
shows us that data will eventually be monetised. Dr Yuste’s prediction
will therefore likely materialise. This seems bad, so let’s regulate — or so
the knee-jerk reaction goes.

With the apparatus we have covered so far in this book, we can easily see
potential issues. Being able to determine an individual’s mental state is
almost certainly a privacy infringement for starters. It could a ect one’s
dignity (what petty thoughts this individual has), a ect their autonomy

L Clive Cookson, ‘Al-Driven Neurotechnology “on Steroids” Needs Regulation, Says

Unesco’ (Financial Times 13 July 2023) https:/www.ft.com/content/48afd321-5323-
449c-aacf-7562f38b2799 accessed 20 July 2026.
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(for instance through manipulation), and so on. Using the technology
assessment methods provided in chapter 4, we can sketch dystopian
scenarios that warrant serious intervention. But do we need new regu-
lation to prevent these disasters from happening? The answer depends
on the problem framing, but also on what regulation is already in place,
the substance of which may yet be unknown to us. It could be that the
problem of appropriating mental data raised by Dr Yuste will not mate-
rialise, because it is illegal already (and assuming that people generally
obey the law). He is a Professor of Biological Sciences and Neuroscience
and clearly knows a great deal about neuroscience — but what does he
know about law?

That something is new does not mean that no law applies, after all the
law has been coping with very diverse innovations already, and has
adopted abstraction as a way of dealing with them. For instance, we may
think Al is new and raises new issues, but as various US agencies have
pointed out:

A new joint pledge by U.S. federal agencies to enforce existing laws
(emphasis mine) upon cutting-edge Al tools is winning praise from
tech law experts, who say it’s an e ective rebuttal to industry arguments
for self-regulation.

The statement?® released earlier this week by the Federal Trade
Commission, Department of Justice, Consumer Financial Protection
Bureau, and Equal Employment Opportunity Commission empha-
sizes that the agencies aren’t going to give arti cial intelligence
companies special treatment just because their products are new.

“Al tools can turbocharge fraud and automate discrimination, and
we won’t hesitate to use the full scope of our legal authorities to
protect Americans from these threats,” said FTC Chair Lina Khan in
an accompanying release. “Claims of innovation must not be cover
for lawbreaking. There is no Al exemption to the laws on the books.”?

https:/www.ftc.gov/system/ les/ftc_gov/pdf/EEOC-CRT-FTC-CFPB-Al-Joint-State-
ment%28 nal%29.pdf accessed 20 July 2026.
https://www.fastcompany.com/90889000/can-existing-laws-regulate-ai-the-federal-
government-and-experts-say-yes accessed 20 July 2026.
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Determining whether there is applicable law is the topic of this chapter.
We look at legal gaps which can be said to cover the intuition that there
ought to be law that says something about X and if it does whether that
answer is satisfactory.

We rst look at the law as a mechanism to order society in section two.
This reveals that law has to be, and indeed is, very exible, because it has
to cope with novelty. Law thus covers more than meets the untrained
eye and hence urges us to dig deeper to determine what the law may say
about X. Section three provides a methodology to perform legal analysis
systematically with respect to emerging technologies: the SIENNA legal
analysis model. This methodology helps us detect the occasional legal
gap. It may also show that applying existing law to a new situation not
always leads to desirable e ects. What to do then? In brief, the answer is
to try to steer sociotechnical change in a desirable direction through regu-
latory intervention which will be addressed extensively in later chapters.
In section 4, | explain how scholars have tried to characterise the di erent
types of disconnect between law and technology and how to cope
with disconnect.

6.2 The law covers more than we (may) think

Law has many functions. Dana Burchardt de nes the functions of law by
its e ects — the e ects that the actors who make, apply and assess the
law intend it to have.* Which functions law ought to serve is a normative
guestion, and the answer moves with the observer’s political and cultural
vantage point. Still, some recur across domains and observers. Burchardt
sorts them into content-related, system-related and power-related func-
tions; only the rst group need detain us, and it repays a look, because it
shows how exible and open-textured law has to be.

The most basic content-related function is that law shapes social reality.
As a body of norms it carries a claim about how the world ought to look,
and so lets a society shape its own future—singling out some courses
of action and making others harder to take, encouraging desirable
conduct, discouraging the rest, and settling disputes when a norm is
broken. Closely bound up with this, law constructs and secures values. It

4 Dana Burchardt, ‘The Functions of Law and Their Challenges: The Di erentiated Func-

tionality of International Law’ (2019) 20 German Law Journal 409.
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does not merely take the community’s existing values and add a coat of
practicality; by placing a value in a legal frame—de ning it, bounding it,
relating it to others—Ilaw helps shape the value’s content, and then lends
it continuity. For some this shades into a moral aim: law as a yardstick
for criticising conduct, even for correcting the moral defects of other forms
of social ordering—though an orientation to community interests is not
the same as a guarantee that every rule serves a good end.

Both of these are really facets of a broader function: law as a stabiliser
of expectations. Norms set down expectations in binding form and give
them a solid, legitimate footing—human rights are the obvious case,
casting political and social guarantees as rights. Law can even create
new expectations rather than just record existing ones, which is also its
exposure: an expectation raised in legal form is all the more visible when
it is disappointed, most of all when it was the law itself that raised it.’

Two things stand out here. Law has a strong shaping function, but that
shaping rests on deeply felt values within a community. The shaping runs
both ways: pre-legal values shape the law, and the law in turn shapes
new or changed values in society. Law and morality are related, then,
but not identical — and if the link between the two breaks, law (and the
rest of us) has a problem. In general law follows social change, but it
tries to do so with an eye on further change, so that it is not rendered
obsolete by the slightest socio(technical) shift. This means law usually
abstracts away from speci cs in order to cope with new phenomena. The
criminal code speaks of ‘manslaughter’; it does not list all the ways in
which people can Kill each other. Any such list would be incomplete the
moment it was enacted.

Legal norms and rules, therefore, contain abstract terms on purpose. If
we want to establish the legal e ects of a case, or whether there are rules
that apply to it, we need to translate the (facts of the) case at hand into
the abstract description in the norm or rule. In the application of rules
to a case (such as determining whether Jack committed manslaughter
by hitting Elvis while drunk-driving), the act of drunk-driving needs to
be quali ed as unintentionally killing the victim. What we have done is
create a more speci c rule out of the abstract, open rule of manslaughter
— one of its many possible forms — which can then be used to assess
the case at hand.

5 \bid 411-413.
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Lawyers classify the facts of a case in terms of concepts in norms and
rules all the time. It is the bread and butter of legal reasoning. When
somebody claims that there are no legal rules (let alone law, which is
broader than codi ed rules) about a particular technology — say nano-
technology — on the basis of searching for the term in a legal corpus
(legislation) and not nding it, they may miss the entire point of legal
reasoning. A whole body of law — cosmetics regulation, drug regulation,
tort law — may apply to nano-materials simply because they are materials,
albeit materials with properties that may make us question whether the
existing rules have the desired e ect when applied to them.

Technology is rarely the target of regulation in itself (more on this in
chapter 9). Technology is regulated as such when some particular
technological artefact must have particular features. We thus have, for
instance, an EU directive that speci es the health and safety require-
ments of implantable medical devices (Directive 90/385/EEC). This
directive does not mention speci c¢ artefacts (such as pacemakers or
cochlear implants), so even to nd this type of regulation one has to
classify a pacemaker as an implantable device. In other words, one has
to bring the artefact under the law, instead of uncovering ( nding) the
law of the artefact.

Note that in a strict sense the technology is indeed not the target here.
The technology has to meet certain requirements, but that can only be
achieved if the regulatees (designers and potentially users) make it meet
them.® The aim of the regulation is therefore to in uence people in ways
that will in uence, or so one hopes, the shape of the technological arte-
facts themselves.’ Regulation in this category can see to properties, use,
(end of life) disposal, risks, consequences/e ects and the like. Regula-
tion (typically in the sense of prohibition) of technology (or artefacts) as
such is, as mentioned earlier, rare. An example of prohibited artefacts
would be prohibited substances in sports regulation.®

Ronald Leenes and Federica Lucivero, ‘Laws on Robots, Laws by Robots, Laws in
Robots: Regulating Robot Behaviour by Design’ (2014) 6 Law, Innovation and Tech-
nology 194.

Lyria Bennett Moses, ‘Regulating in the Face of Sociotechnical Change’ in Roger
Brownsword, Eloise Scotford and Karen Yeung (eds), The Oxford handbook of law,
regulation and technology, vol 1 (Oxford University Press 2016) 585.

E.g. World Anti-Doping Code - International Standard PROHIBITED LIST 2024.
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Thus, confronted with some ‘new’ technology, we need to be aware that

nding relevant law goes beyond searching for the name of the techno-
logy in a legal corpus; we may need to determine whether it sits within an
existing hierarchy or stack in an existing legal category. A ceramic knife,
or even a laser knife, may for all intents and purposes be no di erent
from a traditional steel knife. If regulation on knives exists, it very likely
applies to ceramic ones too.

6.3 A model for legal analysis

If a simple search for the name of a technology at hand in a legal corpus
in a particular jurisdiction, does not give us an adequate account of
the regulation covering our technology, then how do we nd relevant
legal norms?

The previous chapters have stressed that we need to approach socio-
technical change from various angles at once, and that we may need to
retrace our earlier steps in the light of new insights. What stands out
with a particular new technology partly depends on the socio/ethical/
economic issues we perceive, which in turn partly depends on our exper-
tise and training. This gives us a problem framing and clues as to what
interests, rights and values are at stake, which in turn tells us where to
look in law. As an example, video surveillance cameras equipped with
facial recognition will likely a ect our privacy and autonomy, so an obvi-
ous area of law to consult is privacy and data protection law (such as
the GDPR). But such an approach is also biased by our experience and
knowledge. If we took a GDPR course recently, the GDPR will stick out
like a sore thumb; if we have never heard of it, we may miss it entirely.
Relying on past experience alone is not very systematic. To the man
with a hammer, everything looks like a nail — which sums up the draw-
back nicely.

In this section, | present a more systematic approach for exploring the
legal landscape around emerging technologies: the SIENNA method for
legal analysis of emerging technologies.® The method was developed to

Konrad Siemaszko, Maciej Kalisz, Samuela Marchiori, Santa Slokenberga, Zuzanna
Warso, & Rowena Rodrigues. (2021). SIENNA DG6.2: Report on adapting methods for
legal analysis of emerging technologies (2.0). Zenodo. https:/doi.org/10.5281/zeno-
do.7266961 accessed 31 July 2026.
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study the legal aspects of human genomics, arti cial intelligence and
robotics, and human enhancement technologies, but it is very generic
and should be useful for studying any kind of sociotechnical change.

Like the SIENNA method for ethical analysis, the legal methodology
adopts an iterative approach: it starts with a quick scan and then drills
down on more speci ¢ aspects. It aims to provide a detailed account of
all relevant legal aspects and gaps. This is suitable for getting a broad
overview of the legal impact of sociotechnical change, and for devel-
oping coherent agendas to cover the issues and perceived legal gaps.
However, often the reason for doing a legal (gap) analysis will be less
ambitious, focused on identifying issues in one or more legal subdo-
mains, or exploring relevant law for an LL.M thesis. The methodology is
useful for this more modest aim as well.

The approach consists of four general steps:

1. speci cation of scope of legal analysis;
identi cation of legal issues;

3. analysis of international, regional (including EU) and national legal
norms relevant for the identi ed issues and

4. identi cation of gaps and challenges in the existing legal frame-
works with regard to the identi ed issues.

6.3.1 Scope of the analysis

The rst step in the process is determining the appropriate scope of the
analysis. We need to focus on the speci ¢ sociotechnical context in light
of the ambition of our analysis. This entails determining the appropriate
level of the technology stack as discussed in chapter 3. To recall the
three levels, we have a choice to assess some emerging technology at
the technology level, artefact level, and/or application level. Each level
comes with its own issues and is potentially governed by its own legal
framework(s). Finding the right level depends on our goals (why are we
interested in nding applicable law/legal gaps), but also on practical
considerations (available resources, time). Sometimes the analysis
will be aimed at nding issues/gaps for a large technology eld (Al or
Machine Learning), sometimes we may be interested in the concerns
raised by a very speci ¢ application (facial recognition in billboards on
train stations in the Netherlands). In the former case, we would focus on
the technology level, in the latter on the application level.
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| want to reiterate here that placing a particular technology on the hier-
archy is not pre-determined. Many instances of a concrete technology
can be moved up or down the hierarchy. For instance, ‘generative Al’ can
be seen as a technology, with Large Language Models as artefacts and
‘ChatGPT as a summary-producing tool’ as an application. But one can
equally place Machine Learning (or Al) as the technology, with genera-
tive Al at the artefact level and image generators (such as Dall-E) at the
application level.

One risk in this scoping stage is pitching the analysis too high in the
stack. Focusing on high-level technologies such as ‘Al’ or ‘genomics’
rarely produces meaningful analysis: the terms are too abstract and
cover too many disparate things. Regulation, too, rarely addresses an
entire eld at the technology level, because that level spans far too many
artefacts and applications; regulation tends to see to artefacts, or even
to discrete application domains. Aiming too low carries the opposite
risk. It yields a very concrete sociotechnical context — a clear view of all
the relevant actors and stakeholders — but it may miss the overarching
concerns that come into view only when we move up towards the arte-
fact level.

Next to selecting the appropriate level on the technology stack, a clear
picture of the sociotechnical context is required to guide the analysis. In
essence this means conducting the steps described in chapters 3 and 4.
On the technology side (chapter 3), the relevant essential characteris-
tics (Calo), salient features (Balkin) or a ordances (Gldaveanu) need
to be outlined, together with an overview of the relevant stakeholders,
interests and socio-economic and ethical issues arising out of an issues
assessment (chapter 4). Once we have this, we have a clear target for
the analysis.

6.3.2 Identi cation of legal issues

The core challenge in the analysis is to identify the key legal issues at
play. The methodology here follows Arthur Cock eld and Jason Pridmore,
who framed legal issues as “potential challenges for legally protected
values and interests.”*? This is a good starting point, because the set of
legally protected values and interests represents what we value in society,
and a fair assumption is that any emerging technology should not under-

10- Arthur Cock eld and Jason Pridmore, ‘A Synthetic Theory of Law and Technology’

(2007) 8 Minnesota Journal of Law, Science & Technology 475, 476.
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mine that value status quo. We should not, however, focus blindly on the
status quo. As we will see later (section 6.4), technology development
and deployment can actually change our values, giving rise to new needs
or modifying existing ones.

There is another risk at this stage. Because we tend to enter the analysis
from our own background, we may make mistaken or implicitly biased
assumptions about who is a ected by the technology — and hence
about whose risks actually get counted. To mitigate this, the SIENNA
project suggests drawing on feminist legal methods: paying deliberate
attention to the implicit biases in legal analysis that leave women, or
other groups, out of the picture. Katharine T Bartlett called this asking
the ‘woman question™ — interrogating the assumptions an analysis
makes about the people it a ects, whose viewpoint those assumptions
quietly re ect, whose interests are left invisible or peripheral, and how
the excluded might be brought back into view."

The e ects of not taking such questions into account are easily found. The
UK COVID enquiry revealed a clear example. Former deputy cabinet secre-
tary Helen MacNamara provided the following evidence to the enquiry:

In terms of the policy response the exclusion of a female perspective
led to signi cant negative consequences, including the lack of thought
given to childcare in the context of school closures. There was a serious
lack of thinking about domestic abuse and the vulnerable, about carers
and informal networks for how people look after each other in families
and communities?, There was not enough thinking about the impact
on single parents of some of the restrictions. There was a dispropor-
tionate amount of attention given to more male pursuits in terms of
the impact of restrictions and then the lessening of the same (foot-
ball, hunting, shooting and shing). There was a lack of guidance for
women who might be pregnant or were pregnant and what those who
were key workers should do (this was particularly signi cant in educa-
tion and the NHS given the demographics of their workforces)."

Katherine T Bartlett, ‘Feminist Legal Methods’ (1990) 103 Harvard Law Review 829.
According to Bartlett, the term stems from Simone De Beauvoir’s important work, the
Second Sex, at XXVI, 1957.

Siemaszko and others SIENNA project D6.2 15.

Extract from MacNamara’s witness statement, para 103 in https:/covid19.public-inqui-
ry.uk/wp-content/uploads/2023/11/03103311/INQ000273841.pdf accessed 20 July 2026.
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For the identi cation of legal issues we can apply di erent lenses that
allow us to focus on di erent areas of law. One lens is that of traditional
legal doctrines: criminal law, public and administrative law, civil law,
contract law, tort law, etc. Another is to look at the ‘big six’ areas in tech-
nology regulation: (intellectual) property, competition (law), privacy
(and data protection), contract, (cyber)security, liability.! Yet another
lens is theory, such as surveillance studies or innovation.

A human rights perspective

Among the legally protected values and interests, a special place belongs
to the various catalogues of human rights. Human rights are increas-
ingly seen as powerful points of departure for evaluating and framing
technological developments. That is no surprise, because human rights
exercise a powerful hold on the way we imagine our relations with each
other and with authority. As Joseph Tasioulas has remarked, “discourse
of human rights [has acquired] in recent times ... the status of an ethical
lingua franca.”*®

Nickel describes human rights as basic moral guarantees people have
simply by virtue of being people. Casting these guarantees as 'rights'
does three things: it ties them to individuals who can invoke them,
marks them as high-priority, and makes compliance mandatory rather
than discretionary. They are usually taken to be universal — everyone has
them — and independent, in that they stand as benchmarks for justi ca-
tion and criticism whether or not a given legal system recognises them.'®

He refers to the Universal Declaration of Human Rights (UDHR), the
non-binding declaration adopted by the UN General Assembly in 1948;
the two Covenants of 1966 — the International Covenant on Civil and
Political Rights (ICCPR) and the International Covenant on Economic,
Social and Cultural Rights (ICESCR) — between them made its rights
binding on states. Regional instruments followed: in Europe, the Coun-
cil of Europe’s European Convention on Human Rights (ECHR, 1950),
enforced by the European Court of Human Rights (ECtHR) in Stras-
bourg; in Africa, the African Union’s Banjul Charter (the African Charter

on Human and Peoples’ Rights), in force since 1986; and, of particu-
14 see also Michael Guihot, ‘Coherence in Technology Law’ (2019) 11(2) Law, Innovation
and Technology 311.

Quoted in Joseph Raz, ‘Human Rights Without Foundations’ in Samantha Besson & John
Tasioulas (eds), The Philosophy of International Law (Oxford University Press 2010) 321.
James Nickel, Making Sense of Human Rights (2nd edn, Blackwell 2007).

15.
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lar importance for the EU, the Charter of Fundamental Rights (CFR),
proclaimed at Nice in 2000."

Nickel’s description is important because it points out that human rights
carry moral truth across time and culture (even if culture may be under-
stood on a regional rather than a global level). It also highlights that
what we express as rights are moral guarantees necessary for even a
minimal functioning of a good life; they are foundational to everyone’s
existence, development and well-being. A third reason they matter is that
they represent moral claims existing outside of, and prior to, a positive
legal order, and at the same time legal rights enshrined in positive law
which makes them legally binding, but also aspirational. Being incorpo-
rated in positive law makes them available to be invoked before courts
such as the ECtHR — and they do. They can outrun established de ni-
tions, and the courts keep adapting their interpretation to new social,
political and economic situations, so that an established de nition of
a right does not itself become a source of injustice. This exibility has
made them popular as instruments for protecting values and interests.

That exibility is ideal for those wanting to contest state infringements
on rights and interests. Human rights are in a sense empty vessels that
take shape in concrete application, at the moment they are invoked as
legal rights imposing obligations on the state and, through their hori-
zontal e ect'®, on private actors. That does not mean they are void of
substance: there is an extensive body of case law from Strasbourg and
other human rights courts giving binding interpretations of the rights in
speci c areas. It does, however, mean that no ruling is ever the de ni-
tive answer to the question of where the boundaries of a right lie. Those
boundaries shift along with socio-economic and technical developments.

Universal Declaration of Human Rights (adopted 10 December 1948 UNGA Res
217 A(I11) (UDHRY); International Covenant on Civil and Political Rights (adopted 16
December 1966, entered into force 23 March 1976) 999 UNTS 171 (ICCPR); Interna-
tional Covenant on Economic, Social and Cultural Rights (adopted 16 December 1966,
entered into force 3 January 1976) 993 UNTS 3 (ICESCR); Convention for the Protec-
tion of Human Rights and Fundamental Freedoms (European Convention on Human
Rights, as amended) (adopted 4 November 1950, entered into force 3 September
1953) ETS 5 (ECHR); African Charter on Human and Peoples' Rights (adopted 27 June
1981, entered into force 21 October 1986) 1520 UNTS 217(African Charter); Charter of
Fundamental Rights of the European Union [2000] OJ C364/1 (CFR).

See for instance E. Frantziou, The Horizontal E ect of the Charter of Fundamental
Rights of the EU: Rediscovering the Reasons for Horizontality, 2015 21(5) European
Law Journal 657-679.
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What is also important to realise is that most of the treaties outlined
above were established before our technologies of interest, personal
computers, mobile phones, satellite technology, the internet, social
media, DNA sequencing and modi cation, Al etc. These technologies
reveal cracks and potential shortcomings of the classic human rights as
I will discuss in section 6.4. In other words, although the human rights
function as important base lines for the relation between the state and
its citizens, the contemporary interpretations of the rights may not fully
align with current sociotechnical practices.

How can human rights help us nd the appropriate law for an emerg-
ing technology?

They help, in the rst place, by being grouped in comprehensive legal
documents. The Charter of Fundamental Rights (CFR) contains 50 articles
setting out a broad set of human rights vested in the EU. They cover
dignity (art. 1), the right to life (art. 2), respect for private and family
life (art. 7), freedom to conduct a business (art. 16), non-discrimination
(art. 21), fair and just working conditions (art. 31), environmental protec-
tion (art. 37), freedom of movement and residence (art. 45), and the right
to an e ective remedy and a fair trial (art. 47). The spectrum is broad
and, as the sample shows, includes typical vertical rights (e.g. art. 2) as
well as rights with strong horizontal reach (e.g. art. 31). The catalogue is
a good starting point for nding the abstract interests and values poten-
tially a ected by the technology under consideration, and CFR and ECHR
case law help in elaborating the relevant law.

A second reason why the CFR in particular is useful is that it serves as
primary law, further detailed in EU secondary law in the form of Direc-
tives and Regulations. Article 8 CFR, Protection of personal data, for
instance, is the foundation of the GDPR' and the Police Directive? that
make up the core of the data protection legal framework. Once we have

19, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April

2016 on the protection of natural persons with regard to the processing of person-
al data and on the free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation) [2016] OJ L 119/1.

Council Directive (EU) 2016/680 on the protection of natural persons with regard
to the processing of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal o ences or the execu-
tion of criminal penalties, and on the free movement of such data, and repealing
Council Framework Decision 2008/977/JHA [2016] OJ L119/89.
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found one or more relevant human rights, we thus have an easy step-
ping stone to a more elaborate body of law.

A third reason human rights help is that they let us weigh the unequal
impact of emerging technologies on di erent groups, and expose how
those technologies interact with existing power imbalances. This is
because rights such as non-discrimination and equality are essential
components of the CFR. So if we decide that privacy and data protection
(arts. 7 and 8) and fair and just working conditions (art. 31) are relevant
to camera surveillance at the workplace, we should be equally alert to a
right such as non-discrimination (art. 21).

Starting from a human rights perspective for mapping the legal land-
scape is appropriate because human rights permeate the whole legal
order, reaching down into national constitutions and secondary legislation
as well.

This by no means implies that we should restrict our analysis to human
rights. Areas less touched by human rights, such as substantive criminal
law or civil law, are just as important, but potentially harder to navigate
because they are so scattered. The CFR is a concise document; private
law is spread across a large number of statutes and cases.

Another point: deciding that a right is relevant, or might be interfered
with, is not the same as deciding that it has been violated. A few rights
are absolute — the prohibition of torture (art 3 ECHR) is the classic
case — but most are quali ed, and interference with them can be lawful.
Article 8 ECHR shows the structure plainly: art 8(1) guarantees respect
for private and family life, while art 8(2) permits interference that is in
accordance with the law, pursues a legitimate aim, and is necessary in
a democratic society. An interference with art 8(1) therefore ripens into
a violation only if it fails the art 8(2) test. The stock example is privacy
weighed against security. At this stage our task is merely to identify the
right that is engaged — not to decide whether, all things considered, it
has been breached.

To complicate matters further, problems framed in other terms may
need to be mapped onto human rights to make sense of them. Safety
challenges may fall within the right to health; liability issues may link to
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the right to an e ective remedy; intellectual property questions can be
viewed through a right to property and a right to enjoy the bene ts of
scienti ¢ progress. In other words, some creativity in constructing the
legal issues is required at this stage.

A human rights perspective can be deployed in many ways. The SIENNA
project adopts the human rights-based approach (HRBA), which has
gained particular prominence within the UN system. There is no agreed
de nition, but it is usually distilled to three principles — comprehen-
siveness, non-discrimination and equality, and participation — which
SIENNA turns into practical guidance for legal analysis.”*

Comprehensiveness means treating human rights holistically: conside-
ring the full range of rights rather than the usual suspects, actively
looking for those that tend to be under-represented in mainstream
debate (typically social and economic rights), and tracing which rights
are engaged at di erent stages of a technology's life cycle. Non-dis-
crimination and equality means paying particular attention to those
a technology is likeliest to disadvantage — vulnerable groups, people
exposed to structural discrimination, and the weaker parties the law
already recognises (employees, consumers, patients) — on the principle
that "equal treatment of persons in unequal situations will invariably
operate to perpetuate rather than to eradicate injustices". Participa-
tion means bringing the a ected people into the identi cation of issues
themselves, through the methods discussed below.??

Issue identi cation methods

The methods for identifying the relevant legal landscape and legal issues
are similar to those in chapter 4. Literature review and stakeholder
involvement matter in the legal analysis just as they do in identifying
ethical issues. The more obvious legal issues may already have been
captured in the academic literature, and much can be inferred by analogy
from similar technologies. Facial recognition software, for instance,
shares many concerns with earlier camera surveillance. Stakeholder
engagement is particularly important here, because of the emphasis on
identifying new concerns as well as concerns a ecting underprivileged
and under-represented communities. Ways of involving them include
interviews, civil society groups, and citizen panels convened for open

21.
22.

Siemaszko and others SIENNA D6.2 (n 9) 21.
Siemaszko and others SIENNA D6.2 (n 9) 21-22.
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discussion or scenario sessions. Keep in mind that “expert” interviews
are not only with established experts, but also with people who have
gained speci ¢ knowledge by being immersed in a particular practice:
those targeted by Al risk-detection and assessment systems (such as
SyRI in the Netherlands) have valuable experience of being at the wrong
end of the surveillance chain.

6.3.3 Analysis of international, regional (incl EU) and national legal
norms relevant for the identi ed issues

There usually are multiple layers of applicable law, ranging from law
targeting speci ¢ aspects of an artefact or application to general rules
such as (technology-neutral) ex-ante norms regarding product safety
and ex post liability norms that come into view with any product enter-
ing the market. Mapping out all relevant legal norms pertaining to some
emerging technology is an (almost) impossible task and most likely not
very desirable.

Instead of covering the entire breadth of the law, we need to focus on the
pertinent (new) legal issues. The exploration through the various lens-
es and perspectives discussed in the previous section provides a way
to narrow the scope; in particular, an HRBA lets us focus on the core
legal issues.

Once the relevant human rights are identi ed, the hard work begins:
elaborating the relevant body of law (what does the law say about X?)
and connecting it to a still-vague sociotechnical context. An individu-
al right may look straightforward — art. 7 CFR simply reads “Everyone
has the right to respect for his or her private and family life, home and
communications.” But behind that simple provision lies an entire library
of academic writing, case law, secondary legislation, conventions and
legal standards, all of which may need to be studied to build a full picture
of the relevant legal landscape.

We can approach this analysis through standard doctrinal research
methods®. We rst locate the relevant legal sources (legislative acts,
recitals, and so on) and then interpret and analyse the text. Interpre-
tation and analysis may run at di erent depths, from ‘thin’, largely
semantic description to ‘thick’ description that draws more heavily on

2 Terry Hutchinson, ‘Doctrinal Research’ in Dawn Watkins and Mandy Burton (eds),

Research methods in law (Routledge 2017).
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literal, purposive, systematic and contextual methods of interpretation.?*
The term interpretation covers a range of related activities: making the
step from a source text to a rule formulation, classifying the facts of a
case so that they t the conditions of a rule, and establishing the legal
consequences of juridical acts such as a contract, a will, or a permit.?

An obvious way of interpreting a legal concept is to take its literal mean-
ing. In a Dutch case about a drugs runner who carried a pouch of narcotics
in his bowel, detected by a rectal cavity search?®, the High Court had to
decide whether ‘body search’®’ includes an invasive search of the body’s
cavities. The Advocate General o ered a nice illustration of literal inter-
pretation: “The King was on board the plane — where else would he be
than in the plane?”?¢, showing that ‘on’ (‘aan’ in Dutch) is not necessarily
con ned to the outside of a thing, but can mean inside it as well. The
result of such a reading is called grammatical, or literal, interpretation.

Legislative-intent interpretation looks at the intent of the regulator: what
problem is the legislator trying to solve? Rules are the means by which
the legislator tries to solve it. Following legislative intent means reading
the rule so that it ts the legislator’s original intention. One can trace
the aims of a rule through supporting documents, such as the recitals
of EU regulations and directives. Suppose the legislator banned dogs
from butcher’s shops in order to prevent unhygienic conditions in food
stores, and suppose the legislator considered guide dogs but chose not
to exempt them, because hygiene weighed more heavily. A decision-mak-
er following legislative intent must then read the rule to cover guide
dogs t0o.?’

Related to legislative intent is purposive interpretation. Here the focus is
not the legislator’s intent but the purpose of the rule itself. Assume again
that the ban on dogs in butcher’s shops was meant to prevent unhygienic
conditions. A decision-maker who recognises that purpose but considers

24 For an overview of canons of interpretations for instance Jaap Hage, Legal Reasoning,

in Jaap Hage, Antonia Waltermann and Bram Akkermans (eds), Introduction to Law
(Springer International Publishing 2017).

2 |bid 27.

26. Hoge Raad 8 november 1988, ECLI:NL:PHR:1988:AC0609 (Rectaal fouilleren)

2 |n Dutch “onderzoek aan het lichaam”.

28 |n Dutch “De koning was aan boord van het vliegtuig. Waar anders dan in het vliegtuig
kan hij zijn.”

29 Hage, Waltermann and Akkermans (n 24) 27.



226

the interests of visually impaired people more important might read the
rule teleologically, so that guide dogs fall outside its scope.*

Systematic interpretation zooms out from the rule and the particular
statute in which it is embedded, taking the broader legal system and
the rule’s relation to other norms into account when framing what the
norm means.

Contextual interpretation also zooms out from the norm, bringing the
context in which the norm operates to bear on its interpretation. Take the
butcher example again: ‘no dogs allowed’ might be read di erently in a
setting full of guide dogs than in one where they are rare.

Another way to make sense of existing norms is to look at how other
jurisdictions handle the interests and aims a norm protects (compara-
tive interpretation). All legal systems face similar kinds of issue and have
to decide whether and how to deal with them, and they may reach di er-
ent conclusions. Seeing how others have dealt with the same issue can
o ervaluable insight into the solution space. This does not require a full-
scale comparative study of multiple jurisdictions; often a ‘tourist-level’
comparison will do. “[Clomparatists often act like tourists who visit a
foreign city and notice that things are di erent, be it to some extent simi-
lar too, compared to their home-town. After their visit they will be able
to describe what they have seen to their family and friends at home, but
they will lack a more general framework used, for instance, by specialists
in architecture or art historians to describe the same sights in a (very)
di erent way.”*" If we want to understand those foreign solutions fully,
we must go beyond tourist-level analysis. If we only want to enrich our
interpretation at home, tourist-level analysis may be enough.

The end result of this stage is a clear(er) understanding of the law on
X. From there we can assess whether the existing law is adequate, or
whether there are undesirable e ects, gaps or challenges that may need
to be mitigated.

30 |bid 28. We will see another (classical) case of purposive interpretation in the next

section (the vehicles in the park example).
Mark Van Hoecke, ‘Methodology of Comparative Legal Research’ (2015) 12 Law and
Method 1, 8.

31.
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The SIENNA methodology is fairly underdeveloped in its fourth stage:
identifying gaps and challenges in the existing legal frameworks with
regard to the identi ed issues. | will therefore leave the methodology
here and look more closely at gaps in the law in the next section. Before
we do, | want to point the reader to two case studies of legal analysis of
emerging technologies in the SIENNA deliverable D6.2 that illustrate the
methodology in practice — one on Augmented Reality (AR), the other on
3D printing.*

6.4 Mind the gap

The gap in this chapter’s title is the one between how fast technology
moves and how slowly the law follows. John Perry Barlow® put it with
characteristic swagger:

Law adapts by continuous increments and at a pace second only to
geology. Technology advances in lunging jerks, like the punctuation
of biological evolution grotesquely accelerated. Real-world conditions
will continue to change at a blinding pace, and the law will lag further
behind, more profoundly confused. This mismatch may prove impos-
sible to overcome.®

Roger Brownsword borrows the passage to open his own chapter on the
"Challenge of Regulatory Connection”, and it catches the anxiety we are
about to examine. Barlow's wider verdict — that "faith in law will not be
an e ective strategy for high-tech companies” — is of a piece with his
cyberlibertarian suspicion of the state, law included; but we need not
share the gloom to grant the core point. Law and advancing technology
do fall out of step.

The worry is old and much-metaphored, usually as Aesop's race between
the tortoise (law) and the hare (technology). In the fable the tortoise
wins, because the over-con dent hare stops for a nap just short of the
line; in the law-and-technology version it is not at all clear the tortoise

32.
33.

Siemaszko and others, SIENNA D6.2 (n 9) Annex, 34-46.

John Perry Barlow (1947-2018), lyricist for the rock band the Grateful Dead and a
co-founder of the Electronic Frontier Foundation; his 'A Declaration of the Independence
of Cyberspace' (1996) made him an emblem of early thinking about online governance.

% John Perry Barlow, The Economy of Ideas (Wired March 1994)
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wins at all. US writers call the lag the pacing problem;® Europeans prefer
regulatory disconnection.’® Both name the same thing: law that cannot
seem to stay aligned with technological change. And the gap can open
at any point in the regulatory cycle — before regulators have settled a
position, before the rules are nalised, even once a scheme is in place
— so that for a time the technology runs on in what amounts to a regu-
latory void.

Before we look more closely at the kinds of disconnect, a word on the
ground this section covers. Three questions organise it: why the gap
opens at all; what kinds of gap we can tell apart; and what, if anything,
can be done about them. | begin with the why.

6.4.1 Why the gap opens

Regulation is a fact of life. It is usually enacted to solve some societal
problem, which makes law largely reactive; and since legislative processes
are, by de nition, time-consuming, there is often a lag between an issue
materialising in society and the regulatory response to it. Legal lag is not
necessarily a aw. It does, however, create the potential for legal uncer-
tainty, and so risks o ending one of the core principles of the Rule of
Law: that those subject to a rule should know what is expected of them.*’
On the other hand, legal certainty is not served either if positive law
changes too often; there is a human limit to keeping up with the law, and
it is neither possible nor desirable to track every change over time.

Once regulation is in place, the world moves on, and so we nd ourselves
in a perpetual cycle of legal change.

The lag between anissue arising and the regulatory response is not unique to
sociotechnical innovation; it attends any issue society confronts, including
those thrown up by our values changing over time. Gay relationships, for
instance, have become far more accepted than they were a century ago.
That social change has, in many jurisdictions, driven legal change in turn,
such as the legalisation of same-sex marriage. And where the law adapts to

. Gary E Marchant, ‘Addressing the Pacing Problem’ in Gary E Marchant, Braden R

Allenby and Joseph R Herkert (eds), The Growing Gap Between Emerging Technologies
and Legal-Ethical Oversight (Springer Science + Business Media 2011).

Roger Brownsword, Rights, Regulation, and the Technological Revolution (Oxford
University Press 2008) 160.

This topic will be treated extensively in chapter 10.

36.
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social change, it does so not because of the change as such, but because
of shifted perceptions of what is right, or normal.*®

What makes new technologies bear on the law more forcefully is that they
enable new forms of conduct — often by changing the means through
which familiar ends are reached. What we can actually do, what objects we
can make, and what relationships we can form are all bounded, in practice,
by the state of technology; when a technology moves that boundary, it can
collide with a body of rules built around the old one. In vitro fertilisation is
the stock example: it let infertile couples bear and raise a genetically related
child, spawned an industry, and created a genuinely new entity — the in
vitro embryo. Drop changes like that into a legal order premised on what
actions may be performed, what objects may be made and used, and what
relationships will be recognised, and legal problems are apt to follow.*

The pacing problem (Marchant)

Gary Marchant o ers a useful analysis of the pacing problem, setting
out some general reasons why regulation lags behind sociotechnical
change.’® His rst observation is that law is generally built on a static
view of society and technology rather than a dynamic one. From the
standpoint of legal certainty, and of knowledge, that is understandable:
as earlier chapters showed, the socio-moral consequences of sociotech-
nical change are hard to predict while the technology is still half-formed,
so regulators may simply lack the knowledge to set future-proof stan-
dards. There is also value in a relatively static view, since it yields rules
that everyone can understand, which supports legal certainty.

Marchant gives a US example of such a static-view regulatory scheme
going wrong.** A rule to lower ozone emissions (an amendment to the
US Clean Air Act) failed because it was tied to an EPA standard that was
bound to change; once the standard was revised, the attainment require-
ments no longer made sense.

%8 Lyria Bennett Moses, ‘Why Have a Theory of Law and Technological Change?’ (2007) 8

Minnesota Journal of Law, Science & Technology 580.

Lyria Bennett Moses, ‘Recurring Dilemmas: The Law’s Race to Keep Up With Techno-
logical Change’ (2007) 2 Journal of Law, Technology & Policy 239-285, 245.

Gary E Marchant, ‘The Growing Gap Between Emerging Technologies and the Law’
in Gary E Marchant, Braden R Allenby and Joseph R Herkert (eds), The Growing
Gap Between Emerging Technologies and Legal-Ethical Oversight: The Pacing Problem
(Springer 2011) 23-24.

Ibid 23.

39.

40.



230

As an aside, | am not sure Marchant is entirely right that regulation rests
on a static notion of society. Some technology regulation is deliberately
built on long-term unpredictability, leaving ample room for innovation
while keeping it within bounds. Take the ban on new combustion-engine
cars entering the EU market from 2035. Whether transport can be shifted
wholesale to electric and hydrogen vehicles remains to be seen, and the
socio-economic and even moral e ects of the transition are unknown
and will surely call for further regulation. But the train has left the station:
industry and society will adapt to the new regulatory environment, as they
did to earlier emission standards (the Euro standards)* and safety stan-
dards (seat belts, airbags). Having said that, for the sake of regulatory
certainty and not being accused of creating sci- law, regulation will likely
often be tied to the current state of a airs.

Marchant’s second observation is that legal institutions cannot keep
up with the pace of sociotechnical change — neither the legislature
nor the judiciary. Taking a US-centred view, he notes that the legisla-
tive branch can handle only a nite number of issues per session. For
US state and federal legislatures that is certainly true, and given how
radically the make-up of US representative bodies can shift between elec-
tion cycles, the agenda on any given issue can change abruptly. From
a European vantage point | would soften this a little. Political swings
between sessions have long been less dramatic in Europe’s multipar-
ty systems than in essentially two-party Anglo-Saxon ones; multiparty
consensus drives policy in many European countries, which lends more
stability over time. And the bureaucracy — ministries, regulatory bodies
and the like — is more stable still, working continuously on new and
amended regulation in the background, some of which never has to pass
through parliament at all.

Whatever the exact balance between legislature and executive in a given
country, the time available for addressing issues is nite, given the
resource constraints on the whole regulatory system. Add that grappling
with complex sociotechnical change, full of uncertainties and unknowns,
takes time — especially where the regulation must pass through demo-
cratic bodies. A further factor is the agenda-setting of issues.”* Where

42 https://climate.ec.europa.eu/eu-action/transport/road-transport-reducing-co2-emis-

sions-vehicles/co2-emission-performance-standards-cars-and-vans_en accessed 20
July 2026.

. Marchant (n 40) 23.
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issues are many — sociotechnical, social or otherwise — priorities
must be set to manage scarce human resources. A window has to open
in which stakeholders turn their attention to an issue; once it closes,
reopening it can take a long time, not least because prioritisation is
so often driven by crisis and disaster, which can ‘shock’ the legislature
into acting.

The judicial system lags too. It can take a long time for sociotechnically
induced issues to reach the courts, especially the all-important high
courts, national and international (such as the Court of Justice of the
EU). Cases reach those courts slowly for several reasons. They usually
involve high stakes and large interests, which means substantial resour-
ces on both sides — and often bulky, complex les that take time to
process — but also delay tactics, deployed especially by industry to
postpone costly outcomes.** The courts are also swamped, and that
caseload means a considerable gap, in most cases, between a case being
led and decided.

The picture, then, is of lags between issues and interventions that arise
from time and resource constraints — call it speed. Society and socio-
technical change are simply too complex and various to count on timely
responses. The second factor is knowledge: sociotechnical change brings
many unknowns and uncertainties, and getting a grip on them, then
devising adequate responses, eats up scarce time and resources.

The pacing analysis reveals why in general there is likely to be a gap
between the law and advancing technological progress inducing socio-
technical change. Some of these gaps may require xing by new or
modi ed law. David Friedman gives us a couple of compelling examples
of sociotechnical issues that cannot properly be handled by existing law
and that warrant changes to the law understood as rules that can be
used to decide cases. One of his examples deals with advances in human
reproduction. In the old days it was clear who the mother of a child was;
the woman who gave birth to the child. Paternity was harder to estab-
lish for obvious reasons. Yet establishing fatherhood was important,
for instance because of inheritance and nancial support for raising the

a4 Litigation can easily take up 6-8 years. The Google shopping dispute ran up to almost

15, see https:/www.covcompetition.com/2024/09/ecjs-google-shopping-judgment-
the-end-of-a-long-saga/ accessed 20 July 2026.
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child.”® In many jurisdictions, the law provided that the woman who bore
a child was their legal mother and her husband the child’s legal father,
even if there was some evidence to suggest that he in fact was not the
biological father.*® Nowadays these simple rules no longer hold. Human
eggs can be fertilised in vitro and be implanted in any woman, meaning
that the woman giving birth to a child does not have to be their biological
mother in the traditional sense. It goes further.

Friedman drives the point home with cloning. Ask who a cloned child’s
parents are and the answer splinters with the criterion you choose: by
nuclear DNA they are the parents of the cell donor; by mitochondrial
DNA the mother is the woman who supplied the egg; by the traditional
rule the mother is whoever carried the pregnancy; and by sheer genetic
relatedness the parent is the cell donor, nearly twice as closely related to
the clone as an ordinary parent to a child. Nor does it stop there: tech-
niques already used in mice can produce a chimera — one individual
grown from two fertilised ova, genetically two people at once — while
a further, still-theoretical method could yield a child with four grandpar-
ents and no parents, either of which could give a same-sex couple a child
genetically linked to both. The tidy old rules simply have no answer.

Friedman’s own x is disarmingly simple: keep the existing rules for chil-
dren conceived the traditional way, and treat the parents of any child
produced by other means as whoever intended to take parental respon-
sibility when the child was brought about. That would o er at least as
much certainty as the present law while settling parenthood across a
wide range of reproductive technologies — and, he suggests, do a slightly
better job of matching children to the adults most likely to raise them.*’

6.4.2 How the t breaks: three kinds of disconnect

Gary Marchant’s pacing analysis emphasises the various speeds at
which technology and law progress coupled with knowledge de cits on
the law’s side. Roger Brownsword looks at the nature (or type) of the
disconnection between technology and law. He treats sociotechnical
change and the regulatory environment as locked in a continuous cycle

4. see for instance art. 1.199(b) BW (Dutch Civil Code) the legal father is, among

others... the man whose marriage or registered partnership ended through his death
within 306 days before the birth of the child.

See, for instance the cases that Friedman treats in footnote 15. David D Friedman,
‘Does Technology Require New Law?’ (2001) 25 Harv. JL & Pub. Pol'y 71.

Ibid 77.
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— connect, disconnect, reconnect. Rinse and repeat.“® The point of a regu-
latory environment is that we never act in a vacuum: developers and users
alike operate within a setting that codes their options — what is permitted
or forbidden, encouraged or discouraged, praised or condemned, even
what is possible at all. Regulators work within their own coding too,
shaped by organisational culture and the wider legal, political and social
environment; which is why a regulatory outcome that looks irrational
measured purely against technological logic can make good sense once
that coding is in view.*?

The regulatory environment can thus (simpli ed) be seen as the norma-
tive context in which technology, its artefacts and applications operate.
This may entail command-and-control type law enacted by the state, but
also social norms in a community, or self-regulation created by industry.

For now, | leave the problem of getting connected (the ex ante challenge)
for a moment because it may be easier to understand how to do this
once we are more familiar with handling the situation where we have a
clear (ex post) regulatory disconnect.”® We will pick up (re-)connecting in
section 6.4.4.

In a situation of ex post regulatory disconnect we are in a position where
we have regulation in place that is (clearly) relevant to the sociotechnical
change we are witnessing. But there is a disconnect between the socio-
technical practice and the law. There is for instance uncertainty whether
electric kick scooters (or e-scooters) — either for rent or as private property
— that we can see in many cities outside of the Netherlands™, are covered by
the road tra c regulation. This question is relevant because it for instance
determines whether they are allowed on public roads in the rst place,
whether they can be used on the pavement, bike lanes, motorways etc.

48 For an extensive treatment of the entire cycle see Mara Paun’s excellent chapter on the

gap between law and technology. Mara Paun, Law and Technology through the Lens of
Autopoiesis - an Analytical Framework for Dealing with Regulatory Disconnection lllustrat-
ed through the Case of the GDPR (PhD thesis Tilburg University, 2023) 42-80.

Roger Brownsword, Rights, Regulation, and the Technological Revolution (Oxford
University Press 2008) 166.

In a sense there hardly is a di erence between ex ante and ex post regulatory discon-
nect, because there always is some sort of regulatory environment and hence, almost
all sociotechnical change can be considered causing ex ante regulatory disconnects.
But for how long? Paris had already banned rental e-scooters in 2023. Madrid, Prague
and other cities follow suit. See, for instance https:/www.electrive.com/2025/10/21/
prague-to-ban-e-scooter-rentals/ accessed 20 July 2026.
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Detecting regulatory disconnect is not always easy and depends on
perspectives, values etc, but sometimes it is fairly clear. Brownsword
gives a compelling simple example. The state of Hawai’i had regulation in
place prohibiting the installation of tiny cameras in private places such as
bathrooms. The purpose of the regulation is clear, preventing voyeurism
(for instance in hotel bathrooms). At one point Tyler Takehara was caught
shooting videos up the skirts of unsuspecting women at a shopping mall
in Honolulu. In case you might be wondering what this case has to do
with sociotechnical change, the videocamera used by Mr Takehara was a
smartphone camera, hence a lot smaller than what was conceived of as
a videocamera at the time.*? In any case, Mr Takehara was not convicted
because a shopping mall is not a private place. The intent and e ect of the
kind of voyeurism of Mr Takehara is similar to what the law®® covered, but
due to the phrasing of the statute was not in fact.

In the Takehara case, we can see that, had the legislature realised that
videocameras would become so small that upskirting would be possible
without the victims noticing, they would (likely?) have included this type
of behaviour under the voyeurism provisions. Brownsword calls this type
of regulatory disconnection descriptive disconnection — “the covering
descriptions employed by the regulation no longer correspond to the tech-
nology or to the various technology-related practices that are intended
targets for the regulation”®* (type 1). Descriptive disconnections are very
common. Descriptive disconnection assumes that the existing regulation
targets a speci ¢ (type) of technology and technology-use practices.” If
the law is then drafted speci cally for the current incarnation of a tech-
nology, issues will arise when new incarnations arise.

Brownsword gives an example from biotechnology. The UK Human
Fertilisation and Embryology Act 1990 was written to ban human cloning,
and it did so on two assumptions. First, that an "embryo" is necessarily
the product of fertilisation — the Act de nes it as "a live human embryo
where fertilisation is complete". Second, that cloning by cell nuclear

52 Aimee Jodoi Lum, ‘Don’t Smile, Your Image Has Just Been Recorded on a Camera-

Phone: The Need for Privacy in the Public Sphere.” (2005) 27 University of Hawai'i
Law Review 377-416.

Haw. Rev. Stat. § 711-1111 (2004), amended by 2004 Haw. Sess. Laws Act 83 (S.B. 2377).
Roger Brownsword and Morag Goodwin, Law and the Technologies of the Twenty-
First Century: Text and Materials (Cambridge University Press 2012) 375.

Paun (n 48) 55.
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replacement would operate on an embryo, so the Act forbids replacing

the nucleus of a cell "of an embryo".*®

Neither assumption survived the science. Embryologists learned to engi-
neer eggs and stimulate them to divide into embryonic clusters with no
fertilisation at all.°” Such a cluster is not an ‘embryo’ as the Act de nes it
— no completed fertilisation — and cloning it replaces the nucleus of an
egg rather than of an embryo, so on its face it slips through both limbs
of the prohibition. For the purpose the Act was meant to serve, how the
embryo came about was neither here nor there; but the wording, tied to
fertilisation and to the manipulation of embryos, did not t the new tech-
nique. Had the drafters known embryonic clusters could be produced
without sperm, they would surely have written it di erently.

A second type of regulatory disconnect is the normative disconnection
(type 11) where the problem is not so much a mismatch between how
a technology is de ned in regulation, but rather that (ethical/social)
issues arise that were not anticipated at the time of regulating it —
“a known technology is now being applied for a di erent and question-
able purpose or because a new technology raises questions of principle
or policy that are not clearly settled by the regulatory scheme.”® The
normative values incorporated in the regulation no longer hold; there
is a moral mismatch. Brownsword in discussing this type of regulatory
disconnection again draws from biomedical practice. Pre-implantation
genetic diagnosis (PGD) is a technique that was originally used to deter-
mine whether an embryo carried genetic markers for certain conditions.
Some conditions are so life threatening in the shorter or longer run that
parents might choose not to implant the embryo if the markers are there.
The Human Fertilisation and Embryology Act of 1990 regulates this kind
of diagnosis.

But PGD has other uses, and one of them reached the courts in the
CORE case. In February 2002 the Human Fertilisation and Embryology
Authority licensed Mr and Mrs Hashmi to combine PGD with preimplan-
tation tissue typing: the aim was to select an embryo both free of the
beta-thalassaemia gene that ran in the family and a tissue match for their
son Zain, who had the disease, so that the resulting child could serve as a

56.
57.
58.

This example is discussed extensively in Brownsword (n 49) 170.
Ibid.
Brownsword (n 49) 166.
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(cord-blood or bone-marrow) donor for him. Comment on Reproductive
Ethics challenged the Authority's power to grant such a licence, and the
project was halted.*®

This is the saviour sibling: a child conceived to provide a stem-cell
transplant to a sibling with a fatal disease such as cancer or Fanconi
anaemia.®® From there it takes little imagination® to picture saviour
siblings created as organ donors, or embryos selected for sex, eye
colour, hair colour or any trait PGD can read, now or in future — the
so-called designer babies.®> And the moral questions designer babies
raise are quite di erent from those raised by using PGD merely to check
an embryo’s viability.

At rst glance, the problem in the PGD case may be simply a descrip-
tive one — the legislator did not foresee the advancing uses of PGD while
framing the Human Fertilisation and Embryology Act and thus simply
could not have incorporated the saviour sibling or designer baby cases
in whatever direction it wanted to regulate PGD use. But that is not the
proper analysis. Indeed the advanced cases were not taken into conside-
ration, but changing the formulation of provisions would not help here
because the moral question is fundamentally di erent which requires
a di erent evaluation by the legislator. As Mara Paun points out, some
disconnections that appear descriptive at rst might actually be norma-
tive ones on closer inspection.®® Pure normative disconnections it has to
be said are rare; regulators try to foresee or guide moral change, as we
saw in 6.2.

There is a third type of disconnection distinguished by Brownsword and
Goodwin that relates to the assumptions the regulator had about the
speci c use case of the technology at hand, in particular the way business
is organised or actually practised. He refers to this type as a mismatch
between the ‘business’ model on which the regulation was predicated and
the way the technology is actually used in society. Paun argues that this

59 Brownsword (n 49) 174-175. We have encountered this case already in chapter 5

(section 5.2.2).

https://en.wikipedia.org/wiki/Savior_sibling accessed 20 July 2026.

See for instance Kazuo Ishiguro’s wonderful dystopia “Never let me go” (Faber &
Faber 2005).

Again, popular culture provides us with clear examples of how this might turn out.
See for instance Andrew Niccol’s 1997 movie Gattaca.

Paun (n 48) 56.
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type extends beyond business models and that technology-use models
is therefore a more appropriate term (or type 111).%* Alternatively, draw-
ing on Brey’s technology stack, it may be described as application-model
regulatory disconnection®. A good example is the noti cation regime
under the Data Protection Directive. Articles 18-21 required data
controllers to notify their processing operations to national Data Protec-
tion Authorities before processing commenced. This obligation was
sensible in 1995, when relatively few organisations engaged in auto-
mated processing of personal data. By the time the GDPR was drafted,
however, digitalisation had made virtually every organisation—and many
individuals—a data controller. A universal noti cation requirement
had become impracticable, prompting the GDPR to replace it with the
accountability principle and internal record-keeping obligations rather
than ex ante noti cation to supervisory authorities.

In type | situations the issues are primarily caused by the fact that the
relevant legal provisions are crafted in a technology speci ¢ way (e.g.,
fertilisation). The solution to this problem is sometimes to craft the regu-
lation in more technology neutral terms (e.g., protecting the secrecy of
communication, rather than secrecy of letters). In type Il situations, the
formulation is intentionally technology neutral (in part to prevent type |
problems). Yet, we may still run into issues because regulation does not
operate in a vacuum and always has to embed certain assumptions about
the phenomena to be regulated. Some of these assumptions relate to the
sociotechnical context. For instance, in contract law and elsewhere the
assumption is that we have companies interacting with consumers o ering
goods (tangible objects). Over time we have seen changes from tangi-
bles to information (think of the music industry examples in chapter 2)
and (owned) goods turning into services®® (servici cation) which may not
align with rules based on business-consumer actions.

Summarising, the three kinds of mismatch between regulation and tech-
nology, according to Brownsword and Goodwin are:

64 |pid 57.

85 See section 3.5.

66 The Verge headlined: BMW starts selling heated seat subscriptions for $18 a month.
See https://www.theverge.com/2022/7/12/23204950/bmw-subscriptions-microtrans-
actions-heated-seats-feature accessed 20 July 2026.
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1. A mismatch between the description of the technology in the regu-
lation and the characteristics of the technology as now constituted
(arising from technological development).

2. A mismatch between the assumptions underlying the regula-
tion as to the range of uses of the technology and the uses that
are now made of the technology (arising from a changing use of
the technology).

3. A mismatch between the presumed business model (technology use
model) on which the regulation was predicated and the model of
business that actually obtains.

6.4.3 Legal disruption: four kinds of problem
What, then, can we say about when the law is a ected by sociotechnical
change in such a way that amending the law might be required?

Lyria Bennett-Moses o ers a useful classi cation here — though it is
worth being precise about what she classi es. She does not catalogue four
gaps that technology inevitably opens; she sorts the four reasons people
give for wanting the law changed in response to a new technology. Her
framing is deliberately de ationary: a chief bene t of setting the reasons
out clearly, she notes, is “avoiding the exaggeration of the dilemmas
posed by new technology”. In this she is an ally of the argument made in
section 6.2 — that novelty rarely leaves as large a hole in the law as its
champions claim. Her title says as much: these are recurring dilemmas,
the same four questions the law has faced from the railways to IVF to the
internet. The four reasons advocates urge legal change are:

1. The Need for Special Laws. There may be a need to regulate certain
new forms of conduct using new, specially tailored, laws. In some
cases, it may even be appropriate to ban a particular technology or
particular applications of that technology. Alternatively, there may
be proposals to mandate or encourage a new activity.

2. Uncertainty. The law may be uncertain as it applies to new forms of
conduct. In other words, it may not be clear whether such conduct
is commanded, prohibited, or authorized. Existing legal rules may
need to be clari ed.

3. Over-inclusiveness and Under-inclusiveness. Where existing legal
rules were not formulated with new technologies in mind, those
rules may inappropriately include or exclude new forms of conduct.
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4.  Obsolescence. Some existing legal rules may be justi ed, explicitly
or implicitly, on the basis of a premise that no longer exists.®’

These four are not a rival scheme to Brownsword and Goodwin’s three
disconnects; they sit downstream of them. The disconnects name how
the t between rule and world breaks; Bennett Moses’s four name the
problem that breakage leaves on the analyst’s desk. A descriptive or
normative disconnect typically surfaces as uncertainty about the appli-
cable law; under-inclusiveness is often a descriptive disconnect in work
clothes (the regulator who wrote for children’s kick-scooters did not fore-
see the rental e-scooter); and so on. Read together they form a single
chain — cause to symptom — rather than two competing lists.

Let us look closer at the four, because each lets us bring in some useful
notions for legal analysis and problem-solving.

1. The need for special laws

A characteristic of many new technologies is that they provide new possi-
bilities of doing things or create entirely new things. These novelties may
con ict with existing social, environmental and cultural values.®® We have
seen numerous examples of these disruptions already. The introduc-
tion of the internet has caused tensions with the notions of privacy and
anonymity, for instance. Sometimes the clash between a new technology
and existing values is so great that various actors call for an outright
ban — and the regulator obliges. This was the case with the reproductive
technologies that brought human cloning within reach. Measures taken
range from declaring processes for human cloning unpatentable (which
makes developing economically less interesting) in art 6(2) of Euro-
pean Directive 98/44/EC on the Legal Protection of Biotechnological
Inventions, to downright banning of human cloning®® in the Australian
Prohibition of Human Cloning for Reproduction Act 2002 or the US H.
Rept. 108-18 - Human Cloning Prohibition Act of 2003.

The inverse reaction is of course also possible. Some sociotechnical
change is so desirable that a push may be required to foster innovation
and adoption. One example is solar panels that through government
67.

68.
69.

Bennett Moses (n 39) 243.

Ibid 248.

See lIsasi, R. M., & Knoppers, B. M. Mind the gap: Policy approaches to embryon-
ic stem cell and cloning research in 50 countries. (2006) 13(1) European Journal of
Health Law 9-26.
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subsidies have had an accelerated adoption by the public, which in turn
has increased production volumes leading to lower prices and further
adoption.’® Another area (of the many) where new technologies have
inspired legislatures to promote adoption is in vitro fertilisation where
health insurance companies in Australia were required to provide cover
for such treatments.”

2. Uncertainty

Legal uncertainty arises out of change. We (individuals/society)
constantly move from a situation where we think we understand what
the law requires of us to situations where changes in values, behaviour,
technology and organisation obfuscate our rights and obligations. The
legal consequences of conduct may become di cult or even impossible
to determine until a legal authority such as a court decides, restoring
certainty. Legal uncertainty is not the same as legal indeterminacy; the
claim that the meaning of a rule is uncertain is an epistemic claim -
a person may believe there is only one correct answer to a problem but
be uncertain as to what that answer is.”” The law may be uncertain if
either or both there is no consensus as to the legal consequences of
particular conduct, or there are powerful arguments recognisable within
the legal system for more than one legal consequence. Cases belonging
to this space are generally called ‘hard cases’ as opposed to ‘clear cases’
where there is general agreement about the legal consequences.”

Uncertainty cannot be rooted out, it is a necessary consequence of
language. Words or entire rules can be ambiguous, vague or contestable.
And in any case, language has what is termed open texture.”

Ambiguity — a word carrying more than one meaning — rarely causes
serious legal trouble at the level of single words (‘*bank’ as riverbank or
nancial institution). At the level of a whole rule it can. The notorious

0. According to CBS, by 2023 there were 2.58 million homes with solar panels, represent-

ing 31.5% of all homes in the Netherlands. https:/www.cbs.nl/en-gb/news/2024/25/
power-from-solar-panels-increased-slightly-in-2023 accessed 20 July 2026

See Lyria Bennett Moses, Legal Responses to Technological Change: The Example of
In Vitro Fertilization, 6 Minn. JL Sci. & Tech. 505 (2005).

Bennett Moses (n 39) 251.

The distinction between clear and hard is actually fuzzy. As Dworkin argues, any/most
clear cases can be turned into hard cases by bringing forward aspects that where not
taken into account when designing the rules (cf descriptive/normative disconnect)
The term comes from Frederick Waismann. Frederick Waismann, Veri ability, in
Antony G.N. Flew and Anchor (eds), Logic and Language (Basil Blackwell 1965).
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‘Oxford comma’” is a case in point: in a 2018 Maine dispute, a missing

serial comma in an overtime-exemption clause left it unclear whether
‘packing for shipment or distribution’ named one activity or two, and
dairy drivers who did no packing won unpaid overtime on the strength
of the gap.’® The legislature has since redrafted the clause to remove
the doubt.”’

Vagueness is di erent: a term applies clearly at the extremes but has
borderline cases we cannot resolve even knowing all the facts.’® Grice’s
example is the man of whom we cannot say, counting his hairs, whether
he is ‘bald’. Law is full of such evaluative terms — due diligence, reason-
able care. We grasp them in the abstract, but whether enough care was
taken is a matter of weighing arguments, and the boundary shifts over
time: what counts as reasonable care today may not as technology
advances. The vagueness is deliberate, buying exibility at the price of
some uncertainty.

Contestability is di erent again. Some terms are not merely vague but
essentially contested: their application turns on criteria over which
informed, reasonable people disagree deeply and durably, usually
because the term carries a moral or political charge. Think of "fair",
"equal”, "cruel”, or "reasonable™ in its evaluative uses. Here the trouble
is not missing facts, as with vagueness, but rival conceptions of what the
concept is for; two fully informed lawyers can reach opposite conclusions
and each draw powerful support from within the legal system. This is the
"hard case" of the opening paragraph — not a gap in knowledge waiting
to be lled, but a genuine clash of defensible readings — and it is a kind
of uncertainty no drafter can legislate away, because the disagreement is
about values, not wording.

In any case, uncertainty relates to, and that is what matters most here,
open texture — but the term hides a distinction Bennett Moses draws
out to good e ect. In HLA Hart’s sense, a concept has a clear core and
a penumbra of doubt: “no vehicles in the park” plainly catches a car,

5 A comma used after the penultimate item in a list of three or more items, before ‘and’

or ‘or’ (e.g. an Italian painter, sculptor, and architect).
https://edition.cnn.com/2018/02/09/us/dairy-drivers-oxford-comma-case-settle-
ment-trnd/index.html accessed 20 July 2026.
https://legislature.maine.gov/statutes/26/title26sec664.html accessed 20 July 2026.
Bennett Moses (n 39) 251 referring to H.P. Grice, Studies in the ways of words (Harvard
University Press 1989).
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less plainly a child’s scooter, and — Hart’s own puzzle — awkwardly, a
decommissioned tank that veterans want to install as a memorial. This
kind of open texture a thoughtful drafter can narrow: foresee the hard
cases and de ne ‘vehicle’ to include or exclude them. It costs simplicity
and drafting time, but the trade-o is within the lawmaker’s control’®.
Frederick Waismann’s older sense of open texture is not. His point is
that however carefully a term is de ned, the world can always throw
up a case no one could have imagined, so the possibility of doubt can
never be wholly eliminated.?° For example, despite the fact it might seem
obvious what a nch is, it is always possible to confront an example
(such as a nch that spontaneously exploded) that would be di cult
to classify.*

And here is the pay-o . Ordinary legal uncertainty is mostly the Hart kind,
reducible at the drafting stage. Uncertainty produced by unforeseen tech-
nological change is the Waismann kind: by de nition the drafter could not
have contemplated it, so it lies outside the lawmaker’s control and cannot be
drafted away in advance. That, Bennett Moses argues, is what is genuinely
special about technology-driven uncertainty — and it is why, as we will
see, better drafting alone can never be the whole answer.

Technology and sociotechnical change can create uncertainty, or make
latent uncertainty manifest. Bennett Moses reviews many examples;
| gratefully borrow a few:

The creation of “software” also led to uncertainty as to its classi -
cation: as a good or service (relevant in determining applicability of
Article 2 of the Uniform Commercial Code), as a product or service
(relevant in determining whether liability for errors in medical
computer programs that cause injury is based on negligence or strict
liability), as property (relevant for laws of theft), as tangible (relevant
for tax purposes). With the development of “intelligent” software,
we might also ask whether it is capable of being treated as a person

® on vagueness and open texture and how these are handled in practice see also an

ancient paper that | co-authored. Jaap C Hage, Ronald Leenes and Arno R Lodder,
‘Hard Cases: A Procedural Approach’ (1994) 2 Arti cial Intelligence and Law 113,
Friedrich Waismann, ‘Veri ability' in Antony Flew (ed), Logic and Language (First Series)
(Basil Blackwell 1951) 117, 119-123. The phrase "open texture' renders Waismann's Porositéat
der Begri e (the porosity of concepts). The Hart/Waismann contrast drawn on here
follows Bennett Moses (n 39) 257-258.

Bennett Moses (n 39) 257.
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for the purposes of entering into contract, serving as a trustee, or
being sued.?

3. Over-inclusiveness and Under-inclusiveness

In the “No vehicles in the park” example above we have seen that the
purpose or goal of a rule plays a role in interpreting whether it is appli-
cable to a particular case. If the rule promotes quietness in the park, this
may lead to a di erent assessment regarding the permissibility of certain
vehicles, such as a 45 km/h mobility scooter, in the park than if the rule
aims to keep the park safe for playing children. In view of the purpose
of a rule, its phrasing may lead to over-inclusiveness and/or under-
inclusiveness. The No vehicles rule is over-inclusive (in light of safety)
in excluding the tank memorial from the park. It may be under-inclusive
in view of noise limitations, because there may be other noisy occupants
of the park (think of children playing with drones) that are not covered
by the prohibition. Regulators act wisely if they try to target regulation
as closely as they can to the desired purpose or aim while maintaining
understandability of the text of the actual rules. This, in practice, is much
easier said than done. | will address this issue in more detail in chapter
9 when | talk about rules, standards and principles as regulatory means.

Finding cases of over- or under-inclusiveness brought on by sociotech-
nical change is not hard; such change often unsettles the assumptions
a regulation was built on — something we touched on in the previous
section.®®> Mara Paun o ers a recent example involving drones. Article
6:173 of the Dutch Civil Code makes the possessor of a defective movable
thing liable for the damage it causes, but expressly excludes aircraft.
Under Dutch aviation law, however, a drone counts as an aircraft — so
when a privately operated drone caused damage, it was unclear whether
the victim could claim under article 6:173 at all. A court could close the
gap by interpretation, reading the aircraft exclusion as never meant for
private drones and extending 6:173 to cover them; but at the time there
was a second, practical obstacle — with no drone-registration require-
ment, a victim might struggle even to identify who was liable. Either way,
the di culty is one of targeting, or inclusiveness: a rule drawn for one
kind of thing catching, or failing to catch, another.®* We can also argue

Bennett Moses (n 39) 254-255. Footnotes in original omitted.
Also see Bennett Moses (n 39) who gives many examples.
Paun (n 48) 64-65.
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that the Vienna Convention on Road Tra ¢® can also be regarded as
a case of regulatory under-inclusiveness with respect to autonomous
vehicles by framing the essential control component in a car to be a
(human) driver. In view of road safety, would the requirement of ‘control
of the vehicle’ not be better framed in terms of functional characteris-
tics (which could be met by algorithms), rather than in the presence of
a person (who may be incapacitated, not paying attention or what have
you and not be in control as a matter of fact)?

4. Obsolescence

The nal category of e ect of sociotechnical change may be that it
renders certain law obsolete. In line with the triad regulation-technolo-
gy-values, laws (rules) are devised in a particular context, with explicit
and implicit assumptions about what is possible — that cars move hori-
zontally, not vertically, for instance. Hence we have rules for maximum
speed and other actions that may a ect objects and entities on the hori-
zontal plane, but no rules about how high one can drive.

Sociotechnical change may render some rules obsolete or less useful for
di erent reasons. David Friedman points out these three:

1. by altering the cost of violating and enforcing existing legal rules.
For instance, radar detectors help speeders avoid detection.

2. by altering the underlying facts that justify legal rules. Speed limits
try to achieve safety on the roads by making sure everyone more
or less drives at the same speed that is furthermore relatively
safe given the circumstances. Self-driving vehicles with superior
sensors and motor skills may make speed less of a consideration.
Or, alternatively perhaps cars in the future could bounce harmlessly
o one another.®

3. by changing the underlying facts implicitly assumed by the law,
making existing legal concepts and categories obsolete, even
meaningless.®” For instance, the notion of personhood is in large
part based on the idea of a free will and cognition and as such only
available to humans. Upcoming general Al may warrant changing
or amending the concept of personhood.

See chapter 1 section 1.5
Bennett Moses (n 41) 48.
Friedman (n 46) 71.
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Bennett Moses gives us a similar typology, but incorporates the impor-
tance of a particular regulated context as something that may render
certain rules obsolete. For instance, in contract law when correspon-
dence was carried out through mail, it was important to have clarity
when a letter would start having legal e ect. The “mailbox rule” was
formulated to note that the moment of arrival at the recipient counted.
In modern instant communication there is no longer a need for such a
rule. For most cases, sending is receiving.®

When technology moves the values

Before turning to what can be done about these four problems, | want to
redeem a promise | made back in section 6.3.2. There | warned against
treating the catalogue of legally protected values as a xed baseline,
because technology has an awkward habit of shifting the baseline itself. We
usually picture the relationship one way round: society’s values change and
the law, panting, jogs along behind—same-sex marriage was the example
| used earlier. But sociotechnical change can also run the other way, and a
small literature has grown up around exactly that. Tsjalling Swierstra calls
it techno-moral change as we have seen in chapter 4. Alongside the hard,
quanti able impacts of a technology—toxicity, accidents, the tangible
harms we can count—sit its soft impacts: the quiet way it reworks our
relations, our meanings and, not least, our morals. A new device does not
merely break the rules; it can unsettle the moral routines the rules rested
on, turning what Swierstra nicely calls cold, self-evident morality back into
hot, contested ethics. His prescription, worth holding on to, is not moral
rigidity but moral resilience—an attitude at once robust and exible.®

Ibo van de Poel and Olya Kudina put a ner point on the mechanics.
Borrowing from Dewey, they distinguish three ways a value can shift:
it can be reinterpreted for the case at hand (value dynamism), that
reinterpretation can harden into a general change (value adaptation),
or a genuinely new value can emerge where none stood before (value
emergence).’® The opening of this chapter is a specimen of the last

8. This is not entirely true. See Michael Lewis, Flash Boys, (Norton & Company 2014),

which describes a 300 million USD project to construct a 1331 km ber-optic cable just
to reduce the transmission time for data from 17 to 13 milliseconds. This di erence
matters signi cantly in high frequency trading.

Tsjalling Swierstra, ‘Nanotechnology and Technomoral Change’ (2013) XV 1 Etica &
Politica / Ethics & Politics 200.

Ibo van de Poel and Olya Kudina, ‘Understanding Technology-Induced Value Change:
a Pragmatist Proposal’ (2022) 35 Philosophy & Technology 40,

89.

90.
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kind. Until neurotechnology made it conceivable to read data o a brain,
‘mental privacy’ was not a value anyone had to defend; there was no
threat to organise against. The technology did not merely collide with a
pre-existing value — it helped bring a new one into being. Reproductive
medicine did something similar to our comfortable notions of mother-
hood and parenthood. And yet—this is the part worth stressing to anyone
tempted by technological determinism—none of it makes the technology
the author of our morals. On the pragmatist account the device does
not dictate the new value; it creates what Dewey called an indeterminate
situation, an unsettled spot that demands a fresh judgement, and how
that judgement turns out is still ours to decide. The contraceptive pill, as
Swierstra observes, both loosened an old sexual morality and handed its
defenders something new to defend.

For the legal analyst this cuts two ways. First, a gap analysis cannot
simply hold a new technology up against yesterday’s values and tot up
the mismatches; some of what a technology disturbs is not a settled
value at all, but one it is busy reshaping as we watch. Bennett Moses
makes the related point that our reaction to technological change is not
quite our reaction to shifts in belief and cultural norms, even though
the two are thoroughly entangled®—and it is precisely this entangle-
ment that makes the obsolescence cases, where a rule can no longer
be justi ed because its underlying premise has quietly dissolved,’? so
much harder to spot than a plain descriptive gap. Second, it points to
the posture the law itself should adopt. Swierstra’s counsel to morality—
resilience rather than rigidity—applies with equal force to the law, as the
rest of this section will bear out.

Responding to the four problems

So much for diagnosis. What does Bennett Moses suggest we do about
it? The instinctive answer, and the one clearly in Brownsword’s toolkit to
address descriptive disconnects, is to draft the law in technology-neutral
terms and hope it ages gracefully. Bennett Moses is sceptical that drafting
alone can carry the load; technology-neutral wording, she argues, is not
the silver bullet it is often taken for.”® A rule general enough to survive
every future turn of the technology tends to be so vague that it does little
useful work in the present; a rule sharp enough to be operationally e ective

Bennett Moses (n 39) 246.
Bennett Moses (n 39) 269; and Friedman (n 87) 71.
Bennett Moses (n 39) 270-276.
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tends to smuggle in assumptions that some later technology will falsify.
You cannot draft your way out of the dilemma. The rule “all must act so as
to preserve human life” does not really increase road safety compared to
rules banning or promoting particular technologies in and around cars.®*

Her more interesting move is to stop thinking of technological neutrality
as a property of individual statutes and to treat it instead as a property
of the legal system as a whole.” If no single rule can stay connected on
its own, the system around it can at least be arranged to keep it connect-
ed, and three institutions do the heavy lifting. Administrative agencies,
sta ed with technical experts and able to revise their rules far faster than
a legislature can pass a statute, can be handed the operational detail
while the legislature sets only the high-level aims—so that when the
technology shifts, the update happens at the nimble end of the system
rather than the ponderous one. Courts contribute through purposive inter-
pretation, reading a rule for the job it was meant to do rather than the
words that happened to be available when it was drafted—the very move
we rehearsed in section 6.3.3. And law reform bodies (and, she is generous
enough to add, scholars) keep watch over the t between law and techno-
logy, agging where a genuinely new problem needs a genuinely new rule.

The attraction of this institutional picture is that it matches the response
to the problem: a descriptive gap can often be closed by a purposive
court, an obsolete operational detail is better left to a nimble agency,
and a genuine need for new rules is a job for the legislature, prompted
by a law reform body. Drafting still matters, but it is one instrument in
an orchestra rather than a solo. It also tempers the gloom of the pacing
problem: the law lags less if we stop expecting Parliament to do all the
adapting and let the quicker-moving parts of the system take the strain.

6.4.4 Getting connected

| promised in section 6.4.1 to come back to the ex ante problem of getting
connected, and now that we have seen the mess that ex post discon-
nection creates, we are better placed to appreciate what it involves. If the
law is forever playing catch-up—patching a descriptive gap here, wres-
tling with a normative one there—the obvious question is whether we

94 Bennett Moses (n 39) 271-274.

9. Bennett Moses (n 39) 276-284. See also Lyria Bennett Moses, ‘How to Think about
Law, Regulation and Technology: Problems with “Technology” as a Regulatory Target’
(2013) 5(1) Law, Innovation and Technology 1.
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can do better at the drafting stage. Can we craft regulation that connects
to the technology in the rst place and, more ambitiously, that stays
connected as the technology moves on?

Brownsword calls this the aspiration to a “smarter style of regula-
tion”, one that does not simply resign itself to perpetual catch-up.®
The obvious move is to reach for regulatory forms built for exibility
and adaptability: technology-neutral drafting (regulate ‘any means of
communication’ rather than ‘letters’), open-ended standards, soft law,
and a generous helping of purposive interpretation. We have already met
this instinct. The cure for a type | descriptive disconnect, | noted above,
is often to redraft in more technology-neutral terms. Getting connected
ex ante is really doing that homework up front, instead of waiting for the
courts to do it for us later.

So far, so good. But—there is always a but— exibility is not a free lunch.
The more we loosen the law’s grip on any particular technology, the
vaguer it becomes, and the harder it is for a regulatee to work out in
advance what is actually being asked of them. Brownsword states the
trade-o plainly: “the less hard-wired the law, the less calculable and
consistent it will tend to be.”’ This is exactly the tension | agged earlier.
Legal certainty—the Rule of Law’s promise that we can know where we
stand—pulls towards precise, concrete rules; staying connected pulls
towards open, adaptable ones. We cannot have both at full strength.

Lyria Bennett Moses presses the point harder, and it belongs here as
much as in the discussion of responses above. Her claim is not just that

exibility costs certainty, but that drafting cannot dissolve the dilemma
at all. A rule general enough to weather every future turn of a technology
tends to be too vague to do useful work now; a rule sharp enough to bite
smuggles in assumptions that some later technology will falsify. Tune
the exibility knob how you like, and one horn or the other still catch-
es you. Behind this sits the Waismann point from the previous section:
part of the uncertainty a new technology brings is unforeseeable by de -
nition, and no wording, however artful, can be drafted against a future
nobody imagined. So 'getting connected' cannot be a purely editorial
feat, a quality we build into a statute's words. If technological neutrality
is achievable at all, Bennett Moses argues, it is a property of the legal

96.
7.

Brownsword, ‘The Challenge of Regulatory Connection’ (n 36) 165.
Brownsword (n 36) 165.
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system rather than of any single rule — carried by the nimble agencies,
purposive courts and watchful law-reform bodies we met a few pages
back. Smart drafting helps; it cannot do the job alone.”®

The trade-o bites hardest in the criminal law. Elsewhere, a court can
stretch a purposive reading to cover an awkward new case without much
collateral damage. In criminal matters it cannot: casting police powers
too broadly, or punishing someone under a rule they could not reasonably
have known applied to them, o ends the principle of fair warning.
Remember Mr Takehara and his upskirting smartphone. The very reason
he walked free is that we are, quite rightly, wary of convicting people on
the strength of a creatively stretched statute. What looks like an irritating
gap from one angle is a due-process safeguard from another.

There is a further subtlety worth agging. Not every disconnection
ought to be quietly patched up by clever interpretation. Brownsword
distinguishes productive disconnection from unproductive disconnec-
tion.?? Sometimes a gap opens precisely because the technology raises
a genuinely new question of principle—a normative disconnect wearing
a descriptive disguise—and the honest response is not for a judge to
paper over it but for the regulator, and the rest of us, to have the argu-
ment out. Getting connected, then, is partly knowing when connection is
the wrong goal and the matter belongs back with the legislature.

Where does this leave us? Without a tidy formula, | am afraid. Getting
and staying connected is a balancing act between calculability and exi-
bility, and how to strike it is a design choice—one that turns on the
technology, the values at stake, and the kind of law in play. Brownsword
defers those trade-o s to a later chapter, and | will do the same: choosing
and shaping a regulatory response is the business of the chapters that
follow. For now it is enough to see that the pacing problem is not simply
something that happens to the law from outside. How far the law lags is,
in part, a function of the choices we make when we write it.

98.
99.

Bennett Moses (n 39) 267-284.
Brownsword (n 36) 166-167.
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6.5 Conclusion

| opened this chapter with Rafael Yuste worrying that neurotech rms
will bank our brain data, and with the re ex that follows almost any new
technology: this is new, this is alarming, so let us have a law. The chapter
has been one long argument for pausing before that re ex. Yuste knows
a great deal about neuroscience; the prior question — what does the law
already say? — is not one a neuroscientist is obliged to answer, but a
regulator is.

It is worth asking because the law covers far more than a keyword search
suggests. Legal rules are abstract on purpose — ‘manslaughter’ rather
than a catalogue of ways to kill — so that they can reach cases their draft-
ers never pictured. A ceramic knife is still a knife; nano-materials are still
materials. Finding the relevant law is therefore less a matter of looking
up a technology than of bringing it under an existing category, and inter-
pretation — literal, purposive, systematic, contextual — is the craft that
does the bringing. The SIENNA method gives that craft a route to follow:
scope the analysis, identify the issues (a human-rights lens is a sensible
place to start, provided we remember to ask the woman question),
map the norms, and only then go looking for gaps.

Sometimes there really is a gap, and the second half of the chapter was
about naming it precisely rather than gesturing at it. Brownsword and
Goodwin tell us how the t between rule and world breaks — descriptively,
normatively, or in the business model the rule quietly assumed. Bennett
Moses tells us what that breakage leaves on our desk — a call for special
laws, or uncertainty, or over- and under-inclusiveness, or plain obsoles-
cence. Read as cause and symptom rather than two rival lists, together
they make a serviceable diagnostic kit. And Bennett Moses is worth heed-
ing for a further reason: her point is de ationary. These are recurring
dilemmas — the same four questions the law faced over railways and IVF
— and naming them is partly a way of not exaggerating them.

Behind all this sits the pacing problem: law is slow, technology quick, and
the courts meant to apply the one to the other can take the better part of a
decade to hand down a nal answer. Some of that lag is the price of legal
certainty and worth paying. But part of the lesson is that we cannot draft
our way out of it. Some technological uncertainty is Waismann'’s kind —
unforeseeable by de nition — and no wording, however clever, forecloses
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a future nobody imagined. If neutrality is achievable at all, it is a property
of the legal system rather than of any single statute: nimble agencies,
purposive courts, and law-reform bodies keeping watch. The lag, in other
words, is partly a choice we make when we draft — which is why getting
connected, up front, repays the e ort.

None of this tells us whether, in a given case, we should reach for new
regulation, or what shape it should take. That the law can be stretched to
cover a new technology does not settle whether it should be — whether
the t, once found, is a good one. Those are the questions of the chapters
that follow: when intervention is justi ed (chapter 7), and how, once
justi ed, it is best done (chapter 9). For now it is enough to leave with
a method for nding the law, a vocabulary for its gaps, and a healthy
suspicion of the re ex that mistakes novelty for a hole.
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6.6 Review Questions

Instructions: Answer the following questions in 2-3 sentences each.

10.

Why does the chapter warn against treating a new technology as auto-
matically creating a ‘legal gap’?

What does it mean that legal rules use abstract terms ‘on purpose’,
and why does that matter when looking for the law that applies to a
new technology?

Set out the four steps of the SIENNA method for legal analysis of
emerging technologies.

Why is a human-rights perspective a useful starting point for identifying
legal issues, and what is the ‘woman question’ meant to guard against?
Name and brie y distinguish the main methods of legal interpretation
(literal, legislative-intent, purposive, systematic and contextual).
According to Brownsword and Goodwin, what are the three kinds of
regulatory disconnection?

Bennett Moses distinguishes four legal problems that follow techno-
logical change. What are they, and how do they relate to Brownsword
and Goodwin’s three disconnections?

Distinguish Hart’s and Waismann'’s senses of ‘open texture’. Why is
technology-driven uncertainty often the Waismann kind, and what
follows for drafting?

What is the ‘pacing problem’, and why does Bennett Moses argue that
technology-neutral drafting cannot solve it on its own?

Explain the idea that the law’s lag is ‘partly a choice we make when we
draft’, and what ‘getting connected’ (ex ante) involves.



6.7 Further reading

- Lyria Bennett Moses, ‘Recurring Dilemmas: The Law’s Race to Keep Up With
Technological Change’ (2007) Journal of Law, Technology & Policy 239.

— Lyria Bennett Moses, ‘Why Have a Theory of Law and Technological
Change?’ (2007) 8 Minnesota Journal of Law, Science & Technology 580.

— Roger Brownsword and Morag Goodwin, Law and the Technologies of the
Twenty-First Century: Text and Materials (Cambridge University Press 2012).

— Roger Brownsword, Rights, Regulation, and the Technological Revolution
(Oxford University Press 2008).

— Arthur Cock eld and Jason Pridmore, ‘A Synthetic Theory of Law and Tech-
nology’ (2007) 8 Minnesota Journal of Law, Science & Technology 475.

— Bert-Jaap Koops, ‘Should ICT Regulation be Technology-Neutral?’ in
Bert-Jaap Koops and others (eds), Starting Points for ICT Regulation:
Deconstructing Prevalent Policy One-Liners (TMC Asser Press 2006) 77.

— Gary E Marchant, Braden R Allenby and Joseph R Herkert (eds), The
Growing Gap Between Emerging Technologies and Legal-Ethical Oversight:
The Pacing Problem (Springer 2011).






Chapter 7.

Says who?
Jjustifications for regulating

| hear you're feeling down.
Well | can ease your pain
Cet you on your feet again

Pink Floyd — Comfortably Numb, 1979



256

7.1 Introduction

We have come a long way already. We know how to de ne the socio-
technical context of a particular new technology, what issues it might
cause or further, and how to assess where it sits within the current regu-
latory frameworks. At this point, there likely also is a suspicion that the
state of a airs or where it is moving to is unsatisfactory or undesirable.
Since most of the readers of this book are lawyers or legal scholars, the
response to this conclusion will be that we need regulatory intervention
to steer the sociotechnical development in the right direction. Under-
standable as this reaction is, we need to be cautious here — intervention
in private a airs is not trivial.

An example of such intervention is the ban the US government moved
to impose on the social media platform TikTok. In April 2024 President
Biden signed a bipartisan law giving TikTok’s Chinese parent, ByteDance,
until 19 January 2025 either to sell the app to non-Chinese owners or to
seeitcut o from US app stores and the ‘internet hosting services’ that
keep it running — which would have e ectively killed TikTok in the United
States. What followed was nearly two years of brinkmanship. TikTok
brie y went dark the night before the deadline, then ickered back on
when the incoming Trump administration promised not to enforce the
law. Through 2025 the President signed a string of executive orders post-
poning enforcement — a manoeuvre on shaky legal ground, since the
statute allowed only a single, conditional extension. The stand-o ended
only in January 2026, when a deal worth some $14 billion moved TikTok’s
US operations into a joint venture majority-owned by American investors
— Oracle, Silver Lake and Abu Dhabi’s MGX — with ByteDance kept to
just under 20%."

TikTok, a short-video social media platform somewhat similar to
YouTube, is immensely popular among teenagers. When the bill was
introduced it had some 170 million users in the United States. A forced
sale — or an outright shutdown — carried signi cant consequences for
those users (and not only in the US, since TikTok’s audience is world-

wide), as well as for the seven million businesses that use the platform
L Onthe sale, see ‘TikTok has signed the deal to spin o its US entity with American
investor group’, (CNN Business 18 December 2025) edition.cnn.com/2025/12/18/tech/
tiktok-signs-us-sale-deal; and ‘The deal to secure TikTok’s future in the US has nally
closed’, (CNN Business 22 January 2026) edition.cnn.com/2026/01/22/tech/tiktok-us-
deal-closes. Both accessed 21 July 2026.
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to earn a living. Little wonder that when the app brie y did go dark in
January 2025, the reaction was immediate. This raises the question of
whether government can take such far-reaching steps. Obviously it can,
as it did — the app was ultimately prised from its Chinese owner and
sold to American investors — but is such a step actually ‘acceptable’?
I will return to the case later in the chapter, once we have the apparatus to
assess what was going on here and how to answer that question properly.

One thing worth agging up front: the United States was neither rst nor
alone. India had already banned TikTok outright back in 2020, and by the
time Washington acted a string of other governments were reaching for
measures of their own — each for its own reasons. The same platform, it
turns out, unsettles di erent countries in di erent ways, which is a rst
clue that ‘acceptable’ is not going to have one tidy answer.

There are a number of concerns with regards to (state) interventions
in private life that need to be tabled. These are at least, the validity or
acceptability of the problem de nition, the justi cation of interventions
and nally, the cost and e ects of potential interventions.

The chosen problem de nition is always just one of many. However care-
fully the problem was framed, it is always inherently political. Pollution
of the environment is detrimental to the health of people living in the
a ected area and potentially deadly to animals and plants, but a business
opportunity (and labour opportunity) for others. Framing the problem
from the perspective of the former will likely mean a ban or limitations of
the polluting activities, potentially killing the business and the employ-
ment and welfare that the polluting industry might bring. Framing it from
the other side will potentially be very detrimental to welfare and sustain-
ability on a broader scale. This means that we have to be careful to weigh
the right interests in determining that certain action needs to be taken.

The second issue builds on the rst one. Intervention means impinging
on liberty. What warrants, in a more abstract sense than in the concrete
political calculus above, intervention? As we will see, much thinking about
this topic has economic theory at its foundation. A core idea here is that
the market will make sure that the best allocation of scarce resources will
take place and that most issues will resolve themselves through individual
decisions by the stakeholders involved (mainly consumers and producers).
Intervention in this school of thought is not a given. Let the market do
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its thing is its mantra. One area where intervention is warranted is in
distorted or non-functioning markets. Other schools or regulatory gover-
nance see safety, health, the environment, consumer protection (SHEC)
as su cient or even necessary warrants for intervention.

Bundling issues one and two brings us to the broad area of legitimacy.
Legitimacy, as will be dealt with more extensively in chapter 10, concerns
formal and procedural aspects (e.g., who regulates, how it is done), but
also substantive aspects (is the intervention warranted) and one can
even extend the scope to acceptability (do the regulatees and society at
large accept the intervention as (morally) binding).

The fourth area of concern regards the intervention and its e ects.
Intervention comes at a cost — in terms of the costs of formulating and
implementing regulation, the costs of maintaining regulation (enforce-
ment costs), the costs of compliance with the rules for industry, the
dead weight costs resulting from distortive changes in connection with
the costs above.” Also, we have to realise that, certainly in areas where
the problem de nition is contested due to politics and diverging inter-
ests of the stakeholders, regulatees will not simply behave as envisioned
by the regulator, but will nd ways around the regulation or adapt the
regulation in unforeseen ways. In other words, a mechanistic worldview
of how regulatees respond to regulation is bound to lead to disappoint-
ments about regulatory e ectiveness.

In this chapter we explore this landscape in more detail. The main ques-
tion is, what warrants intervention in sociotechnical change? | start by
brie y explaining why we would accept authority to rule over us in the

rst place. This brief introduction will be our rst step into developing
a notion of legitimacy of regulatory intervention which will be further
developed in later chapters. Then | pay attention to the cornerstone of
modern (liberal) democracies, the market. We will see that this notion is
very prominent in deciding whether (state) intervention in sociotechnical
change is warranted. Next | will outline the dominant theories of regu-
lation passing through public interest approaches, political approaches,
private interest approaches and an institutionalist approach. | conclude
the chapter with some examples of the various theories in action.

2 Johan den Hertog, ‘General Theories of Regulation’, Encyclopedia of Law and Econom-

ics (Edward Elgar 1999) 225.
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7.2 Preliminaries

In this chapter we focus on justi cation for intervention by the State.
Other regulators in society — private ordering, self-regulation, standard-
isation — raise their own questions of justi cation, but they fall outside
our scope here. | will touch upon these regulators in chapters 9 and 10.

7.2.1 Social contract

Most likely you will take government regulation for granted. From early
on in our lives we, certainly in Western Europe, are aware that regulation,
such as tra c codes, exist. We learn the meaning of tra ¢ signs and
are taught that if we ignore signs such as speed limits, we may be ned.
We also learn that there is such a thing as criminal law, which again
promises punishment if we don’t abide by the law. The State to many
people is an abstraction that plays a role in the background although
most will understand that it is the State that enacts and enforces said
rules. Few will wonder why the State can create and enforce rules that
govern our lives. Yet, where does State authority come from? Why do we
obey (by and large) State enacted law?

The simple answer to the latter question is that we have no choice.
The State has a monopoly on violence® and has the physical force to
imprison individuals who cross the lines and refuse to obey. And it will,
as prescribed by law. This image corresponds with the Legal Positivistic
theory of law dating back to John Austin.*

If we ignore the threat of sanction for a moment, then why is the obli-
gation felt as real or binding to us? To understand that we need to look
at Social Contract theory. Going back to Socrates, philosophers have
wondered why a person has moral or political obligations. The simple
case is that the individual takes on the obligation freely. If | promise you
that | will come over to help you paint your new home, then | have taken
on an obligation to do so. Non-compliance will likely not result in harm
to me, but you will change your opinion about my trustworthiness that
may have consequences for our relationship. | did not have to take on

% In most countries weapons are highly regulated making it di cult for citizens to

withstand the State’s force.

John Austin, The Province of Jurisprudence Determined (original published in 1832,
Republished in 1954 together with The Uses of the Study of Jurisprudence and a
Preface by HLA Hart, Weidenfeld and Nicholson 1954). In chapter 10 | will explore
Austin, Hart and Fuller to further substantiate why law is binding.
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the obligation to come and help you paint, | could have claimed prior
commitments preventing me from coming, claim to be sick, or whatever,
but once | promise to help you, | have an obligation that | (morally) need
to ful I.

But what about Socrates’ Crito who is awaiting in prison to be executed?
He did not voluntarily take on the obligation to stay in prison and be
killed. What keeps him from eeing the prison? Socrates argues that Crito
has an obligation to remain in prison and accept the death penalty. He
has these obligations to obey the law because the law made his life and
his very existence possible. His parents were able to marry because of
the law instituting marriage, which subsequently legalised their children,
including Crito. Life in Athens is ourishing and possible because of the
law. If citizens don’t like it (or the law), they can leave. By staying, and
being able as adults to understand and appreciate the law, they agree to
the law as just, and being under an obligation to obey the law.®

This account represents the/a rst version of what is called Social
Contract, the ction that we citizens voluntarily agree to be bound by
law. It is a ctional agreement because there is no concrete moment in
which citizens actually sign or otherwise explicitly agree to the social
contract, but it functions as such nevertheless. There is no opt-in, nor a
real opt-out.®

Later philosophers provided more extensive and developed notions of Social
Contract Theory. Notable thinkers in this tradition are Thomas Hobbes,
John Locke, Jean-Jacques Rousseau, and most recently, John Rawls.’

In Leviathan (1651), Thomas Hobbes makes the contract the only escape
from the State of Nature, his notorious war of all against all in which life
is ‘solitary, poor, nasty, brutish, and short’. His people are rational and
self-interested, and it is precisely because they are that they will hand
near-unlimited power to a sovereign rather than endure the insecuri-

Plato, Crito (360AD) https://classics.mit.edu/Plato/crito.html accessed 21 July 2026.
Sovereign citizens in the US and ‘autonomen’ in the Netherlands and elsewhere
reject the social contract precisely because of this lack of consent. There are countless
YouTube videos where you can see how this “I did not contract with the state of Flori-
da etc” plays out when people driving a car without a driver’s license and/or car plates
are stopped by the police and charged with driving without a license.

For an extensive summary of these four thinkers on social contract, see https:/iep.
utm.edu/soc-cont/ accessed 21 July 2026.
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ty of having none. That authority is absolute — not because it is just,
but because on Hobbes’ reckoning any government beats the chaos it
replaces. There is, accordingly, no right to resist.

John Locke (1632-1704) starts from the same State of Nature and arrives
almost at its opposite. Where Hobbes saw war, Locke saw ‘perfect liberty’
under a natural law that forbids harming another in their ‘life, health,
liberty, or possessions’. His state of nature is tolerable; what it lacks is
machinery — settled rules, impartial judges, a common power to enforce
them. People form political society to supply exactly that, giving up only
their private right to punish in return for being governed by consent and
by the will of the majority. Wary of absolute kings, Locke leaves the indi-
vidual’s rights largely intact: the state is a trustee, not a Leviathan.

Jean-Jacques Rousseau (1712-1778) sharpens the puzzle. His Social
Contract opens with a famous line — ‘Man was born free, and he is
everywhere in chains’ — and then asks how people might live together
without simply being coerced. His answer is the general will: in asso-
ciating, individuals fold their particular wills into a collective body, the
sovereign, which expresses the common good rather than any private
interest. Legitimacy comes not from nature or force but from agreement
among free equals. It is also where Rousseau turns unsettling — anyone
who de es the general will, he says, may be ‘forced to be free’.

John Rawls (1921-2022) gives the tradition its most abstract form. In
A Theory of Justice he asks which principles we would choose for society
from behind a veil of ignorance — not knowing our own class, talents,
gender, or idea of the good life. Not knowing where we would land, he
argues, we would not gamble on principles that privilege any group; we
would choose fairness. Out come two principles: equal basic liberties
for all, and social and economic inequalities permitted only where they
attach to positions open to all and work to the bene t of the least advan-
taged — the di erence principle. Rawls does not so much sign the social
contract as set the terms it must meet; whatever we agree to has to be
just rst.

Although Hobbes paints a ght of all against all as the bleak alterna-
tive and thus social contract as a means to escape this predicament,
most Social Contract theories illuminate the mutual bene t that is to
be obtained by giving up some of our freedoms. We as individuals have
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to acknowledge that we live in a society that has to accept a body, in
some theories called sovereign, that enacts rules to which all individuals
in that society are bound by Social Contract. In other words, citizens of
a country voluntarily accept rule by the State which provides a founda-
tion for the State to intervene in the a airs of those citizens (who can
form enterprises and businesses that can also be regulated) to the best
interest of the community. This allows individuals to prosper. Freedom
(liberty) and the right to determine how to lead one’s life is thus a central
underpinning of why we have to accept regulators and enforcement to
moderate the behaviour of individuals and protect the public interest so
that everyone can thrive while maintaining the interests of all.

With this we have come at one of the central notions in this chapter,
the public interest. If we accept that we live in a society under a social
contract, then taking regulatory action to protect the public interest
might be warranted. Public interest is a di cult concept that we will
return to later, but for now we can interpret it as pursuing collective
goals with the aim of promoting the general welfare of the community.®

7.2.2 The market as economic ideal

The excursion to Social Contract theory reveals two important conclu-
sions for our primary question in this chapter what justi es regulatory
intervention. On the one hand, the theory provides us with an abstract
warrant for State intervention, in particular in protecting the public inter-
est because that concerns society as a whole. On the other hand, some
Social Contract theories lean heavily on protecting individual liberty. We
have to form societies in order to protect individual liberty and freedom
with an enforcement mechanism for the social contract and the laws
that constitute it. These two are connected. If everyone in society pros-
pers that is in the common (or public) interest of all. This is why, as we
will see later on in the chapter, welfare economics can be grouped under
public interest approaches.

Public interest sounds appealing — who could be against it —, but in any
complex society it seems implausible that the State has su cient and
adequate information and enforcement powers to e ectively promote
the public interest. A further assumption is that the State (as regulator)

8 Karen Yeung and So a Ranchordas, An Introduction to Law and Regulation: Text and

Materials (second edition Cambridge University Press 2024) 141.
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is benevolent and aims to pursue the public interest.® Both assumptions
may not hold in reality, yet as we will see, public interest provides one of
the primary justi cations for regulatory intervention in the next section.

Framing intervention in the name of the public interest can make it sound
as though society must be steered from the centre — the command
economy. But central control is not the only way to keep things moving
in the right direction, and many regard too much state interference as
precisely the wrong direction. For the market's defenders, the market is
perfectly capable of delivering maximum welfare for everyone — which
is, on their view, exactly what moving in the right direction looks like.

A word rst on the system these markets belong to. Capitalism is, at
bottom, a simple arrangement: the means of production —land, factories,
machines, capital — are largely in private hands, and what gets
produced, at what price and in what quantity, is settled not by a central
plan but by countless transactions between buyers and sellers. Pro t
is both the signal and the reward: rms that read demand well thrive,
those that misread it do not. The state’s classic role here is modest —
protect property, enforce contracts, and otherwise stay out of the way.
Whether it should stay out of the way is, of course, the argument of this
whole chapter.

How does the market actually coordinate all this? Producers make their goods
on a reading of what consumers will want; consumers buy according to their
preferences and their budgets; and price and quality settle dynamically
between them. Price a product too high and demand falls, so producers
cut the price to tempt buyers back; let demand run hot and they raise
it to capture more revenue. ldeally the two converge on an equilibrium
where supply meets demand — the point at which buyers and sellers
alike get the most of what they want.

Let’s look at a graph that illustrates the above.

9 Johan den Hertog, ‘Review of Economic Theories of Regulation’ (Tjalling C Koopmans

Research Institute 2010) Discussion Paper Series 10-18 2.
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Figure 7.1. Simple supply—demand curve

Imagine a market for cookies. Price sits on the vertical axis, the quantity
produced and consumed on the horizontal. The demand curve slopes
downward: the cheaper cookies get, the more of them we eat. That is
partly a matter of price, but also of a standard economic assumption —
nonsatiation, the idea that more is always better than less, so there is
no ceiling on how many cookies a consumer, or a society, would happily
consume. Price them sky-high and demand vanishes; give them away
free and demand becomes, in principle, in nite (death by chocolate).

The supply curve slopes the other way. Nobody can, or will, bake cookies
to give away for nothing; the higher the price a baker can fetch, the more
she will produce.

Left alone, the market settles, after a while, at equilibrium. Consumers
buy according to their preferences and their budgets, and generally
cannot take more than the equilibrium quantity without cutting into every-
thing else they want — though a lower price would let their cookie habit
expand again. Producers, for their part, make exactly as many cookies
as they can sell: more would leave a surplus nobody pays for, fewer
would leave money on the table. Each side adjusts to the other.

With a single producer, that drift toward equilibrium can be slow, since
a monopolist has little reason to move on price or quantity — a case we
take up in section 7.3.1. Usually, though, there are many producers, and it
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is easy to see why. A market for cookies means cookies are being bought,
and that draws newcomers in. A new baker might tempt customers away
by pricing just below the incumbent, who may then cut prices in turn;
and you can watch price and quantity shift through this dance of cookie-
makers until it reaches a new equilibrium.

This is, of course, a gross simpli cation. Far more than price shapes our
taste for a cookie — quality, avour, and the rest — but all of it can be
folded into the same model.

Market economics is built on this simple model of demand and supply. It
is a simple, yet versatile, model that explains how markets operate. It is
part of the set of positive theories in economics. These, as is positive law,
explain how things are. There is also a normative variant that deals with
how things should be. The distinction can easily be demonstrated by a
case on eBay in 1999.'° eBay" is generally a good example of a market in
action. People o er goods for sale and bidders will express their willing-
ness to pay for the item(s). If the price is too high, no one will bid, if it is
too low, many will bid, driving the price up to the point where buyer and
seller are happy. The case in point to illustrate the di erence between
is and ought (positive/normative) concerned somebody o ering: “Fully
functional kidney for sale. You can choose either kidney. Buyer pays all
transplant and medical costs. Of course only one for sale, as | need the
other one to live. Serious bids only.” The bidding began at $25,000 and,
because kidneys are in high demand, quickly rose to $5,750,100 before
the auction was shut down by eBay due to infringing upon its rules. The
market seemed to work (positive economics) and there is little doubt
that the seller would be fairly happy with almost 6 million USD (certainly
compared to the 25k). We don’t know anything about the bidder, but
apparently (s)he is both wealthy and desperately in need of a kidney. The
case raises many questions, like how can you be sure this kidney works
for you, through questions of equity (is it fair to o er kidneys through
auctions to the wealthy), does the seller properly understand the risks
of parting with a kidney? Some of these questions are within the realm
of normative economics. Should we sustain auctions for body parts, or

10 The example comes from MIT professor Jonathan Gruber’s online course MIT 14.01

Principle of Microeconomics, Fall 2018. https://ocw.mit.edu/courses/14-01-principles-
of-microeconomics-fall-2018/ accessed 21 July 2026.

The case is reported by Amy Harman, Auction for a Kidney Pops up on eBay (New
York Times 3 Sept 1999) https:/www.nytimes.com/1999/09/03/us/auction-for-a-kid-
ney-pops-up-on-ebay-s-site.html accessed 21 July 2026.

11.
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should we manage transplantations in a di erent way? We will return to
those questions later on in this chapter (7.3.1).

Positivist economists would likely agree that the market is quite suitable
for handling even situations like these; the market knows best! And
hence they would be willing to apply market economics to (almost) any
matter involving the distribution of scarce resources. Applied to the
entire economy, we get what Adam Smith (1776) termed the invisible
hand, rms and consumers serving their own best interest will produce
the maximum surplus for society. The invisible hand (in theory) leads to
the most e cient allocation of scarce resources.

Two notions of economic e ciency are commonly used by economists
to discuss whether welfare is maximised in a particular context. The

rst is Pareto e ciency, named after Vilfredo Pareto who devised it.
A Pareto e cient outcome is one where the welfare of one individual
cannot be improved without reducing the welfare of others. All parties
bene t, or no one is harmed by reallocation of resources, goods, assets,
or a change in regulation. The ‘no-one-is-harmed’ principle avoids
making interpersonal comparisons of utility (whether certain losses
are compensated by certain bene ts to others). The Pareto optimum is
premised on two value judgments: 1) individuals are the best judges of
their own welfare, 2) welfare of society is the sum of the welfare of the
individuals comprising it.

Pareto e ciency is very rare. Not in the least because markets do not
often function as the ideal model prescribes. As we will see below, there
are many reasons why market may (and will) fail. Within the economic
perspective sketched here, intervention in such failing market is warranted
to restore or create a proper market. In such cases, there will be winners
and losers. Pareto e ciency does not allow for a meaningful analysis of
such cases. In response to this, Nicholas Kaldor and John Hicks proposed
a bypass, Kaldor-Hicks e ciency. A policy intervention is Kaldor-Hicks
e cientif those that are made better o could hypothetically compensate
those that are made worse o and lead to a Pareto-improving outcome.
The compensation does not actually have to occur (there is no presump-
tion in favour of status-quo) and thus, a Kaldor-Hicks improvement can
in fact leave some people worse o .
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Price elasticity

The story so far has probably been intuitive to understand. We have
limited budgets and hence have to make choices about what to spend it
on. In principle consumption of a product or service increases if prices
for it go down and vice versa.

One thing to note is that the rate at which consumption rises or falls
is not the same for every product or service. Some goods are more
essential than others — think basic foodstu s compared with candy
— so their consumption tends to change less with price than that of
less essential ones. This is called price elasticity. Technically, the price
elasticity of demand measures the change in consumption of a product
relative to a change in its price. Goods and services have di erent levels
of elasticity. A good is perfectly elastic when its price elasticity is in nite,
meaning demand shifts substantially even with a minimal price change.
These are goods with ample substitutes — cookies, say: if one brand's
cookies go up in price, you simply switch to another. If price elasticity is
greater than 1, the good is elastic; if less than 1, inelastic. Inelastic goods
are hard to substitute. Petrol for your car is a good example: you can only
switch to an alternative by selling the car, which is why people drive only
a little less as prices rise — there is little alternative to simply paying
more. And if a good’s price elasticity is O (no price change produces any
change in demand), it is perfectly inelastic.*?

What if there is no market?

A second thing to note is that the market is not always where you would
expect it — cryptic as that sounds. Markets usually run on price as the
key signal of how much gets consumed. But what if the product —
or more often the service — is handed to you for free? Think Google
Search, Maps and YouTube, or social media like Facebook, TikTok and
WhatsApp. Why give these away? They are plainly expensive to build, run
and maintain. As the saying goes: if you don't pay for the service, you are
the product.

There is a market here, but a two-sided one, with the paying side kept
out of view. Most of these free services are funded by advertising, and

2 price elasticity is an important factor in the e ectiveness of regulatory interventions.

People’s behaviour can more easily be steered by prices when the products are more
elastic. Increasing taxes on tobacco, sugar, gas have relatively limited e ect because
they are inelastic (for di erent reasons).
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behind the screen producers compete for your attention — that is where
the real market sits. You pay in information: the platform collects, aggre-
gates, enriches, buys and sells what it knows about you, your behaviour
and your preferences, so that your attention becomes worth something
to the advertiser on the other side. The better your preferences match an
advertiser's product, the more they will pay the platform to put it in front
of you.

The consumer isn't always sovereign

A third thing to note is that the supply-and-demand model assumes
producers respond to consumer demand — that the consumer, in the
end, is sovereign. Inge Graef points out how hard that primacy isto nd
in markets dominated by big rms making take-it-or-leave-it o ers."* One
proposed remedy is to arm consumers with more and stronger rights
they can invoke against rms,* but the onus should not fall entirely on
consumers to act. Firms now know more about us than we know about
ourselves, so ‘empowerment’ can be hard to tell apart from the mere
appearance of being in control.

And manipulating consumer decisions does more than erode individual
freedom of choice; it can weaken competition itself. Rather than making
active choices that re ect their real preferences, consumers are nudged
into options the dominant rm has already laid out — letting that

rm pursue its own interests at the expense of consumers, who risk
exploitation, and of competition, which it now steers through its control
of demand.

The capitalist market has shown itself able to organise society and raise
welfare, but this section has also given us reasons not to let it decide
everything. Its main purpose, though, was to convey the power of the

Inge Graef, ‘Consumer Sovereignty and Competition Law: From Personalization to
Diversity’ (2021) 58 Common Market Law Review 471. 478.

Giuseppe Colangelo & Mariateresa Maggiolino, Fragile or Smart Consumers?
Suggestions for the US from the EU, TTLF Working Papers No. 36, Stanford-Vienna
Transatlantic Technology Law Forum (2018) 13-17, https:/law.stanford.edu/publi-
cations/no-36-fragile-or-smart-consumers-suggestions-for-the-us-from-the-eu/
accessed 23 July 2026. For a critical view, see Elettra Bietti, “Consent as a free
pass: Platform power and the limits of the informational turn” 40 Pace Law Review
(2020), 310-398.
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mechanism underlying contemporary western societies. Our analysis of
what warrants intervention has to take place against this backdrop.

7.3 Theories of Regulation

As we have seen in the previous section, we can distinguish between
explanatory or descriptive (or positive) theory and normative (or prescrip-
tive) theories. Within regulatory scholarship we nd both varieties. Some
theories are more descriptive, they provide an explanation (or a set of
hypotheses) about why regulation emerges, which actors contribute to
that emergence and typical patterns of interaction between regulatory
actors.”® Other theories also have prescriptive elements, meaning that
the theory proposes what should be done if certain conditions are met.
For instance, if a market failure occurs, such as a monopoly, then theory
prescribes that the monopoly should be addressed in order to restore or
create a functioning market that can then move to the best allocation of
scarce resources (economic e ciency). Within economics literature the
normative variant has a slightly more speci ¢ meaning. Here it means
investigating which type of regulation is the most e cient and optimal.*
It is called normative because there is usually an implicit assumption
thate cientregulation would also be desirable. For our purposes (being
wannabee regulators), we stick to the rst interpretation; if the condi-
tions described below are met (eg. we have a monopoly distorting the
market), then the regulator has a justi cation to intervene.

The prevailing theories of regulation can be divided in two major catego-
ries, public interest and private interest theories. Public interest theories
are premised on the notion that a regulator (typically the State) governs
the conduct of private actors, mainly through law (being a set of rules), in
view of collective goals to promote the general welfare of the community.
These theories hence rely on the regulator being able to determine what
is in the best interest of society and that the regulator actually pursues
these interests. These two assumptions are not (always) realistic. Main-
stream economic literature is generally critical of the public interest
theories of regulation. These theories are often thought to be ‘normative

5 Bronwen Morgan and Karen Yeung, An introduction to Regulation: Text and materials

(Cambridge University Press 2007) 16.

16. Den Hertog (n 9) 4.
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theories’ as positive analysis”, implying that the evaluative theoretical
and empirical analysis of markets has been used to explain actual regu-
latory institutions in practice. The public interests theories of regulation
are described as rationalizing existing regulations, ... According to some
other authors, there even is no such thing as public interest theories of
regulation or they are a misinterpretation and have lost validity.'®

Private interest theories take exactly this concern as their starting point.
On their view, the public interest is simply too complex and abstract for
people to picture, let alone act on. What really drives action lies much
closer to home: the particular interests of a person or a small group.
These private interests are far easier to pin down, and so they make a
more tangible basis for action. Now and then they happen to align with
the public interest — but that is the exception, not the rule. Private inter-
est theories are, above all, explanatory: they account for the regulation
we actually have.™

Public interest theories take as a starting point the availability of full
information, perfect enforcement and benevolent regulators.?® These
regulators employ regulation to govern individuals, rms and other
economic actors to protect and promote the public interest. This, for
one, relates to the best possible allocation of scarce resources. The public
interest is served when everyone in society (individuals and rms alike)
get the best deal on o er. This (primarily economic) perspective plac-
es economic e ciency in the foreground. The public interest, however,
is not only economic in nature. Economic welfare may be important
to individuals, but society and the individuals making up society also
value safety, equity, equality, consumer protection etc. These values can
be studied in economic terms and economic logic, but this may not be
the most productive way to analyse these ‘softer’ goals because they
are hard to capture in numbers that are needed for economic analysis.

Paul L. Joskow and Richard Schmalensee, Incentive Regulation for Electric Utilities,
(1986) 4(1) Yale Journal on Regulation.

Michael Hantke-Domas, The Public Interest Theory of Regulation: Non-Existence or
Misinterpretation, (2003) European Journal of Law and Economics, 165-194; P Hagg
and T Goran, Theories of the Economics of Regulation: A Survey of the Literature from
a European Perspective, (1997) European Journal of Law and Economics, 337-370.

For example Anthony | Ogus, Regulation: Legal Form and Economic Theory (Hart
Publishing 2004).

20. Den Hertog (n 9) 5; Morgan and Yeung (n 15) 18.
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Hence, part the public interest analysis and justi cation for regulatory
intervention relies on di erent logics and arguments.

Together these organise the rest of the section. Public-interest theories
come in two versions — the welfare-economic (7.3.1) and the broader
political (7.3.2); the private-interest theories follow (7.3.3); and a third
group, the institutionalist theories (7.3.4), ts neatly into neither camp.
We begin with the economic version, welfare economics.

7.3.1 Public-interest: welfare economic approaches

This family of approaches is rooted in the invisible hand introduced
above. In liberal democracies, the market is seen as the best way to
achieve optimal allocation of scarce resources. Although the basic
model of demand and supply as sketched in section 7.2.2 seems to
operate without a need for regulation, and a Pareto e cient outcome
is supposed to materialise over time, this is not entirely correct. There
has to be a minimum legal backdrop for the model to be able to
function — the de nition, allocation and assertion of individual property
rights and freedoms to contract.’* Furthermore, the guarantee of property
rights and any necessary enforcement of contract compliance can be
more e ciently organised collectively than individually and the costs
of market transactions are reduced by property and contract law. Thus,
legal institutions such as property, contract, tort/liability, are necessary
pre-conditions for markets to function in the rst place requiring regu-
latory intervention even in the simplistic supply/demand model (and
without most economists taking note).

Once there is a market, its optimal functioning is not guaranteed, and
this is where market failures come into view. The market works only if
consumers and producers make choices in their own best interest —
which requires that consumers have the information they need to judge
whether a transaction really is in their interest. Producers, though, may
try to distort that information to steer consumer decisions their way. The
price mechanism that spirals towards equilibrium depends on producers
adjusting prices to demand, but they may hold out for higher prices
than consumers are willing to pay, and so game the system. Competi-
tion between producers is a necessary condition for markets to reach
maximum welfare overall: if there is only one supplier, it has every incen-

2L svetozar Pejovich, Fundamentals of Economics: a Property Rights Approach, Dallas,

(Fisher Institute 1979); Den Hertog (n 9) 226.
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tive to raise prices when consumers really want the product — take it
or leave it. These are illustrations of some of the market failures that
can prevent a market from allocating resources optimally. Such failures
typically cannot be addressed by private regulation (contract, tort, and
the like), because of the signi cant enforcement costs for the individual
and the slow pace at which those instruments work. Government inter-
vention can help restore the conditions a competitive market needs. That
provides a justi cation for regulation across a broad class of situations:
market failure is a necessary—thoughinsu cient—economicjusti cation
for state or collective intervention.

Market failure 1: Monopoly and market power

The basic market model assumes multiple suppliers and multiple
consumers (polypoly). The repeated interactions of these over time will
produce the market equilibrium. But polypoly is not the only con gura-
tion of players in the market. Table 7.1 shows the various options.

buyers
sellers one few many
one bilateral monopoly restricted monopoly monopoly
few restricted monopsony  bilateral oligopoly oligopoly
many monopsony oligopsony polypoly

Table 7.1. Taxonomy of market structures’?

Monopolies

In this section we begin with monopoly, the case of one seller/supplier
and many buyers. Here the supplier has the leverage to set prices, rather
than merely respond to how competitors move theirs in response to
demand. In a polypoly there is downward pressure on prices, because
consumers tend to go for the lowest price — for a given quality or other
relevant factor. In a monopoly the equilibrium settles at a higher price
than under polypoly, because there is no rival supplier that can win a
larger share by undercutting it slightly and so attracting more buyers.
Raising the price will (generally) mean fewer sales, thanks to price
elasticity, but the lost volume can be made up by the higher price per
unit. The e ects of monopoly, compared with perfect competition, are
reduced output, higher prices, and a transfer of income from consumers

22 Martin Kolmar, Principles of Microeconomics: An Integrative Approach (Springer Interna-

tional Publishing 2022) 53.
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to producers.?> Monopoly pricing is likely to arise and persist when three
conditions hold:

e Asingle seller occupies the entire market;

e The product sold is unique in the sense that there is no substitute
su ciently closer for consumers to turn to;

e Substantial barriers restrict entry by other rms into the industry, and
exitisdi cult.?*

From a welfare economics perspective, monopolies are sub-optimal and
warrant (state) intervention. One approach is to use competition or anti-
trust law. Classic examples of private monopolies that were addressed
by regulatory action (in the US) are the American Telephone & Tele-
graph (AT&T) company and Standard Oil cases. In the Standard Oil
case, (a 1911 Supreme Court ruling)®, the company was devolved into
43 independent companies. In the case of AT&T, unlike Standard Oil,
the AT&T breakup was a consent decree, not a court-imposed judgment
the companies was split up by the regulator into smaller companies (the
Baby Bells).?

More recently the European Commission has gone after Big Tech. In
2017 it ned Google €2.42 billion for abusing its search dominance to
prop up its own comparison-shopping service.?’ The mechanism was
simple enough: Google gave its own shopping results pride of place at
the top and quietly demoted rivals — the best-placed competitor limped
in, on average, on page four, where almost nobody looks. Tra ¢ owed
to Google’s service and drained from everyone else’s. The Commission
ordered Google to rank rivals’ listings by the same rules as its own.

The Dutch consumer organisation Consumentenbond in July 2024
reported that Dutch consumers pay too much for their internet access.?®

2 Robert Baldwin, Martin Cave, and Martin Lodge, Understanding Regulation: Theory,

Strategy, and Practice (Oxford University Press 2011) 16.
24, :
Ibid.
. Standard Oil Co. of New Jersey v. United States, 221 U.S. 1
26. United States v. American Telephone & Telegraph Co., 552 F. Supp. 131 (D.D.C. 1982).
2 https://competition-policy.ec.europa.eu/sectors/ict/cases_en accessed 21 July 2026.
2. https://www.consumentenbond.nl/internet/al-jaren-te-hoge-internetprijzen-door-
gebrek-aan-concurrentie accessed 21 July 2026.
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Citing an EU wide study?® commissioned by the European Commission
and their own research, they claim that the price for internet access of
the major providers on the Dutch market are almost the same. KPN and
Ziggo serve over 75% of the Dutch market and can operate as an oligopoly
(resembling a monopoly) and maintain prices or even increase prices
compared with a competitive market.

Many people can switch providers but switching is burdensome, in
other words, there are signi cant transaction costs (time, installation
fees, losing one’s email address etc). Not everyone can switch to other
providers due to unavailability of competitors’ network infrastructures
(particularly in the case of optic bre networks), further preventing proper
competition. The Consumentenbond urges the Consumer protection
authority ACM to intervene and regulate prices.

Natural monopolies

Monopolies are not always bad for society. In some cases, the economies
of scale are so signi cant that the market can be served for lower overall
costs by single rm. This is typically the case in capital intense sectors,
such as infrastructure. Having multiple railways next to each other in
order to have competition will likely be more expensive than having a
single railroad. The same applies to the electricity network (the Grid). In
these cases it is more e cient to give one rm a monopoly — subject to
regulation of aspects such as prices and access to the infrastructure —
that addresses the negative e ects of a monopoly. These monopolies are
called natural monopolies.

Note that with infrastructure it is often unnecessary to have multiple
copies of the network to create a competitive market for consumers.
The market can instead be created on the network itself. Railways can be
shared by several railway companies, the electricity grid by di erent elec-
tricity providers and distributors, and the bre-optic cables by di erent
service providers. The regulation governing natural monopolies is instru-
mental in creating such markets. Another approach is to put the natural
monopoly under state control, thus creating a state monopoly. State
monopolies have long been common in Europe — think of the Dutch

29 https://digital-strategy.ec.europa.eu/en/library/mobile-and- xed-broadband-prices-

europe-2022 accessed 21 July 2026. The study shows the Netherlands to be one of the
most expensive countries for internet access (together with Belgium and Portugal).
Dutch users pay 30€ on average per month for internet access, around 10€ more
expensive than the EU average.
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National Railways (NS), Deutsche Bundesbahn (DB).*° Many of these
have been privatised in the 80s and 90s.

The creation of natural monopolies often occurs naturally (hence the
name) as it becomes apparent that a single rm can supply the total
output of the industry more cheaply than more than one rm can do.
Typically this happens when the xed costs (those are the costs that
have to be made irrespective of demand) are high relative to demand.
Building an electricity plant and power cables, for instance, is both cost-
ly and necessary even before the rst customer is being served. These
high initial costs typically constitute a high proportion of the total costs
of supply. After these initial costs, the average costs of additional units
declines as more are produced.*

Market failure 2: Public goods and the commons

A taxonomy of goods

It is easy to see how markets for goods (products and services) can work.
The seller/producer o ers a product, say a bike, on such market and the
consumer has a choice to buy the item at the provided price point or
try to bargain the price to their desired level. Because of competition in
the market, consumers and producers will move towards the level where
production is optimal. However, one’s willingness to pay largely depends
on the level of control obtained by the purchase. If | can exclude others
from using my bike, owning it is worthwhile because | can ride when-
ever | want. Goods of this kind are called private goods, and they are
relatively easy to produce and distribute through markets. Because only
one person can use such a good at a time, and others can be shut out
of it, each exchange is a clean two-party a air that market prices coor-
dinate e ciently — giving producers the incentive to make and trade
the goods. And as long as keeping non-owners out costs little, nothing
stands in the way of a market forming.*

Some products and services are non-excludable: the producer cannot
easily stop people from using them without paying. A classic example
is national defence. Whether or not one pays taxes in the Netherlands

30- The Deutsche Bundesbahn merged with the DDR Deutsche Reichsbahn into the

Aktiengesellschaft Deutsche Bahn AG (DB) after re-uni cation of Germany in 1994/3.
Anthony Ogus Regulation: Legal Form and Economic Theory (Hart Publishing 2004) 31.
Kolmar (n 22) 6.

3L
32.
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— a visiting tourist, say, does not — the Dutch army protects everyone
within the country. Once such a good is produced, people can free-ride
on others' willingness to pay for it. And that is precisely why producers
are reluctant to supply it: once it exists, free-riding takes over and paying
demand collapses.

Another characteristic that is di cult to incorporate into markets is the
non-rival®® nature of certain goods. Consumption of a non-rival product/
service by one does not leave less for others to consume/use. Example
of non-rivalrous goods are street lighting, lighthouses and radio and
television signals.

Based on the concepts of rivalry and excludability we can distinguish
four types of goods as shown in table 7.2. The four types have di erent
characteristics that a ect whether a market is even possible and give rise
to di erent issues from a societal and welfare optimization perspective.

rivalrous non-rivalrous
excludable Private goods Club goods
non-excludable Common pool resources Public goods

Table 7.2. The classical taxonomy of goods

Public goods are both non-excludable and non-rival. They earn the name
because their bene ts are shared by the public as a whole, or by some
group within it — national defence and street lighting, from the examples
above, are clear cases. And the market generally cannot provide them.

The trouble is twofold: free-riding, and the di culty of ever pinning
down what people are willing to pay. Once a public good exists, no one
can be shut out of it, so each consumer is tempted to ride on everyone
else's willingness to pay. To set the right quantity you would need to
know, from every consumer, what an extra increment is worth to them
— the aggregate willingness to pay for marginal units, weighed against
the marginal cost of supplying them. But ask people directly and they
answer strategically: they overstate their willingness to pay when their
answer carries no bill (talk is cheap), and understate it when the answer
decides what they will be charged (why volunteer to pay more?). Either

B RA. Musgrave, Fiscal Systems (Yale University Press 1969).



Says who?

way, since they cannot be excluded, the safe move is to plead modest
need and hitch a ride on others.

So a market will not produce public goods in the right quantities, if it
produces them at all. Government regulation steps in to set the quantity
and to enforce payment. And the point reaches well beyond the pure
cases: education, health care, parks and roads all have a public-good
dimension, and here too regulation can, at least in principle, push
resources towards more e cient use.*

Government can step in either by producing the good by publicly owned
suppliers, or by providing the necessary funding and decide on quality
and quantity of the good to then have it produced by a private entity.
The former route was taken in the Netherlands with, for instance, the
National Railroads (NS), the State owned Post, Telegraph and Telephone
company (Staatsbedrijf der Posterijen, Telegra e en Telefonie), state
owned electricity works and distribution networks. Many of these were
devolved into private enterprises in the 1980s and 1990s.

Pure public goods are rare, national security being a prime example.
Impure public goods have only some public-good dimensions. These
may be produced by the market, but without regulatory intervention
market failure is likely. Education and training are examples.® Students
who receive education clearly bene t as individuals, and so could and
should be asked to pay for it: their willingness to pay should re ect the
value they derive from it, and their own market value rises accordingly.
But society bene ts too — not only from a better-trained workforce, but
because education can encourage socially responsible behaviour (I am
talking to you here) and political stability through a more informed elec-
torate. Even foreign students who stay only brie y bring bene ts, paying
rent, buying groceries and taking on small jobs to support themselves.
If the costs of education were borne entirely by its primary bene ciaries,
the price producers could charge would not re ect its true social value,
and there would be underproduction.®® The correction for this market
failure is to subsidise producers (schools, universities and the like) to
account for the social bene ts that education and training bring.

%% Den Hertog (n 2) 230.

8- Ogus (n 31) 34.
Ibid.
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Next to private and public goods we also need to distinguish club goods
and common goods.

Club goods Club goods, as the name suggests, come with some barrier
to entry — a membership fee. Once you are past it, the good is non-
rivalrous: your enjoyment of it does not diminish mine. Live music and
sports events, Pay TV, toll roads, university lectures — all charge some
form of entrance fee. Here the market can, in principle, allocate e ciently,
since raising or lowering the fee moves demand. Supply is the harder
part: the stadium has a xed capacity, and the university's sta can only
teach so many students at once. Many club goods, in other words, are
capacity-constrained — though some can expand.

One way to escape the capacity limit is to go digital. Broadcasting a
match or a concert, or selling recorded music through Spotify, stretches
the reach of a club good until, at the limit, anyone with an internet
connection can have it — a huge pro t opportunity. But every distribu-
tion channel carries its own enforcement costs, as the music industry
discovered the hard way in the early internet years, when illegal down-
loads were almost impossible to stop. Digital goods thus hover between
club good and public good.

Roads make a nice case of the barrier shifting. Access to most roads in
most countries is free, paid for out of taxes, largely because charging
for road use — and building and maintaining the technology to enforce
it — has been expensive. As long as there is no congestion, a road
network throws o large positive externalities by facilitating trade: Paris,
famously, boomed after Baron Haussmann abolished its bridge tolls in
the nineteenth century. Once tra c¢ clogs, though, those gains are swal-
lowed by the negative externalities of congestion. The current move to
(re)introduce tolls on motorways, bridges and major roads is partly a
response to those congestion costs — and partly a matter of cheaper
enforcement technology bringing the transaction costs of charging down
far enough to make it worthwhile.*’

Common goods, or common-pool resources (CPRs), are non-excludable
but rivalrous, or subtractable. Some goods have qualities that make
exclusion very costly: migratory species like sh and birds, or oxygen.
Fish and birds go wherever they please and, unlike cattle, are hard to pin

3. Kolmar (n 22) 149.



Says who? 279

down with property rights — you can fence cattle in and brand them to
enforce your ownership and keep others out, but you cannot do that with
a migrating shoal or ock. Put the value of the good together with its
rivalry (the sh | catch, you cannot) and its non-excludability, and over-
exploitation is the usual result. It is in no one's immediate interest to
hold back while there still seems to be plenty, so the seas get over shed
to the brink of extinction, common grazing land is eroded by overgrazing,
and so on. This depletion of spaces open to all and owned by none is the
tragedy of the commons.*®

Unresolved commons problems have brought down whole societies. Jared
Diamond's roll-call includes the Greenland Norse, Easter Island, the Poly-
nesians of Pitcairn, the Anasazi of the American southwest and the Maya
of Central America. A collapse is never down to one thing, of course, but
the overexploitation of natural resources plays a prominent part.*

Markets are absent, or work badly, for common goods, so intervention
may be needed to prevent overexploitation — and, in fact, well-run
systems of resource and ecosystem management often do better than
markets.’? That points to something essential about CPRs: they are
system resources, whole resource exosystems of interrelated, inter-
dependent parts. A shery, for instance, has a two-fold structure — the
stock (the pond and the sh population living in it) and the ow of bene-
ts the stock yields (the individual sh you catch).*

More recent neo-classical economics recognises that the neat binaries
— excludable/non-excludable, rival/non-rival — are inadequate. For one,
"subtractability" captures rivalry better: one person's use of the resource
lowers the amount left for everyone else. For another, it is more accurate
to treat both dimensions as sliding scales than as on/o switches, since
very few goods sit at the pure extremes. So "rivalry of consumption™ gave
way to "subtractability of use", and both subtractability and excludability
came to be measured from low to high rather than as a binary 1 or O.
A further re nement sometimes replaces “public good" with "common-

38.
39.
40.
41.

Garrett Hardin, The Tragedy of the Commons (1968) 162 Science 1243-1248.

Kolmar (n 22) 146.
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Nadya Purtova and Gijs Van Maanen, ‘Data as an Economic Good, Data as a
Commons, and Data Governance’ (2024) 16(1) Law, Innovation and Technology 11
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Complex Economic Systems’ (2010) 100 American Economic Review 645.
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pool resource". | introduced the older terminology rst because you will
still meet it in much of the literature.

This brings us to table 7.3.

Di culty of excluding bene ciaries Subtractability of use

low high
low Club goods Private goods
high Public goods Public Goods

(Common-pool resources)

Table 7.3. The neo-classical taxonomy of goods

Data as a good

In the analysis above, | have talked mostly about tangible goods, such
as bikes, sh and railroads. That is all very nice, but many contemporary
innovations relate to intangibles, information, data, and knowledge.
Thinks of the EU General Data Protection Regulation, and more recently
the Data Governance Act, the Digital Markets Act, and the proposal for
a European Health Data Space. How does data in these regulations t
into the economics framework developed above? Are data public goods,
public goods, or what?

First | need to get clear what | mean with information, data, knowledge.
The economics analysis above pertains to goods. In economics, goods
are generally understood as to stand for ‘all desirable things, or things
that satisfy human wants, both material and immaterial’. This does
not exclude data. For data, information and knowledge, | follow Nadya
Purtova and Gijs van Maanen’s interpretation.*? Data is understood as a
digital representation of information.

Information is more complex and in literature semantic and syntactic
approaches can be distinguished. In the semantic approach, information
is contingent on the presence of meaning. This makes information relative
and depending on understanding by sender and recipient. As | write this,
“2-1, we're out” has meaning to many Dutch people (The Orange team
lost 2-1 from England in the semi nals of the European Football cham-
pionship), but for many others this may be a meaningless sequence of
14 symbols. Within the semantic school, ‘information is [seen as] data +

42 purtova and van Maanen (n 41) 5-8.



Says who?

meaning’ by many. In the syntactic approach, whether information has
meaning is irrelevant. Information here is “the statistical probability of
a sign or signal being selected from a given set of signs”. The statement
above (2-1, we're out) is information because these symbols come from
the Latin symbol set.

Purtova and van Maanen adopt a third, functional approach, which
de nes information not by what it is but by what it does. On this view
— a trichotomy they take from Floridi — information bears on reality
in three compatible ways: it can be information about reality (semantic
information), information as reality (patterns of physical signals, such as
DNA or a ngerprint), or information for reality (instructions — genetic
code, an algorithm, an order, a recipe).*®

Knowledge, nally is the accumulation and integration of information
received and processed by a recipient.

Thethree notions canbe seenaspartofahierarchy: ‘dataas ‘know-nothing’,
information as ‘know-what’, knowledge as ‘know-how’, and [...] wisdom

as ‘know-why’.**

Focusing on data, the question now becomes, if we consider this to be a
good, then what kind of good is it?

There seems to be broad agreement in economics that data — and
information more generally — is non-rival: it can be used over and over
without being used up. It is also non-subtractable, since its quantity and
quality do not usually degrade with use. Less clear is whether data is
excludable. Some economists point out that the cost of (re)producing
information is so low, and the cost of excluding others so high, that data
ought to count as a public good. But data always sits on some medium
— a hard disk, a computer, and even "the cloud" is ultimately hardware
— so it seems plausible that access can be controlled, through encryp-
tion, passwords and the like. On that view data is a club good, which is
the prevailing position in economics today.

4 Luciano Floridi, The philosophy of information (Oxford University Press 2011), 30, cited

inn4l.

44 M Zeleny, cited in (n 41) 8.
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The surveillance-capitalism school o ers an important challenge to it.
Treating data as a club good considers data in isolation from its context
— where it comes from, and what its extraction and processing do to
society. Data is a by-product of human activities and environments that
are ever more mediated and captured by digital technologies; and once
harvested, it feeds back to shape those same activities and environ-
ments, through nudging, algorithmic decision-making and other forms
of algorithmic governance.”® The traditional economic view has no room
for this.

Seen as a club good, data is a productive lens if your aim is to secure data
of su cient quality and quantity: it treats data as an economic resource
around which governance schemes can be built to reward its produc-
tion. Where there is money to be made from producing data others can
be shut out of, it will be produced. Google has amassed extraordinary
insight into who its users are and what they want, and will not share it
unless regulation forces its hand.

But the economic-resource framing has a serious limitation once your
objective is something other than the production or availability of data.
Trying to solve a societal problem — even a data-related one — with the
economic-goods analysis is bound to miss, because that analysis is built
to deliver only one kind of answer: more data, or more available data. If
you want to use the economic-goods frame to secure privacy, democracy
or some other "good" (economics de nes "good" broadly), you rst have
to rede ne what the good actually is.*®

That brings us to a third view: data as a common good. It runs through
the ourishing data commons scholarship, much of which builds on
Elinor Ostrom's framework for the sustainable management of common-
pool resources.*’

This is not the place for the full debate, but one strand applies the CPR
framework directly to personal data. Priscilla Regan argued that person-
al information — the US counterpart to the EU's "personal data” — is a

common-pool resource on three counts: it is available to more than one
4. Shoshana zubo , ‘Big Other: Surveillance Capitalism and the Prospects of an Infor-
mation Civilization’ (2015) 30 Journal of Information Technology 75 https://doi.
org/10.1057/jit.2015.5 accessed 21 July 2026.

Purtova and van Maanen (n 41) 17.

Elinor Ostrom (n 41).
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person; it is hard to exclude people from; and it is subject to degradation
through overuse.”® The ow of personal data is valuable to many, but
it degrades as it is used: the information grows incomplete, inaccurate
or outdated as data subjects come to resent or distrust a market in the
secondary use of their information and withdraw from it. One appropria-
tor's use can strip the data of value for another.*°

Writing in 2002, Regan predicted that people would resist hostile data
practices and pull out of data markets. That plainly did not happen —
the markets never adapted to the forecast; instead, stricter regulation
arrived to curb the practices consumers found unfavourable. Does that
mean data is not a common-pool resource? No. On Purtova and van
Maanen's reading, the CPR analysis shows that data itself should not
be the focus; it has to be approached ecologically — people, platforms
and data together. The main lesson of the data-commons literature,
they argue, is that the problems we habitually call "data problems" are
complex, driven by many variables, and rarely soluble by governing the
data alone. The rst step, before any governance strategy, is to de ne the
problem and the objective — which is seldom "how do we govern the
data?" but some broader societal goal. Only then can you decide where
to aim, by mapping the ecological makeup of the situation and asking
which elements really matter. Data may be one of them; often others will
matter just as much, or more.*°

Market failure 3: Externalities

The ideal economic model at the centre of this chapter assumes perfect
information, and that all the costs of producing a good are captured in
the price it fetches on the market. Consumers can then decide rationally
whether to buy it or look for an alternative. But producers can, knowing-
ly or not, keep some (societal) costs outside their own cost structure
and so o er the product below its true cost, distorting the ideal market.
Disposing of production waste responsibly is almost always dearer than
sending the truck out at midnight to dump it in nature.”* The waste has
to be dealt with either way — by a proper recycling rm, or by someone

48 Priscilla Regan, ‘Privacy as a Common Good in a Digital World’ (2002) Information,

Communication & Society 382-405.

Purtova and van Maanen (n 41) 18.
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drugsafval/ accessed 23 July 2026.
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later clearing it up — and that costs money: in the rst case the produc-
er bears it, in the second it falls on society, through taxes. The upshot is
that the responsible producer carries higher costs than the dumper, who
thereby gains an advantage in the market. In other words, the market
fails to reckon with all the external bene ts and costs — the externalities.

Simple externalities abound, especially in the sharing economy. In its early
days Uber could undercut what is basically an ordinary taxi service because
its drivers were uninsured and unlicensed, and because Uber owned no
vehicles and so carried no maintenance costs — those were the private
drivers' risk to bear. Airbnb, likewise, can o er rooms more cheaply than
hotels and other traditional hospitality because it externalises all manner
of costs, insurance and maintenance among them.

Not all externalities are negative. Johnathan Alley's study of Uber in New
York found a string of positive spillovers: cheaper rides, better use of
existing cars, fresh capital owing in — an estimated $600 million a year
in new wages — and, because people took an Uber rather than their own
car, less congestion.”

Another positive externality is that ridesharing appears to reduce alco-
hol-related road deaths in the US: "Overall, our results imply that
ridesharing has decreased US alcohol-related tra c fatalities by 6.1%
and reduced total US tra c fatalities by 4.0%. Based on conventional
estimates of the value of statistical life the annual life-saving bene ts
range from $2.3 to $5.4 billion."*

Clear examples of externalities are pollution, congestion, litter, anti-so-
cial behaviour, global warming, and crime. The aviation industry is a
sector that thrives due to negative externalities made possible because
it, by and large, is exempt from paying taxes on aviation fuel. This gives it

an economic advantage over other means of transport, while contribut-
52 ik Alley, 'The Impact of Uber Technologies on the New York City Transportation Industry"
(Finance Undergraduate Honors Thesis, University of Arkansas 2016) https:/
scholarworks.uark.edu/ nnuht/31 accessed 23 July 2026, quoted in Z Jing and
others, 'Externalization of the Sharing Economy: Case Studies of Companies in the
US, China, and Canada' in H Mallick and others (eds), Proceedings of ICEMCI 2022
(Advances in Economics, Business and Management Research, vol 231, Atlantis Press
2023) 430-442

Michael L Anderson and Lucas W Davis, ‘Uber and Alcohol-Related Tra c¢ Fatali-
ties’ (2021) NBER Working Paper Series 29071 http:/www.nber.org/papers/w29071
accessed 31 July 2026.
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ing signi cantly to global warming.** The societal costs of compensating
for these phenomena are higher than the price paid for by the individual.

The market does not function properly when externalities are at play
because part of the real costs have to borne outside of the speci ¢
market. One way to mitigate this issue is by implementing regulation, for
instance by forcing polluters to internalise costs (“the polluter-pay prin-
ciple™) through imposing environmental standards or taxing discharges.

Pollution has direct e ects, which are usually calculable, but also
long-term risks and costs that are much harder to pin down. Forever
chemicals (PFAS), for instance, will be with us for generations; their full
harm may not yet be visible, and the bill for dealing with them may fall
far in the future. That leaves the regulator with a hard question: what to
do, and how to do it fairly.

Ogus, in his well-known account of market failures, uses a simple exam-
ple to show how tangled externalities can get.® Suppose a badly built
road bridge has to close for two weeks of repairs. Tra c is diverted
through a quiet village, to the annoyance of its residents; the congestion
delays road users, costing them time and productivity; and businesses
by the bridge — a petrol station, say — lose trade for the fortnight. At rst
glance this looks like a neat set of externalities crying out for correction.
Look closer, though, and it is murkier: the petrol station loses custom
now, but may do far better later, once the tra c returns to a much-im-
proved bridge.

Ogus draws out four reasons to be wary of leaping to regulatory compensa-
tion. First, the party bearing the cost may already have been compensated
for it indirectly, whether beforehand or after the fact — as with the petrol
station. Second, we tend to picture an externality as something one person
or rm simply in icts on another, when in truth the causation is subtler,
and the policy implications correspondingly messier. Third, it makes no
economic sense to try to stamp out "pecuniary" externalities. Here Ogus
draws a distinction worth holding onto: a technological externality is a
harmful (or bene cial)e ectonsomeone's productive activity or wellbeing

% see for instance https://cedelft.eu/wp-content/uploads/sites/2/2021/04/7540 _

report_def.pdf accessed 23 July 2026.
Ogus (n 31) 35.
% |bid 37-38.
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that ows directly from another's behaviour, and it does misallocate
resources; a pecuniary externality is a pure change in nancial value that
lands on a third party through the ordinary play of market forces — a
shift in technology or consumer taste that alters the demand they face
— and it adds nothing to social costs.

An example makes the distinction concrete. Alf records and sells tapes
in his studio. His neighbour Celia, who makes widgets, installs new
machinery that lifts her output but is very noisy, so Alf has to sound-
proof his studio. Meanwhile Bert markets a new recording device; some
of Alf's competitors buy it, undercut him, and his sales collapse — so
Alf buys one too, to cut his own costs. Celia's noise is a technological
externality: it raises social costs. Bert's device, though it hurts Alf, is
a pecuniary one — it adds nothing to society's costs; it simply moves
resources to a more valuable use.

And fourth, there are transaction costs to reckon with. An externality may
indeed cause a misallocation, but the administrative and other costs
of putting it right can outweigh whatever social bene t the correction
would bring.

Market failure 4: Information deficits and bounded rationality

The nal group of market failures we will consider again concerns aws in
how consumers perceive the true nature of the products on the market.
With externalities, consumers are unaware of a product's true cost
because of "manipulation™ by producers. The issue here is that producers
may distort the picture consumers have of a product's other qualities, not
just its price. The two assumptions underlying the market model — that
decision-makers (consumers) have adequate information about the alter-
natives available, including the consequences of their choice, and that they
can process that information — are not met. If the available information
distorts the true nature of products, or is so opaque or complicated that
consumers cannot really decide rationally, that may be a reason for the
regulator to step in and correct the market by imposing information obli-
gations on producers.

The opportunities for producers to work the information market to their
advantage are ample, and the potential returns signi cant, so it is no
wonder that examples of information de cits — and regulatory e orts
to curb them — are easy to nd. As | write this chapter, the Netherlands
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Food and Consumer Product Safety Authority (NVWA) has issued a
report nding that some products branded as wholemeal — appealing
to shoppers after "healthy" options — are in fact nothing of the sort, and
their producers will have to change the labelling.”’

Online, there are dark patterns (or deceptive patterns): tricks in websites
and apps that get you to do things you did not mean to, like buying or
signing up for something.”® Complicated or misleading wording that
nudges you into an action, or familiar colours used to suggest an option
is unavailable (a greyed-out button) or safe (a green button to accept
cookies, red to "learn more" about them), are two everyday examples.

Privacy policies and terms of service belong here too. Privacy policies are
deliberately long and hard to read, to discourage anyone from actually
reading them: the information is there, but processing it is made painful
on purpose. As a Washington Post headline put it in 2022, "I tried to
read all my app privacy policies. It was 1 million words."*® Spending the
time to read the lot is hardly the rational choice.

Information is a valuable source for producers to distinguish themselves
from competitors in the market — exactly what advertising is supposed to
do. On the other hand, the internet (and especially search engines) have
made it possible for consumers to obtain a wealth of information about
products on the market. But there still are considerable costs involved in
actually gaining this information (as in the privacy policy case). Ogus lists
a number of factors that limit the useful production and consumption of
information. First, due to the public good characteristics of information,
low subtractability, di culty to exclude consumption, there will be under
production. It is not immediately in the interest of the producer to be
fully open if it is di cult for consumers to gain information from other
producers. Second, sellers can create arti cial product di erentiations
where buyers are led to believe the products have special characteristics
that either do not exist, or are materially irrelevant in view of consump-
tion. Third, sellers can provide false or misleading information about
the product (e.g. wholemeal) to attract certain types of customers.

Fourth, sellers may only provide positive information about the prod-
o7 https:/www.openbare-inspectieresultaten.nvwa.nl/productonderzoeken/volkorenpro-
ducten accessed 23 July 2026.

See for instance https:/www.deceptive.design accessed 21 July 2026.
https:/www.washingtonpost.com/technology/2022/05/31/abolish-privacy-policies/
accessed 21 July 2026.
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uct and withhold negative information (eg the new fruit bar is super
yummi, (unfortunately eating it will make you fat)). Fifth, consumers
understand price as a factor, but information about quality is much harder
to process. A nal point to make is that we know from behavioural
economics and science that people are not fully rational, but rather are
satis cers®®, they search for the most satisfactory solution among the
limited perceived alternatives.

The market for lemons

George Akerlof studied information asymmetry in his seminal paper "The
Market for Lemons: Quality Uncertainty and the Market Mechanism"®",
using the used-car market as his example. The trouble is quality uncer-
tainty. A used car may be a "peach"” or a "lemon" depending on things
a buyer cannot easily check — the previous owner's driving, how well it
was maintained, its accident history — most of which are literally under
the bonnet. Unable to tell peach from lemon, the buyer assumes average
quality and will pay only the price of an average car. But that price is too
low for the owner of a genuinely good, well-kept car, who therefore keeps
it o the market. As the peaches withdraw, average quality falls, buyers
lower their expectations further, and still more good-car owners decide
not to sell. The result is a downward spiral.

Information asymmetry gives us two more notions for the toolkit: adverse
selection and moral hazard. Adverse selection arises when a party
cannot tell apart options with di erent costs or risks and so chooses
on the basis of the average — the used-car case again. It cuts both
ways: an insurer that cannot separate good risks from bad ends up
pricing premiums o the pool's average. Moral hazard arises when an
actor takes on more risk because it does not bear the full cost — the
risky behaviour goes unmonitored and unpriced, the losses are covered,
and so more of it follows. Insurers try to close the gap by learning more
about their customers, increasingly through data and sensors: a "black
box" tted in the car tells them how a driver actually behaves. These are
sold as a way to earn a lower premium — itself a small exercise in asym-
metry, since it advertises only the upside — but the real e ect may be

60 Herbert A. Simon, “Rational Choice and the Structure of the Environment”, (1956)
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George A. Akerlof, “The Market for ‘Lemons’: Quality Uncertainty and the Market
Mechanism”. (1970) 84(3) Quarterly Journal of Economics 488-500.

61.



Says who?

better driving, which suits the insurer, the driver and society alike. The
privacy implications | leave aside here.

One way of coping with the aws in information provision to consum-
ers is to mandate producers to disclose certain information. The NVWA
case above is one example. | will return to this regulatory modality in
chapter 9 (section 9.3.4).

Market failure 5: Windfall profits
A nal problem in market economies that may call for state intervention
is the so-called windfall pro t. A windfall pro t occurs when a supplier
nds a source of supply far cheaper than what the market o ers, so that
the equilibrium no longer re ects a "negotiation™ over price between
suppliers and consumers that takes the marginal cost of production into
account. Instead, thanks to a lucky turn of events, production becomes
much cheaper while the price at which the product sells stays the same.
The obvious recent example is the surge in crude oil and gas prices after
Russia's invasion of Ukraine in 2022, which created a sudden shortage
and drove up consumer prices for petrol, gas and electricity.

Since many power plants are gas- red, the reduced supply of natural
gas pushed electricity prices up. Wholesale electricity prices vary across
Member States, re ecting di erent levels of dependence on gas imports
and of interconnection with neighbouring countries. This upsurge sharply
raised rms' input costs and households' energy bills.

For some companies, the price surge came as an opportunity. Many energy

rms saw their pro ts and share prices rise, earning rents from the
higher prices of coal, oil and natural gas — substantial windfall pro ts
across the sector. Windfall pro ts are pro ts that do not stem from a

rm's own deliberate actions but from unforeseen external shifts in
market conditions, shifts that could not have been anticipated when
the original investment was made. The gains went mainly to fossil-fuel
extractors, but pro ts also rose for oil re neries and for electricity gene-
rators that burn neither gas nor 0il.%?

To address such excess pro ts, which a ect society at large, windfall
taxes are often introduced. In the UK, for instance, a 25% Energy Pro ts

62 https://www.europarl.europa.eu/RegData/etudes/STUD/2023/740076/1POL_
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Levy (EPL) was introduced in May 2022 and rose to 35% in January 2023;
the government has said it will end if oil and gas prices stay below a
certain level for six months.®*

A neat illustration surfaced on the Bitcoin blockchain in late 2023.%*
A protocol called Ordinals let users stash NFT-like “inscriptions” on
the chain; over a single weekend more than a million of them ooded
the network, jamming it with hundreds of thousands of uncon rmed
transactions and driving the average fee from a dollar or two to over
$37. Bitcoin’s miners pocketed the windfall. Core developers were less
delighted — one called the inscriptions spam exploiting a loophole —
which is rather the point: an unexpected side e ect handing a windfall to
some players while gumming up the system for everyone else.

In sum: market failure as a rationale

The preceding discussions on market failures t within a micro-econom-
ic perspective of society. The mantra of which is if left to its own devices,
the market will provide maximum general welfare. The market failures
reveal that this certainly is not always the case. Within an economics,
or law & economics perspective, market failures are reasons for govern-
ment intervention to restore the market and then leave it its own devices.
Regulation in this view is very instrumental. It serves the purpose of
restoring or creating a market. Once the market is restored, justi cation
for intervention diminishes.

A few nal notes on market failure as a justi cation for state and collec-
tive intervention. First, although (some of) the market-failure examples
sketched above seem plausible and simple, the practice is a lot more
complex. Many of the examples used in economic textbooks are, in fact,
wrong: they are sometimes presented as ndings of economic research
when they were merely assumed, not established.®®

Second, market failure may produce a suboptimal distribution of welfare,
but the interventions meant to correct it are themselves costly and so
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a ect economic welfare in turn. Taking these e ects into account in
economic analysis led to the notions of "government failure" and "New
Institutional Economics™. This is not the place to enter those newer
approaches, but I return to regulatory failure in chapter 10.

Third, the idea that markets and consumer preferences settle into an
equilibrium presents the market as a neutral model. Cass Sunstein
and others have convincingly shown that it is not. "The satisfaction of
private preferences, from which market-based arguments often derive",
he writes, "is an utterly implausible conception of liberty or autonomy".*’
The traditional economic approach, he argues, treats all consumer
preferences as xed and given from outside. In reality, preferences are a
product of the information available, of existing consumption patterns,
of social pressure, and of legal rules. Individual freedom cannot, then,
lie exclusively or by de nition in the satisfaction of preferences; many
preferences are not free choices at all but heavily shaped by external
factors. As Sunstein puts it, it "is incorrect to claim that something
called the market, or respect for private arrangements, embodies govern-
mental ‘neutrality™. Private preferences are "partly a product of available
opportunities, which are a function of legal rules": "the allocation of rights
and entitlements will have a profound e ect on, and indeed help consti-
tute, the distribution of wealth and the content of private preferences". So
"whether someone has a preference for a commaodity, a right, or anything
else is in part a function of whether the legal system has allocated it to him

inthe rstinstance".%®

| end this section with a quote by Amartya Sen illustrating the limits of
the homo economicus as a decision maker producing maximum welfare
by criticising within it:

the assumption that when asked a question, the individual gives
that answer which will maximize his personal gain. How good is this
assumption? | doubt that in general it is very good (‘Where is the
railway station?’ he asks me. ‘There’ | say, pointing at the post o ce,
‘and would you please post this letter for me on the way?’ ‘Yes’, he

67 Cass Sunstein, Legal Interference with Private Preferences, (1986) 53 University of
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says, determined to open the envelope and check whether it contains
something valuable.)®°

7.3.2 Political approaches

Despite the market failures discussed in the previous section, the idea
of markets may seem appealing. On the other hand, the discussion of
externalities already showed that such a micro (economics) perspective
may miss relevant (other) considerations.

Microeconomics studies the decisions of individuals and rms to allocate
resources of production, exchange, and consumption. It deals with
prices and production in single markets and the interaction between
markets. The price of airfare tickets may be determined by the dance of
sellers and buyers to get to the lowest price where both are still happy,
but we have known for quite some time that ying has signi cante ects
on the climate. Intervention in this market may be required to take these
e ects (negative externalities) into account, but we can also approach
the problem (climate change) from a di erent angle, that of society
(or even humanity) as a whole. Furthermore, it may be necessary to
move away from numbers (money) to get a proper understanding of the
issues and how to best deal with these.

And in fact, if we look at existing regulation, we come across many forms
of laws and regulations that seem to have little to do with markets or
correcting market failure. To take a trivial example, what market failure
do maximum speed limits on motorways address precisely? Or criminal
law in general? Whole areas of public law have clear goals and targets
that seem quite remote from microeconomic considerations.

This brings us to the second strand of public interest theory, the
non-market economics, or political version of the public interest. A
reason to intervene in the airline industry may be that the environment,
and future generations, simply require intervention because the market
may not or not timely manage to resolve the issues it creates. It is in
the public interest to do so. Also considerations of equity and equality,
health and safety, or problems where the individual simply does not have
the (economic) power to make a di erence are (nowadays) considered
valid (but not uncontested!) reasons for (state) intervention. Whether

69. Amartya Sen, ‘Rational Fools: A Critique of the Behavioural Foundations of Economic
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such concerns are indeed drivers for intervention is a political choice.
Conservatives have di erent views on whether the market should cater
for healthcare, or whether this is an interest that should be pursued by
the government (progressives, liberals).

The trouble with this strand of public-interest theory is that it is not really
a theory. There is no supply-and-demand model with its attendant math-
ematics — only accounts of reasons for intervening that gesture, loosely,
at notions of the public interest. As Julia Black puts it:

In the standard treatments of ‘regulation’, the ‘why regulate?’ question
is nearly always answered in terms of the correction of market failures,
with the occasional nod to distributional or other ancillary aims.”®

Where those goals come from, and why they should count as acceptable or
legitimate, is rarely spelled out; they tend to issue from ad hoc political deci-
sions rather than from any considered view of what a good society requires.

Black does, though, point a way towards a rmer account of how
public-interest goals might be justi ed. She sets out a procedural route
to arriving at them, distinguishing thin from thick proceduralism. The
thin version rests on two things: preferences that citizens form inde-
pendently and that are then aggregated through the electoral system,
and a set of negative rights that shield citizens from government and
mark out private spaces of action. In her words, "a "thin' conception of
proceduralization would thus involve participation in which preferences
remained exogenous, unchanged, and which was discourse-less." By
contrast, ‘thick’ proceduralization is based on deliberative democracy
and concepts of rational discourse derived from Habermas. It is a place
for ethical and moral discourse concerned with questions like ‘what kind

of society do we want to be’ and ‘what is good for us all’.”*

In this section, I will not dwell on this proceduralism to arrive at substan-
tive values that result from these processes, but focus on the values
themselves. What is important to realise at this point is that procedures,
either thick or thin, may produce values that are shared by many, they

0 julia Black, ‘Critical Re ections on Regulation’ (2007) 27(1) Australian Journal of Legal
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by no means are universally accepted. There is considerable moral and
political disagreement and value pluralism in modern societies as we
can witness in the elections around the globe.

Still it is possible to draw some common threads (in Western) develop-
ment of public interests.

With the rise of industrialisation in the 18th and 19th centuries, new
engineering and production processes brought new health and safety
concerns.’? Instead of working from home, people entered noisy, danger-
ous factories — women in textiles, men in machinery, say. Society's
concern for these workers led to health and safety regulation to soften the
downsides of innovation and progress. The concerns at this stage were
mainly individual, yet protecting workers is itself a matter of public inter-
est. The second industrial revolution (late 19th and early 20th century)
brought new energy sources (oil, gas), chemical processes, new engineer-
ing, and new means of communication (radio, telephone). With them
came new risks — handling toxic chemicals, for one — and a need to
coordinate transport ( tting the new combustion-engine cars into tra ¢
still full of pedestrians, horses and horse-drawn carriages) and, later,
airspace. The third industrial revolution brought nuclear energy, electron-
ics and computing, information technology, biotechnology and the like
— and, again, new risks and challenges widely felt to need regulation.

This is the era in which two competing approaches to regulation vied for
recognition. On one side stood the economic theories of neo-liberalism
and their matching political philosophy of the limited state, discussed in
the previous section, which con ned the legitimacy of state intervention
in markets and innovation to whatever makes markets work e ciently. On
the other stood a growing risk aversion that called for the state to step
in. Where children once played in rougher surroundings — hard concrete,
tall trees, tra ¢ — this came to seem dangerous and undesirable. Enter
fenced playgrounds, rubber tiles, tra ¢ wardens (klaar-overs), car-free
zones around schools, and the rest. This risk aversion applied, of course,
not only to vulnerable children but everywhere in society. It led the socio-
logists Ulrich Beck and Anthony Giddens to label our society, in the 1990s,
a risk society. Health, safety and the environment became stronger public
interests still.

72 Julia Black and Andrew Murray, ‘Regulating Al and Machine Learning: Setting the
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As Black and Murray write:

The fourth industrial revolution is upon us now, characterised not just
by increased digitisation but by technological innovation which cuts
across the spheres of the biological, the physical and the digital. Each
period builds on its predecessor, creating incredible opportunities but
bringing its own risks, and each occurs in a shifting political context
in which contesting political views of the legitimate role of the state
shape arguments as to what the role and purpose of regulation should
be.”*The point is that the justi cation for regulatory intervention is
dynamic, and perhaps expanding in scope. As sociotechnical change
makes society more complex, and as we come to understand histor-
ical injustices better — slavery, unequal treatment, and so on — the
grounds for intervention shift too.

Sources of public interest (values)

If we adopt the position that public interest values come to the fore
through public discourse (either in parliaments, or more generally in
public debates, media etc), then it seems plausible that we can nd the
resulting values and interests codi ed in writing. This indeed seems to
be the case. There are multiple catalogues of fundamental rights, such
as the Charter of Fundamental Rights of the EU (CFR), or European
Convention on Human Rights (ECHR). Here, | will focus on the Charter
of Fundamental Right of the EU as being one of the most recent codi ca-
tions of fundamental human rights. It is, however, by no means the only
source of codi ed public interests as we will see below.

The Charter, as other rights catalogues, contains both individual and
collective rights. Title IV CFR — Solidarity, contains examples of rights
that clearly point to a public interest, such as:

art. Article 37 — Environmental protection

A high level of environmental protection and the improvement of the
quality of the environment must be integrated into the policies of
the Union and ensured in accordance with the principle of sustain-
able development.

B ibid.,
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Sustainable development and protection of the environment aims to be
able to pass on our world to future generations. Of course individuals in
the here and now also bene tfrom a protected environment, but because
the right is not addressed to individuals, the public interest shines
through more clearly than it does with individual rights. An example
of an individual right in the same title is:

Article 31 — Fair and just working conditions

1. Every worker has the right to working conditions which respect his
or her health, safety and dignity.

The placement of this right under title 1V solidarity, suggests that it is not
only an individual right, but that protecting health and safety of workers
also bene ts society and thus is in the public interest. Tony Prosser’
sees solidarity as one of the three rationales for regulatory intervention
next to rationales based on economic principles (the preceding section,
7.3.1), and human rights and human dignity, especially in the context
of biotechnology.

The preamble of the Charter clearly connects fundamental rights to the
broader community of the EU:

Conscious of its spiritual and moral heritage, the Union is founded on
the indivisible, universal values of human dignity, freedom, equality
and solidarity; it is based on the principles of democracy and the
rule of law. It places the individual at the heart of its activities, by
establishing the citizenship of the Union and by creating an area of
freedom, security and justice.

The Union contributes to the preservation and to the development of
these common values while respecting the diversity of the cultures
and traditions of the peoples of Europe as well as the national
identities of the Member States and the organisation of their public
authorities at national, regional and local levels; it seeks to promote
balanced and sustainable development and ensures free movement of
persons, services, goods and capital, and the freedom of establishment.

- prosser (n71) 377.
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To this end, it is necessary to strengthen the protection of funda-
mental rights in the light of changes in society, social progress and
scienti ¢ and technological developments by making those rights
more visible in a Charter.

[]

Enjoyment of these rights entails responsibilities and duties
with regard to other persons, to the human community and to
future generations.

Browsing through the articles of the Charter we see a number of cate-
gories of public interests, and interests at di erent levels of abstraction.

As an example, consider democracy and public participation. Democracy
is at the top of the ladder. Below that we can distinguish media pluralism
as a more concrete way to promote democracy as formulated in protocol
29 of the TFEU and in art. 11 para 2 of the CFR. Media pluriformity as
a public interest is worked out in more detail in secondary legislation
such as the UK's Enterprise Act and Communications Act, which come
into play when media companies propose to merge. Section 58 of the
Enterprise Act and section 375 of the Communications Act spell out what
"the public interest” means for mergers between newspapers, between
broadcasters, and across the two — the so-called plurality test.

For a newspaper merger, the Secretary of State must weigh the accu-
rate presentation of news, the free expression of opinion in the titles
involved, and — so far as is reasonable and practicable — a su cient
plurality of views across newspapers in each UK market. For a broad-
casting or cross-media merger, the criteria are a su cient plurality of
controllers serving each audience, the availability across the UK of a
wide range of high-quality broadcasting catering to varied tastes, and a
genuine commitment by those in charge to the broadcasting-standards
objectives of section 319 of the Communications Act 2003 (accuracy,
impartiality, harm, o ence, fairness and privacy).

Similar public-interest mandates appear elsewhere. In the US, the FCC
has had explicit power since the Communications Act 1934 to regulate
in pursuit of "the public interest, convenience, and necessity" — though
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ninety years on, what that means in practice is little clearer.”® The near-
absolute protection of free speech under the First Amendment complicates
any intervention on public-interest grounds.

A related issue is net neutrality: whether a network provider may o er
di erent levels of quality of service to di erent internet content crossing its
network. In the early 2000s this was one of the most contested questions
in internet governance, with the telecom rms that own the infrastruc-
ture worried that online giants like Google were consuming huge amounts
of bandwidth without paying for it. Andrew Odlyzko has a nice history of
the ght.”® Net neutrality, he notes, keeps being “pronounced dead and
buried”, only to bounce back whenever a carrier says something outrageous
— as when SBC’s Ed Whitacre, asked about the likes of Google, snapped
that they wanted to use “my pipes” for free and “I ain’t going to let them
do that”. Odlyzko’s deeper point is that the row long predates Google and
AT&T: it springs from a standing con ict between society’s appetite for
e ciency and its appetite for fairness, and it will not go away. Settle it for
network access and it simply migrates — to search neutrality, or to whoever
comes to dominate cloud computing, a monopoly that could feel far more
insidious than any telco’s walled garden.

Although we can clearly see market elements in Odlyzko’s account, the
European legislator has decided that European citizens should have equal
and open access to all online tra c, without discrimination, blocking,
throttling or prioritisation because it has realised that

“[o]pen access has allowed millions of citizens around the world to build
businesses, connect with friends and family, launch and support social
movements, and share ideas freely.

Over time, as technology developed and the value of content circulating
through the network increased, ISPs developed the ability to treat
information ows di erently, prioritising certain high-value monetised
tra c (such as streamed Ims), potentially at the expense of throttling
or blocking other non-monetised tra c¢ for end users. Net neutrality

7 See, for instance, https:/www.brookings.edu/articles/revisiting-the-broadcast-public-
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aims to keep the connectivity market essentially separate from the
content market.

European Union (EU) regulation on open internet access gives end
users the right to access and distribute lawful content and services of
their choosing via their internet access service. It evokes the principle of
non-discriminatory tra ¢ management while, at the same time, allowing
reasonable exceptions and specialised services by providers, with
some safeguards.”

It has adopted Regulation (EU) 2015/2120 as part of the EU’s digital strategy
to lay down measures concerning open internet access and amending
Directive 2002/22/EC on universal service and users’ rights relating to
electronic communications networks and services. Consumer protection
and the general public interest of having fast access to information are the
primary reasons to adopt netneutrality, rather than market correction. The
anchoring of the rights in Regulation 2015/2120 in the Charter and TFEU
are less clear than the examples above have shown.

Another example of how the public interest propagates from abstract to
more concrete is sustainability and care for the environment (and health,
safety, and well being). Above we have already seen the abstract formula-
tion of sustainability in art. 37 of the Charter. Next, in art. 191 para 2 TFEU
we read that

Union policy on the environment shall aim at a high level of protection
taking into account the diversity of situations in the various regions of
the Union. It shall be based on the precautionary principle and on the
principles that preventive action should be taken, that environmental
damage should as a priority be recti ed at source and that the polluter
should pay.

Here the precautionary principle enters the stage as a yardstick to deter-
mine whether a certain decision or action has the potential to harm the
public interests of sustainability, health, safety, and others. For now,’’
| adopt the following de nition of the precautionary principle:

Where an activity raises threats of harm to human health or the environ-
ment, precautionary measures should be taken even if some cause and

Ty will extensively return to the precautionary principle in chapter 8.
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e ect relationships are not fully established scienti cally. In this
context the proponent of the activity, rather than the public, should
bear the burden of proof.

Adherence to the precautionary principle justi es state intervention in
cases where (irreversible) harm to health or the environment is possible
but not fully certain. The principle aligns well with the notion of ‘risk
society’ and basically promotes a better be safe than sorry approach to
innovation governance.

So far | have focused on public interests that have made it into constitu-
tion like legal documents, such as treaties and charters. The interests are
clearly articulated and their incorporation into these documents means
that there is a certain level of societal support for them. They thus have
a level of legitimacy’® which underpins (further) regulatory actions based
upon them to address concrete issues within the scope of the particular
public interest. Getting to the European Charter of Fundamental Rights
has not been an easy process because of its foundational nature and
the large number of stakeholders involved (a body composed of repre-
sentatives of the Heads of State and Government and of the President
of the Commission as well as of members of the European Parliament
and national parliaments). In jurisdictions where it is even harder to get
rights to a constitutional level, such as the US which only rarely passes
amendments to the constitution, the last one being passed in 1789
(amendment XXVII), public interests have a less forceful existence in the
regulatory landscape.

To give a sense of the public interests a legal system weighs, let me
summarise Cass Sunstein's classic 1990 account.”® Market failure, he
grants, is a strong reason to intervene, and it is not for government to
shape people's desires and beliefs by at. But it would be odd, he argues,
to deny citizens in a democracy the power to pursue collective aspira-
tions through law, or to correct preferences that have merely adapted
to an unjust status quo. Regulation, on his view, gives e ect to public
interests a society already recognises — and these "fall into recognizable
patterns" open to "a powerful defence". Six such defences stand out:

78.
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redistribution, collective desires, diverse experiences, social subordina-
tion, endogenous preferences, and the interests of future generations
or nature.

Public interest example 1: Public-interested redistribution

Individuals often cannot strike the best deal because they lack the power
to push back against employers or landlords, whose labour or tenants
are easily replaced — especially when jobs are scarce. The lower end of
the labour market shows it plainly: a worker may prefer an eight-hour
day to a twelve-hour one, but a twelve-hour day to no work at all, so the
unemployed compete against each other in a race to the bottom of long
hours and low pay. The market will not x this alone; it takes coordina-
tion (trade unions) or the state (labour law setting maximum hours and
minimum wages). These are collective action problems, and the regula-
tory response typically redistributes — here, from employers to workers.
The e ects are hard to predict, though, and often perverse: employers
warn that a higher minimum wage will price jobs out, and rent controls
can deter housing investment as landlords chase better returns else-
where. The market is endlessly creative at slipping such constraints.
None of this means redistribution should not happen — only that we
should watch for adverse e ects and for human ingenuity in gaming
the rules. The so-called Cobra e ect is the cautionary tale:*° in British
India, a bounty on dead cobras rst worked, then back red when people
bred cobras for the reward — and scrapping the scheme released more
snakes than there had ever been.

Public interest example 2: Collective desires

The choices people make as citizens di er from those they make as
consumers. | never watch football, yet | think the European Championship
should be free to air rather than behind a paywall — and | am happy
to pay, through my taxes, for something | will not consume myself.
Sunstein traces this to four features of political, as opposed to market,
behaviour: citizens use the law to pursue collective aspirations; they act
on altruistic, other-regarding desires rather than narrow self-interest;
they vindicate meta-preferences — wishes about their wishes, as when
environmental law expresses a considered judgment against our own
consumption habits; and they precommit to a course they judge to be
in the general interest (a constitution is itself such a precommitment).

80 Horst Siebert. Der Kobra-Effekt. Wie man Irrwege der Wirtschaftspolitik vermeidet.
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Government action is the natural vehicle — recycling and energy-conser-
vation schemes, support for the arts, the poor, the environment. It also
sidesteps a distortion baked into markets: willingness to pay is really a
function of ability to pay, a crude proxy for what people actually value.

Public interest example 3: Diverse experiences - promoting active
democracy and citizenship

Some regulation aims to widen the range of experiences open to us,
giving people room to form their own preferences and to stand back from
and question their existing ones. The media-pluriformity rules above are
one instance — partly meant to cultivate critical citizens who grasp that
there is more in the world to care about than their own bubble. The US
Endangered Species Act is another, keeping a diversity of plants and
animals available for this and future generations to encounter.

Public interest example 4: Social subordination

Other regulation aims not to redistribute resources but to reduce the
social subordination of particular groups. Much of anti-discrimination
law attacks practices and beliefs that harm the disadvantaged, on the
guiding idea that di erences irrelevant from a moral point of view should
not be allowed to harden into social disadvantage — least of all systemic
disadvantage. Markets will not correct this (they are, in a sense, the
failure), for four reasons Sunstein set out and which hold good three
decades on. First, third parties can impose costs on anyone who deals
with a disadvantaged group — customers withdrawing patronage from
a rm that employs women, Black people, disabled people or LGBTQ+
sta — so market pressure entrenches discrimination rather than check-
ing it. Second, discrimination is sometimes an economically rational
response to crude stereotypes rather than raw animus, and so persists
as long as markets do.® Third, preferences adapt to injustice: bene cia-
ries ease their discomfort by blaming the victim, and victims lower their
aspirations to t a belief that the world is just — a formidable barrier
to change. Fourth, and most fundamentally, markets are built around the
norms of the advantaged group — workplaces designed for the able-bod-
ied and for traditional male careers — so here the market is the problem,

not the solution. The aim of anti-subordination measures is to change
8L As I wrote this initially we are a week from the assassination attempt on former presi-
dent Trump. He was escorted out of the platform after the shooting by 5 Secret Service
agents, of which 2 were women. Several Republican politicians questioned the suitabil-
ity of women as SS agents and proposed ring them. Is this an instance of such bias
regarding hiring certain people for certain positions?
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the criteria themselves: a law cannot undo deafness or the need for a
wheelchair, but requiring sign language or ramps stops that di erence
from becoming a systemic disadvantage.

Public interest example 5: Endogenous preferences

Sometimes preferences are themselves a product of legal rules, habits or
existing norms, and the point of regulation is to shape how they develop.
Rules on addictive substances, or a sugar tax to discourage over-con-
sumption, are familiar cases. Sunstein calls this an intrapersonal
collective action problem: the costs and bene ts of the activity shift
dramatically over time for one and the same person. The pleasure of the
drug or the sugar is immediate; the true cost, including to public health,
emerges only slowly — so without a regulatory nudge to the preferences
themselves, little changes.

Public interest example G: Interests of future generations or nature
Some statutes respond to irreversibility. Where a course of conduct, if
continued, would lead to a loss that current and future generations could
not recover from, or only at huge cost, that is a reason to act now (recall
the precautionary principle). Markets register the preferences of today's
consumers and take no account of the e ect of transactions on those
yet to come, so leaving matters to the market will sometimes mean an
irretrievable loss. The protection of endangered species, of natural areas
and of cultural relics all draw on this rationale.

Conclusion

The discussion in this section has shown that there are reasons to inter-
vene in society beyond those the market can capture. On the one hand,
these public interests are intuitively simple: they concern all of us, not
just the individual. On the other, they are hard to pin down, because they
rest on no solid foundation. Or, as Janne E. Nijman puts it:*

It is fair to say that ‘the public interest’ simply does not exist. The
notion may refer to many di erent public interests of many di erent
social, political, cultural, economic or ecological natures. What exactly
a public interest entails, is context-dependent and always a claim,
never a given, and sometimes agreed on. Sometimes it is called
‘public interest’, and sometimes ‘public good’, ‘common concern’,
‘common good’ or even ‘shared values’. The concept is as self-

82. https:/www.asser.nl/research/strategic-research-agenda/ accessed 23 July 2026.
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evident to legal and political debates, as it is elusive and contested.
Public interests are neither given nor clearly de ned. Rather, they are
continuously negotiated and rede ned in legal and political debates.

Nijman's point has a geography as well. What counts as a public interest
is not only contested within a society; it varies sharply between them.
The same technology can trigger quite di erent public-interest justi-

cations depending on where it lands. Europe reaches rst for data
protection, environmental precaution and the dignity-based rights of its
Charter; the United States, hemmed in by the First Amendment, is far
more reluctant to regulate speech and leans instead on national secu-
rity and competition; jurisdictions such as China and India foreground
sovereignty and public order. None of these is obviously the "real" public
interest. They are di erent settlements, reached through di erent consti-
tutional histories and political cultures — a point the regulatory-space
approach (section 7.3.4) makes central. We will shortly watch a single
technology, TikTok, invoked under all of these headings at once. Keep the
plurality in mind: when a regulator claims to act "in the public interest",
the more useful question is usually whose interest, decided by which
procedure, in which polity.

7.3.3 Private interest theories

Nijman's point can be pushed further. If the public interest is contested
and depends on whom you ask, we should be wary whenever someone
claims to be acting in it. This is where private interest theories come
in. They start from the idea that regulation grows out of the e orts of
individuals, or small groups, to advance their own self-interest. When
Google and others urged US lawmakers in 2016 to open a regulatory
"fast lane" for self-driving cars, they were not really asking for rules in
the public interest; they wanted rules that would build a market for their
products. In a country of fty states, a single uniform regime is far easier
to work with than fty di erent ones — though for the many drivers who
rarely leave their own state, uniformity matters little. It is, of course, also
in the public interest that all self-driving vehicles follow the same rules;
but that is almost beside the point. Private-interest regulation serves
private interests rst; any public bene tis contingent.

Public interest theories came under pressure from empirical and theo-
retical research, mostly in the US. In the 1970s, political scientists
studying the administrative state developed capture theory to explain
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what they were seeing. The textbook separation of powers — a legisla-
ture that makes the rules, an executive that implements them, a judiciary
that polices compliance — does not really describe how that state
works. Congress makes fairly abstract rules, and a host of agencies then
execute, interpret and re ne them, becoming de facto co-regulators: the
EPA and Federal Aviation Administration (FAA) in the US, or the Euro-
pean Data Protection Board (EDPB) and the national data-protection
authorities in the EU. Capture theory holds that, over time, an agency's
regulation comes to serve the very industry it oversees. A co-dependency
develops, and the agency's policy is captured — through the industry's
lobbying, the agency's reliance on information that sits with the industry,
and the career opportunities the industry dangles before agency sta .

Capture theory has its critics — it sits close to public interest theory,
since the agency is itself founded on public-interest grounds, and it
cannot explain why a supposedly all-powerful industry failed to block the
agency's creation in the rst place. Still, the basic idea does seem to hold
in practice.

George Stigler took the next step in 1971.%° His "The Theory of Economic
Regulation™ reached wider than agencies, to the whole cast of politi-
cians, bureaucrats, interest groups and regulators, and made the blunt
claim that "regulation is acquired by industry and is designed and oper-
ated primarily for its bene t". Political institutions, he argued, give
leaders every incentive to favour industry's interests over the public's.
Being a political economist, Stigler framed regulation as a marketplace.
The state's distinctive asset is "the power to coerce" — the power to tax
and to compel obedience — and that power can be used to help some
at the expense of others. Businesses, in turn, try to in uence how it is
used, seeking to "buy" one of government's four main products: subsi-
dies, control over who may enter a market, regulation of substitutes and
complements, and price- xing. Government can subsidise a favoured
industry or bar new entrants so that prices rise; it can hold up minimum
prices more reliably than any cartel; and it can suppress substitutes
while propping up complements — subsidised airports for the bene t of
airlines, for instance.

8. George J. Stigler, “The Theory of Economic Regulation.” (1971) 2(1) Bell Journal of

Economics and Management Science 3-21.
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Buying into regulation this way is far easier for small groups of busi-
nesses than for citizens. Individuals take little part: forming a view on
a political question costs time, energy and money, while the payo —
one vote's worth of in uence — is negligible. People tend to become
informed only as members of an interest group, so democracy ends
up, for the most part, a platform for such groups. On Stigler's account,
industry lobbies and bankrolls electable politicians to press its case;
sometimes it goes further, handing "captured” politicians ready-drafted
legislation® or pointed parliamentary questions® to put into the debate.

Stigler's theory of capture (the term itself never appears in the paper) has
been remarkably in uential. As Carrigan and Coglianese note, the surest
sign of its in uence may be that to most readers today "it all seems rather
obvious".?® That is not to say it escapes criticism, and a few objections
matter for our purposes. There is little hard empirical evidence for its
bolder claims. It cannot account for the wave of deregulation in the two
decades after the paper, nor for the traction that consumer, civil-rights and
environmental movements found in getting regulation passed. Stigler's
own cases were very traditional industries — trucking, the state licens-
ing of beauticians, architects and lawyers — whereas public policy has
since expanded far beyond discrete industries into broad environmental
regulation and cyberspace, often with goals that have nothing to do with
market ordering. And — a hunch | cannot back with data — the incen-
tive structure of US politics, with its two-party system, PACs and Super
PACs, and constitutional protection of corporate political speech, di ers
enough from Europe’s that Stiglerian capture looks more prominent there
than here.

A central assumption of Stigler's theory is that industry exerts in uence
and citizens do not — a simpli cation, for the political system is far
messier than that. Public choice theory grew up partly to address these
gaps. It applies the tools of economics to the classic problems of political
science, treating voters, politicians and bureaucrats as self-interested

84. https://publicintegrity.org/politics/state-politics/copy-paste-legislate/you-elected-

them-to-write-new-laws-theyre-letting-corporations-do-it-instead/ accessed 21 July 2026.
https:/www.nrc.nl/nieuws/2024/06/16/bbb-senator-nam-tientallen-kritische-
kamervragen-over-van-een-lobbygroep-ik-lees-en-ik-denk-dit-is-scherp-dit-is-
slim-a4856613 accessed 21 July 2026.

Chris Carrigan and Cary Coglianese, George J. Stigler, “The Theory of Economic Regu-
lation”, in Martin Lodge, Edward C Page and Steven J Balla eds, The Oxford Handbook
of Classics in Public Policy and Administration (Oxford University Press 2016).
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agents whose interactions can be modelled with utility maximisation,
game theory or decision theory. Where the system as a whole might be
said to aim at maximising welfare, its individual actors pursue their own
maxima: politicians chase votes, bureaucrats budgets, producers pro ts,
consumers utility.

Public choice takes the principles economists use to analyse behaviour
in the marketplace and applies them to collective decision-making. It
rejects organic units like "the people”, "the community" or "society":
groups do not choose, only individuals do. The question then becomes
how the diverse and often con icting preferences of self-interested indi-
viduals get expressed and combined when choices are made collectively
— which is why public choice economists study the incentives facing

each actor in order to understand how regulation comes about.

Here are some of the considerations in that respect that help us under-
stand some of the dynamics.®’

Public choice theory starts from a deceptively simple observation, rst
pressed by Anthony Downs in An Economic Theory of Democracy: for
the individual voter, ignorance is rational. Your single vote almost never
decides an election, so the e ort of getting properly informed rare-
ly repays itself — hence the perennial nding that fewer than half of
American adults can name their own representative. Contrast the car buyer,
whose choice is decisive and who therefore reads the reviews; voting has
no such feedback. Legislators, meanwhile, spend other people’s money,
with little personal reward for spending it well and little penalty for waste,
while organised interest groups — who do have a great deal riding on the
outcome — supply the funds and the attention, and get the ear in return.
Add log-rolling — I'll back your rural water project if you back my city hous-
ing subsidy — and ine cient bundles sail through that no fully-informed
taxpayer would sign o . Bureaucrats complete the picture: with no pro t
motive and a budget that hangs on Congress, they are readily captured by
the very interests they oversee (George Stigler’s term).

The brief discussion in this section has shown some of the reasoning
within private interest scholarship. Its main message is that regulation
emerges not as the result of regulators/legislators pursuing (relatively

87 Based on Jane Shaw, Public Choice Theory, in the Concise encyclopedia of economics.

https:/www.econlib.org/library/Encl/PublicChoiceTheory.html accessed 21 July 2026.
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abstract) public interests, but rather because of a discourse between
individuals with diverse particular interests. These interests may be
purely individual and based on these individuals political/economic/
social beliefs, but also be a ected by external factors, including funding,
resulting in regulatory capture. The private interest theories provide a
potential explanation of how regulation comes about. They are primarily
descriptive or positive, rather than normative or justi catory.

7.3.4 Institutionalist theories

There are many more theories and schools of theories aiming to provide
explanations for regulation, or for justifying regulatory intervention.
Morgan and Yeung have grouped a number of theories that do not
clearly tin public or private interest driven in what they call institution-
alist theories — any theory where rulebased spheres, or the relationship
between di erent rule-based spheres, play an important role in explaining
why or how regulation emerges. By ‘rule-based spheres’ they mean formal
organisations (e.g. regulatory agencies, corporations, states), embedded
norms and routines (e.g. risk analysis, cost-bene t accounting,
precedent, advocacy norms) or ‘systems’ as understood by system theory
(e.g. legal systems, economic systems, political systems).%

In this section, | will discuss one of the approaches within this category,
regulatory spaces, because this provides a useful lens to understanding
regulatory processes in the globalised digital age. Leigh Hancher and
Michael Moran move away from the ‘public’ versus ‘private’ interest
framing as foundations for regulatory intervention that we have seen in
the previous two sections.®” Instead, in their regulatory space approach
they focus on how the actions and intentions of regulatory actors are
embedded in larger systems and institutional dynamics. Each country
with its own legal, social, political history and makeup is confronted with
similar issues leading to the emergence of di erent regulatory regimes.

Picture regulation as a territory de ned by the range of issues open to
public decision — and, being a space, it can be occupied, and occupied
unevenly. There are major and minor players; the boundaries shift from
sector to sector (in pharmaceuticals both safety and price are in play, in

8. Morgan and Yeung (n 15) 53.

89. Leigh Hancher and Michael Moran, ‘Organizing Regulatory Space’ in Hancher
and Moran (eds) Capitalism, Culture and Economic Regulation (Oxford University
Press 1989).



Says who?

cars mainly safety); and the space is fought over, sometimes ferociously,
for advantage. What makes their account bite is the attention to exclusion:
power lies not only in the relations between those inside the space but
in who is kept out, and by what. Under advanced capitalism, they argue,
that space is dominated by large organisations — big rms, trade associ-
ations, regulatory agencies, government departments — whose routines
and standard procedures, rather than anyone’s deliberate choice, quietly
decide who is admitted and which issues even count as “regulatable”. The
thread to hold onto: in economic regulation, the relationships that matter
most are the relationships between organisations.

The main idea of the regulatory space metaphor is that resources rele-
vant to holding of regulatory power and exercising of capacities are
dispersed or fragmented. These resources are not restricted to formal,
state authority derived from legislation or contracts, but also include
information, wealth and organisational capacities. The possession of
these resources is fragmented among state bodies, and between state
and non-state bodies. The actors in the regulatory space thus include
sophisticated organisations such as government agencies, agencies of
the state, government departments, quangos, and specialized regulatory
bodies, interest groups, trade unions, and rms. Among these, large
multinational enterprises, such as the Big Tech companies (Google,
Facebook, Microsoft, Apple, Amazon), but also Shell, Exxon, BP, Unilever,
Bayer, Nestle, Monsanto, etc, play a pivotal role, acting as both power
centers and enforcement agents in regulatory processes. These large
international rms have signi cant resources to produce information
and organise a airs. The combination of information and organisational
capacities may give regulated rms considerable informal authority in
the regulatory space. It in uences the outcome of regulatory processes,
by providing necessary expert knowledge, involvement in formal rule
formation and rule enforcement processes. Put another way, capacities
derived from possession of key resources are not necessarily exercised
hierarchically within the regulatory space, regulator over regulatee.
We recognise the presence within the space not just of regulators and
regulatees, but of other interested organisations, state and non-state,
possessing resources to a variable degree. Relations can be characterized
as complex, dynamic horizontal relations of negotiated interdependence.

90- Colin Scott, ‘Analysing Regulatory Space: Fragmented Resources and Institutional

Design’ (2001) Public Law 283.
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The traditional conception of public and private is no longer really
helpful, society has become too intertwined and complex. The clear tradi-
tional distinction between public and private sectors no longer is discrete,
but instead uid. Private rms have acquired the role of governing
institutions (Lindblom). Firms carry out functions of an essentially
public character, think of the utility provided by Google search or Meta’s
Facebook which are similar to traditional infrastructures like roads and
public broadcasting. Their decisions on investment, employment, and
output have important allocational and distributional implications which
resonate in the ‘public’ sphere.

The corporate strategy of individual rms is a major determinant of the
direction the regulatory process takes. Public agencies do not merely
act on rms as, so to speak, external agents: corporations are major
centres of expertise, and they constitute signi cant, independent social
and administrative hierarchies in their own right. Their integration into
the implementation of regulation is very often a precondition for its
success. That holds even where a rm's ownership is independent of the
public agency — and the fusion of private and public ownership is now a
common feature of advanced capitalist economies.

This re-conceptualisation of regulatory processes is important in under-
standing the limits of law within regulation. The dispersed nature of
resources between organisations in the same regulatory space means
regulators lack a monopoly both over formal and informal authority.

Hancher and Moran sketch a conception of regulation in which relations
between organisations within regulatory domains are perceived as inter-
dependent and the subject matter of strategic action, but within which the
institutions of culture and organisational form play an important role in
delimiting the range of possible actions which the interdependent actors
may take. Although there are many players in the regulatory space, the
state has a particular property not shared by the others. Nations with
advanced capitalist economies are almost universally governed, or claim
to be governed, according to some principles of constitutional democracy.
The exercise of public power, in other words, rests on legal authority, and
this legal authority is made legitimate in turn by appeal to popular will.
The constitution and constitutional values shape the practices of regula-
tion. In this respect it is illustrative to contrast Germany with the US as an
example of how di erent the result can be. As Hancher and Moran write:
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The (West-German) Basic Law of 1949 is viewed as embodying a
juristic idea of the state. When combined with Roman law traditions
of deductive legal reasoning from a uni ed set of principles, this
has meant that the ‘constitution has acquired an imperative char-
acter and policy has become highly judicialised’. The West German
Constitution is seen ‘not just as a general framework establishing a
minimum consensus about certain principles’ in the manner of, for
instance, the American Constitution but as a ‘political programme
containing particular substantive goals’. This commitment to legal-
ism and formalism has limited the exercise of executive power and
given the Courts a prominent role in controlling the scope of regu-
latory activity and the range of regulatory discretion. Equipped with
highly generalised constitutional principles such as the right to equal
treatment the freedom to own property, and the freedom to pursue a
profession, the German Courts have not hesitated to invalidate both
administrative regulation and legalisation.

In a similar vein, we can interpret the EU Charter of fundamental rights
as also containing a political programme containing particular substan-
tive goals, shaping EU discourse and setting the agenda for (public)
actors in the regulatory space.

7.4 Justi cation in action

The discussion in this chapter is not academic, but one that is on the
table of regulators all the time. It is not always framed in the terms and
theories as outlined in this chapter, but regulators are clearly aware that
the formal competence to intervene/regulate is not su cient to warrant
actual intervention. The EU Commission opens its “Better Regula-
tion Guidelines”®* with an acknowledgement that its actions a ect 500
million people and millions of companies in Europe and that it there-
fore has a responsibility to “ensure that its proposals meet policy goals
at minimum cost and deliver maximum bene ts to citizens, business-
es and workers while avoiding all unnecessary regulatory burdens. ...
Determining when and how EU action should be undertaken, reviewed

9L European Commission, Commission Sta Working Document — Better Regulation

Guidelines, Brussels, 7 July 2017 SWD (2017) 350. https:/www.europarl.europa.eu/
RegData/docs_autres_institutions/commission_europeenne/swd/2017/0350/COM_
SWD(2017)0350_EN.pdf accessed 21 July 2026.
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or repealed is ultimately a political choice. The quality of these choices,
however, can be improved if better regulation principles and practices
are followed when preparing, implementing and evaluating policies,
measures and nancial programmes.” The Commission has adopted
a set of better regulation guidelines that help Commission o cials
preparing initiatives and proposals. Part of the guidelines is an impact
assessment methodology that contains an element probing the justi ca-
tion for EU intervention.

2.2. Question 2: Why should the EU act???

Having established the existence of a problem, its size and scale and the causes, the 1A
(Impact Assessment) analysis should verify whether Member States alone could resolve it
su ciently and whether the EU has the competence to act (i.e. a legal basis), and would
be best placed to do so.

The answer to this question should give policymakers the information needed to decide
whether a policy response at the EU level is needed.

The fact that the Union has the competence to address a problem (i.e. that there is a legal
basis for it) does not automatically mean that the EU is best placed to solve it. In areas that
fall outside its exclusive competence, the Union must act in accordance with the principle
of subsidiarity, i.e. Union action should be necessary and deliver added value compared to
the actions of the Member States at central, regional or local levels.

In areas outside its exclusive competence, the 1A should verify whether EU action is
compatible with the principle of subsidiarity. This is not to be taken for granted and it is
important to remember that, pursuant to the Treaty of Lisbon, the respect of the principle of
subsidiarity is closely scrutinised by the other EU institutions and by national Parliaments
and that Union acts can be annulled by the Court for non-respect of the principle.

The following key questions should be reviewed when assessing whether or not the
subsidiarity principle is respected: whether the problem addressed has transnational
aspects which cannot be adequately addressed by action by Member States and whether
action at EU level would produce greater bene ts compared to action taken solely at the
level of the Member States due to its scale or e ectiveness.

This assessment is likely to be an iterative process. Preliminary analyses in the inception
impact assessment and early in the IA process should clarify the legal basis and indicate
whether advancing further at EU level would make sense. A nal veri cation of compliance
with the subsidiarity principle will only be possible once all relevant information is collected
and the analysis of impacts is completed. In addition, the assessment of whether an
initiative is proportionate is clearly linked to the assessment of subsidiarity and the need to
match the nature and intensity of a given measure to the identi ed problem.

Assessing subsidiarity necessarily involves elements of political judgement, particularly
when evidence is inconclusive and/or stakeholder views diverge. All elements should,
therefore, be presented objectively in the 1A report, providing the basis for a political
appreciation by the College. General statements and circular reasoning should be avoided
in favour of concrete arguments, speci ¢ to the issues being analysed and substantiated
with qualitative, and where possible, quantitative evidence.

92 |bid 19
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7.4.1 Economic and non-economic justi cation

Tony Prosser gives a telling British example: broadcasting. When the
Communications Act 2003 created Ofcom, it handed the regulator a
dual duty — to further the interests of citizens in communications, and
the interests of consumers in the relevant markets. In its early review
of public service broadcasting, Ofcom leaned hard on market-failure
analysis (programmes as public goods, advertiser-funded TV’s blind
spots, tendencies to monopoly, missing information, externalities, merit
goods), but then did something more interesting: it sorted these failures
into two piles — those that stop the market giving consumers what they
want, and those concerning what we, as citizens, want available to every-
one. Digitalisation, it reckoned, would erode the rst justi cation but not
the second. In e ect, market failure stops being the reason to regulate
and becomes a threshold: if markets can meet our goals they should; only
where they cannot is intervention warranted — and then often on citi-
zenship, not economic, grounds.

7.4.2 The DMA: market failure or consumer protection?

A third instance of the struggle is playing out in the recently enacted EU
Digital Markets Act (DMA).%* The Regulation aims to sharpen compe-
tition in Europe's digital markets by stopping large rms from abusing
their market power and letting new entrants in. It targets the providers of
key platform services — social networks, search engines, web browsers,
online marketplaces, messaging and video-sharing platforms — with at
least 45 million monthly active users in the EU, and bars these "gate-
keepers" from locking users into their platforms or tracking them across
the web for advertising revenue. Framed as boosting competition, its
primary justi cation looks like the correction of a market failure — yet
consumer protection is plainly in the mix too.

Anna Moskal, writing from a consumer-protection angle, traces that
thread back a long way.®* The foundations were laid in a 1975 Council
Resolution setting out ve fundamental consumer rights — to health and
safety, to the protection of economic interests, to redress, to education
and to legal representation — which the EU then built out over the years

9. Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14

September 2022 on contestable and fair markets in the digital sector and amend-
ing Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) (Text with
EEA relevance)

Anna Moskal, ‘Digital Markets Act (DMA): A Consumer Protection Perspective’ 2022
7 European Papers - A Journal on Law and Integration 1113-1119.
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through a raft of harmonising directives, from product safety and liability
to unfair terms, unfair commercial practices, consumer rights and digital
content. The DMA's own stated aim is "to contribute to the proper func-
tioning of the internal market by laying down rules to ensure contestability
and fairness for the markets in the digital sector”. Those two words —
contestability and fairness — are o ered as its guiding motives.

The repeated appeals to fairness across the DMA's recitals have set o a
lively debate: is the Act a patch for the failures of the EU's ex post compe-
tition law, or a broader bid to promote fairness beyond competition policy
altogether? Belle Beems argues, convincingly, that the DMA's notion of
fairness reaches beyond anything competition law requires.” Either way,
fairness is unmistakably a consumer-protection value, and its promi-
nence marks a shift from economic to normative reasoning — widening the
scope of consumer protection in the regulation of markets.

7.4.3 TikTok: national threat or regulatory capture®®

In the introduction | promised to return to TikTok. Here we are. TikTok is
the social-media platform owned by the Beijing-based company ByteD-
ance. It drew sustained attention from regulators in the United States
— from both Congress and the Executive — culminating in bipartisan
legislation signed on 24 April 2024 that gave ByteDance nine to twelve
months to sell the app to non-Chinese owners or face a ban. As we saw
in the introduction, that is broadly how it ended: after a year of post-
poned deadlines, ByteDance divested TikTok's US operations to an
American-led consortium in January 2026. The interesting question is
not what happened, but which interest the intervention actually served.

Two main concerns drive the case against TikTok, both owing from its
Chinese ownership and the app's alleged ties to the Chinese govern-
ment. The rst is national security: a platform owned by a Chinese
company, and potentially exploitable by the Chinese state, is a genuine
concern. The second, data security, is less convincing. Facebook, Insta-
gram and countless other apps have at least as much access to user
data — and far more users. TikTok runs the same attention-monetising
model as its rivals: it stores activity data, logs in-app purchases, contact

% g Beems, ‘The DMA in the Broader Regulatory Landscape of the EU: An Institutional

Perspective’ (2022) European Competition Journal 7.
https:/www.securitymagazine.com/articles/100612-why-banning-tiktok-will-not-
solve-data-security-challenges accessed 23 July 2026.
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lists and messages, and, by its own privacy policy, automatically collects
device and usage information, location, images and audio, metadata
and cookies — much as Facebook and Instagram do.

It would be a mistake, though, to read this as a purely American episode.
The United States was neither rst nor alone. India banned TikTok
outright in June 2020 — along with fty-eight other Chinese apps — on
grounds of sovereignty and public order, and never lifted it.°” Pakistan,
Nepal and Afghanistan have imposed bans of their own; a long list of
governments — among them the European Commission, Canada, the
United Kingdom, Norway and Australia — have barred the app from
o cial devices. The European Commission has meanwhile opened
proceedings against TikTok under the Digital Services Act over the
protection of minors and addictive design, not over its ownership. So
the same platform is treated as a sovereignty threat in Delhi, a national-
security-and-market problem in Washington, and a child-safety problem
in Brussels. Which "public interest” TikTok o ends turns out to depend a
great deal on who is asking (cf. section 7.3.2).

So were data security and national security — both public interests —
the real motive for the ban? Or should we look to private interest? The
legislation grew out of congressional hearings at which all the big tech
companies appeared. Might Meta, Google and the rest have pushed for
it to see 0 a competitor? There is also Steve Mnuchin, Trump's former
Treasury Secretary, telling the media both that "the legislation should
pass and it should be sold" and that "it's a great business and I'm going
to put together a group to buy TikTok" — is that support for sweeping
regulation, or the scenting of a windfall? And forcing a company out of
Chinese ownership and into American hands may itself be a form of
market protection.

So which was it? O cially, national security and data security — both
public interests. But the shape of the outcome should give us pause.
The intervention did not delete TikTok; it transferred it. A Chinese-owned
competitor was prised out of the American market and sold, under a

forced-sale deadline, to a consortium of US investors — Oracle among
9 India’s Ministry of Electronics and Information Technology banned TikTok and 58
other Chinese apps on 29 June 2020 as ‘prejudicial to the sovereignty and integrity
of India, defence of India, security of the state and public order’, in the wake of the
Galwan Valley border clash; the ban was made permanent in January 2021. India’s
move is widely credited with prompting the later US action.
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them, a company whose chairman Larry Ellison is a prominent Trump ally
— while gures such as Mnuchin had openly circled the asset along the
way. A measure that arrives wrapped in the language of the public interest
and departs having handed a valuable business to a well-connected few
is exactly the pattern the private-interest theories of section 7.3.3 would
lead us to expect. None of this proves capture: security concerns about a
foreign-controlled platform can be entirely genuine, and the bene ciaries
can still be domestic incumbents. Public and private interest are not
mutually exclusive, and here they ran conveniently in the same direction.
That is what makes TikTok such a clean illustration of the chapter's
central di culty: the hard cases are not those where we can nd no justi-
cation, but those where we can nd too many.

7.5 Conclusions

This chapter asked a deceptively simple question — when is regulation
justi ed? — and the honest answer is that there is no single one. | started
with the market as the economic ideal: the invisible hand that, left to
itself, is supposed to steer scarce resources to their most valuable use.
But the ideal leaks. Markets fail — through monopoly, public goods and
the commons, externalities, information de cits and windfall pro ts —
and each failure opens a door for the state to step through to restore the
market. Market failure gives us a tidy, economic language of justi cation.
It is also incomplete: it tells us when a market is not working, but not
what we owe one another beyond e cient exchange.

So | widened the lens. Public-interest theories in their political form —
Sunstein’s redistribution, collective desires, diverse experiences, social
subordination, endogenous preferences and the interests of future gener-
ations — reach for goods that markets cannot price: dignity, fairness,
a habitable planet, a working democracy. They are harder to pin down
precisely because they rest on contested values rather than a supply-
and-demand curve. Then came the sceptics. Private-interest theories
— capture, Stigler’s regulatory marketplace, public choice — invite us to
distrust the very language of the public interest, and to ask who is really
being served when a regulator claims to act for us all. The institutionalist
accounts, and the regulatory-space metaphor, add that all of this plays
out among large organisations jostling for advantage.
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The justi cation-in-action cases made the di culty concrete. The Digital
Markets Act arrives dressed as competition policy, yet reaches for fair-
ness and consumer protection too. TikTok is a sovereignty threat in
Delhi, a security-and-market problem in Washington and a child-safety
problem in Brussels — and, quite possibly, a windfall for a well-con-
nected few. The same platform, the same facts, and a di erent ‘public
interest’ depending on who is asking.

That is the lesson to carry forward. ‘Says who?’ is not a rhetorical ourish;
it is the whole question. A justi cation for regulation is never simply
found lying in the world, waiting to be picked up — it is claimed, in a
particular polity, through a particular procedure, by actors with interests
of their own. The hard cases, as TikTok showed, are not those where we
can nd no justi cation, but those where we can nd too many. And that
is only half the story: having a reason to regulate tells us nothing about
how to do it well, nor about whether the resulting rules will be accepted
as legitimate. Those are the questions the rest of the book takes up.

317



7.6 Review questions

Instructions: Answer the following questions in 2-3 sentences each.

10.

11.

12.

Explain the concept of the social contract and its relevance to regula-
tory justi cation.

What are the key assumptions underpinning public interest theories
of regulation? Why are these assumptions often criticised?

De ne market failure and provide three examples. Explain how each
example justi es regulatory intervention.

How do private interest theories of regulation di er from public interest
theories? What are their primary arguments?

What is regulatory capture? Explain how it might occur and its impli-
cations for regulatory e ectiveness.

Outline the “regulatory space” approach. How does it di er from
traditional public vs. private interest frameworks?

Explain the distinction between “thin” and “thick” proceduralism in
the context of de ning public interest.

What is the “tragedy of the commons”? How does it provide a rationale
for regulation?

Discuss the classi cation of data as an economic good. What are the
arguments for and against considering data a public good, a club
good, or something else?

Describe the concept of information asymmetry and its impact on
market function. Provide an example to illustrate your point.

The same technology can be regulated ‘in the public interest’ for
opposite reasons in di erent countries. Using TikTok, explain what
this reveals about public-interest justi cations.

What does public choice theory mean by the ‘rational ignorance’ of
voters, and why does it matter for how regulation comes about?
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Chapter 8.

Stepping back

innovation and its governance

A change of speed, a change of style

A change of scene, with no regrets

A chance to watch, admire the distance
Still occupied, though you forget
Different colours, different shades

Over each mistakes were made

Joy Division — New Dawn Fades, 1981
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8.1 Introduction

In chapter 7, | have addressed the question what warrants (state) inter-
vention in economic activity. Among the many reasons for interventions,
the public interest is the prime justi cation. Within public interest theory,
market failure provides an economic motivation to intervene, next to the
protection of fundamental rights such as Safety, Health, Environment,
and Consumer protection (SHEC) as political motivations to inter-
vene. They justify intervention in concrete situations — such as when,
say, Google obtains a dominant position in the search market (driven by
advertising) which warrants taking measures to increase competition in
this eld to promote innovation and drive down the price of advertising.

Reasons to intervene in such cases are in a sense micro level justi ca-
tions. They concern individual cases or cases that belong to a (relatively)
limited class of activity, such as social media. If we acknowledge the
validity of the demand-supply model to guarantee e cient allocation of
resources, then the presence of a market failure is a strong reason to
intervene in such cases.

There may, however, be other factors at play as well that counterbalance
the clear economic e ciency argument to intervene. What if the quality
of search simply depends on the size/market share of the search engine
provider, for instance? What if Google is simply the best because of its
(quasi) monopoly and increasing competition would result in worse
services and hence lower overall welfare?*

In real life scenarios, multiple factors must be considered to assess
whether intervention is appropriate, also taking into account costs and
predicted behaviour resulting from intervention.

Shifting our focus to the political version of public interest theory justi -
cations, the answer to the question whether or not to intervene becomes
less clear because there always are competing interests. Economic
motives derived from the presumed positive impact on the economy of
a certain innovation and potential harms to health, fundamental rights
(such as privacy) or the environment will compete. The harms not neces-

L See for instance, Jens Prufer and Christoph Schottmdller (2021), Competing with Big

Data. 69 J Ind Econ, 967-1008. Such natural monopolies may require di erent treatment
than regular monopolies.
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sarily outweigh the expected positive e ects on the economy. And it may
be cheaper to repair the harm from the welfare gain of the innovation.
Which interest(s) should prevail?

Are these value con icts dealt with on a case-by-case basis to deter-
mine whether intervention is required, or not? This is a relevant question
because the answer has implications for predictability and legal certainty
in innovation. If one’s activity may come under scrutiny of regulators,
potentially introducing (limiting) regulation, then this will obviously be
less desirable for entrepreneurs and start-ups than if there is certainty
whether there will be regulatory scrutiny (or not). Of course there
remains a need to handle unforeseen (negative) e ects of any inno-
vation, but there is also a more general approach to the governance
of innovation to be discerned. It turns out there are a few innovation
governance approaches that package coherent views on technology
development (sociotechnical change), risks, who bears responsibility
to prevent harms and regulatory responses. These approaches are the
main topic for this chapter.

Before we take a deep dive into four innovation governance approaches,
we rst frame innovation and compare that to the more generic notion of
sociotechnical change and technology development. Next, we take a step
back to look at innovation from a higher viewpoint, that of economic
regions in the world. This will show us that there is no universal take on
the importance and role of innovation in society, but that instead inno-
vation and risk management have local histories and approaches. Once
we have this groundwork laid out, we can explore the innovation gover-
nance approaches in detail.

But before | fast forward, here is an example of why all of this matters.
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2.

Confronting risks of mirror life?

All known life is homochiral. DNA and RNA are made from
“right-handed” nucleotides, and proteins are made from “left-handed”
amino acids. Driven by curiosity and plausible applications, some
researchers had begun work toward creating lifeforms composed
entirely of mirror-image biological molecules. Such mirror organ-
isms would constitute a radical departure from known life, and their
creation warrants careful consideration. The capability to create
mirror life is likely at least a decade away and would require large
investments and major technical advances; we thus have an opportu-
nity to consider and preempt risks before they are realized.

...0ur analysis suggests that mirror bacteria would likely evade many
immune mechanisms mediated by chiral molecules, potentially caus-
ing lethal infection in humans, animals, and plants. They are likely to
evade predation from natural-chirality phage and many other predators,
facilitating spread in the environment. We cannot rule out a scenario
in which a mirror bacterium acts as an invasive species across many
ecosystems, causing pervasive lethal infections in a substantial frac-
tion of plant and animal species, including humans. Even a mirror
bacterium with a narrower host range and the ability to invade only a
limited set of ecosystems could still cause unprecedented and irrevers-
ible harm.

...Unless compelling evidence emerges that mirror life would not
pose extraordinary dangers, we believe that mirror bacteria and
other mirror organisms, even those with engineered biocontain-
ment measures, should not be created. We therefore recommend
that research with the goal of creating mirror bacteria not be permit-
ted, and that funders make clear that they will not support such work.
Governance of a subset of enabling technologies should also be
considered to ensure that anyone attempting to create mirror bacteria

K. P. Adamala et al., ‘Confronting risks of mirror life’, Science, 2024 Dec
20;386(6728):1351-1353, doi:10.1126/science.ads9158 (2024). Full list of authors
Katarzyna P. Adamala, Deepa Agashe, Yasmine Belkaid, Daniela Matias de C. Bitten-
court, Yizhi Cai, Matthew W. Chang, Irene A. Chen, George M. Church, Vaughn S.
Cooper, Mark M. Davis, Neal K. Devaraj, Drew Endy, Kevin M. Esvelt, John I. Glass,
Timothy W. Hand, Thomas V. Inglesby, Farren J. Isaacs, Wilmot G. James, Jonathan D.
G. Jones, Michael S. Kay, Richard E. Lenski, Chenli Liu, Ruslan Medzhitov, Matthew L.
Nicotra, Sebastian B. Oehm, Jaspreet Pannu, David A. Relman, Petra Schwille, James
A. Smith, Hiroaki Suga, Jack W. Szostak, Nicholas J. Talbot, James M. Tiedje, J. Craig

Venter, Gregory Winter, Weiwen Zhang, Xinguang Zhu, Maria T. Zuber
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will continue to be hindered by multiple scienti cally challenging,
expensive, and time-consuming steps.

We recommend that initially, steps be taken to prevent the produc-
tion of mirror genomes and proteomes, or functional equivalents
su cient to enable the construction of a mirror cell. We recommend
research to determine which, if any, other enabling technologies
warrant oversight. Systems for monitoring the purchase of mirror
oligonucleotides and precursors, and regulations and laws to prevent
the creation of mirror life, should also be considered. As science
progresses and opens additional pathways to the creation of mirror
life, measures should be regularly reviewed. Further discussion and
analysis should carefully consider the institutions and mechanisms
that would be best suited to determine the form and implementa-
tion of such measures. The unprecedented scope and scale of the
risk from mirror bacteria may challenge the applicability of existing
national and international systems.

What the example shows is that there is an exciting mirror world that
begs exploring (from a biological perspective) because it may shed
useful light on why and how certain mechanisms in our body work the
way they do, and because it may lead to insights that may help engineer
treatments for conditions/diseases that would not be possible with the
regular biology. But, there is also a very plausible danger as outlined in
the clipping. Should we wait for harms to materialise? The authors of
the paper argue that we should not wait and see what could possibly go
wrong, but that we should ban this development right now, while we still
can (remember the Collingridge dilemma). What we see here is a call to
take an approach that we will classify under the Precautionary Principle
(section 8.4.1).

8.2 Innovation

The year is 2024. A committee chaired by Mario Draghi — former prime
minister of Italy and former president of the European Central Bank
— delivers a report commissioned by the European Commission, The
Future of European Competitiveness.” Its warning to the Commission, and

s https:/commission.europa.eu/document/download/97e481fd-2dc3-412d-be4c-

f152a8232961_en accessed 24 July 2026.
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to the European public, is ominous: European growth is slowing, and
that threatens our ability "to nance our social model” and "be a beacon

of climate responsibility".*

The diagnosis is an innovation gap between the EU on one side and the
US and China on the other. Europe, the report argues, largely missed the
internet-led digital revolution and the productivity gains that came with
it; indeed, the productivity gap with the US is largely a tech-sector story.
Only four of the world's top 50 tech companies are European.’ And the
structure is static: no EU company with a market capitalisation above
EUR 100 billion has been built from scratch in the last fty years, while
all six US companies valued above EUR 1 trillion were.® The problem,
Draghi insists, is not a shortage of ideas but a failure to commercialise
them — innovative rms that want to scale up are "hindered at every
stage by inconsistent and restrictive regulations".

The remedy is more innovation, to "reignite productivity and sustain
growth". Notably, the report frames competitiveness not as a zero-sum
race for market share or a defence of "national champions”, but as a
matter of knowledge and skills — with security added as a precondition,
since geopolitical shocks dampen investment.

So innovation is cast as the engine of growth, and that innovation is
expected to consist mainly of technological advances in products and
services. Little wonder, then, that genAl takes centre stage: every man
and their dog is now chasing it, in what is routinely depicted as a race, as
if everyone had to reach some nish line at the same moment.

There is a shift here worth agging. So far in this book we have treated
technology, emerging technology, sociotechnical change and the rest as
more or less exogenous: development happens, it may create problems,
and the question is how to cope with those problems from a regulatory or
governance perspective.” That is the Law & Technology lens. The Draghi
report asks something di erent — that regulation actively promote inno-

4 Mario Draghi in the foreword to the report (n 3) 1.
5. .
Ibid 1.
6 Ibid 2.
7.

See Anna Butenko and Pierre Larouche, ‘Regulation for Innovativeness or Regulation
of Innovation?’ (2015) 7 Law, Innovation and Technology 52. and Roger Brownsword
and Han Somsen, ‘“Before We Fast Forward — A Forum for Debate™ (2009) 1 Law,
Innovation and Technology 1.
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vation, ideally the kind that brings all the bene ts without the harms.
That question is more at home in the Law & Economics school, where
Intellectual Property Law, Competition Law and the like are treated as
instruments for driving progress and increasing economic welfare.

Innovation is a fuzzy concept.® First we need to make a distinction
between invention and innovation. An invention is the rst occurrence
of an idea for a new product, process, or service, while an innovation is
the rst attempt to carry it out in practice.” There are many inventions
that never reach the stage of innovation,' while others take a very long
time to get there. For instance, Leonardo Da Vinci is thought to have
invented the helicopter in the 1480s in the form of the ‘aerial screw’.
“The design comprises a large structure, built on a solid circular plat-
form, with a central vertical pole supported by three diagonal members
meeting at a small circular plate about halfway up the pole. The upper
half of the pole is the supportive axis for a large spiralling sail of linen
with a radius of about 5 m (16 ft), sti ened with starch.”** The idea was
to spin the pole at high speed, which would pull the contraption in the
air, much like a corkscrew pulls out a cork in a wine bottle. Needless to
say the thing could not vy. Even if the idea was sound (which | doubt)
the lack of appropriate materials, production skills and power source
simply prevented the production of a viable prototype. It took 5 centu-
ries to transform the idea and develop the missing parts into what we
currently know as the helicopter.

Innovation is not a well-de ned, homogenous thing that could be iden-
ti ed as entering the economy at a precise date - or becoming available
at a precise point in time.*? This connects emerging technologies with
innovation — emerging technologies are innovations.

An innovation thus goes beyond a mere idea or invention. The invention
has to be adopted by users, citizens, or customers (depending on the

Christine Greenhalgh and Mark Rogers, ‘The Nature of Innovation’, Innovation, Intel-
lectual Property, and Economic Growth (De Gruyter Brill 2010).

See Jan Fagerberg, ‘Innovation: A Guide to the Literature’, The Oxford Handbook of
Innovation (Oxford University Press 2004) 4.

Wallace invents cracking contraptions all the time, which much to Gromit’s relief,
never make make it beyond 62 West Wallaby Street.
https://en.wikipedia.org/wiki/Leonardo%27s_aerial_screw accessed 24 July 2026.
StephenJKlineand NathanRosenberg, ‘An Overview of Innovation’in Nathan Rosenberg,
Studies on Science and the Innovation Process (World Scienti ¢ 2009)

10.

11.
12.

327



328

type of idea/invention) to be an innovation. A process that is called
di usion in innovation literature. Note that from a law & technology
perspective, even ideas or inventions can be the focus of attention
because future issues that warrant regulatory attention may already
be apparent before di usion has started. From a law and economics
perspective, the di usion stage is interesting because some innovations
may be desirable not only from the perspective of the innovator, but also
from a societal perspective.

Innovations may have positive and negative social impacts. The internal
combustion engine (ICE), for instance, paved the way for enormous
economic growth: it made transport — cars, trucks, ships — and
machinery possible where before we depended on horsepower or steam.
Yet nowadays those gains are somewhat overshadowed by the e ects
of burning fossil fuels on the climate. Innovation literature is divided
on whether the notion of innovation should be con ned to innovations
with positive social impacts, and here too the law & technology and law
& economics scholars sit on opposite sides of the fence. L&E treats
innovation as innovation, regardless of its e ects on society; L&T distin-
guishes 'good' from ‘bad' innovations.” In other words, L&T scholars
bring a normative assessment into their analysis.

Innovations come in many di erent shapes and forms. A couple of
distinctions are useful to keep in mind. A rst is that between the various
types of innovation: product innovation — the introduction of a new
product, or a signi cant qualitative change in an existing product, and
process innovation — the introduction of a new process for making or
delivering goods and services (which may include business innovation —
the way that the product or service is brought to market, such as moving
from a brick-and-mortar store to online content delivery).

A second element of innovation concerns the novelty. How much novelty
is enough to identify any change as “innovation”? Here we can distin-
guish between innovation and imitation. The rst one is obviously really
new to everyone, the latter is the adaptation of a new technique or design
that is already on the market. A product or service can be new to the

Butenko, & Larouche (n 7). The European Commission adds economic and socie-
tal bene ts as necessary components to speak of innovation, see EPSC. Towards an
innovation principle endorsed by better regulation, 2016, https:/data.europa.eu/
doi/10.2872/626511 accessed 24 July 2026.
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organisation, to a certain market, or to the entire world. Greenhalgh and
Rogers de ne an innovation as new to the rm and new to the relevant
market.'* Whether this relevant market is local or global is dependent on
the product or process in question and the degree to which it is traded in
a competitive global or local environment. Innovation can thus be rela-
tively small, but also a global a air.

A third thing to note regarding innovation is that we need to distinguish
between what innovation does/means on a micro scale (the rm/innova-
tor) and what it does/means on a macro scale (society, countries, blocs
of countries). Although there are some rms that have produced the
same product for over decades and even centuries — Moét & Chandon
has produced the same Champagne style since 1842—, most will have to
innovate in order to stay competitive in the market where others try to
take away their market share by doing the same: innovate. For our present
purposes, examining how to cope with innovation from a law and
technology perspective, on a macro level is more relevant than on the
micro level.

Technology, innovation and economic performance

As economists such as Joseph Schumpeter recognised as early as 1911,
technology and innovation are fundamental drivers of economic perfor-
mance: they shape industries, open new markets, and reshape the
competitive dynamics of rms."” Schumpeter and Karl Marx sit at the
foundation of the academic study of how technological change, innova-
tion and economic performance hang together, and their insights still
frame the debate.

Marx tied technological development to class struggle and capital accu-
mulation. The capitalist class, he argued, adopts new technologies
— mainly process innovation — to raise productivity and cut labour
costs in the pursuit of pro t, and in doing so displaces or intensi es the
work of labourers.'® Technologies, on this view, are not neutral: they are
embedded in the social and economic structures of society and re ect
the interests of those who own the means of production.”” Technological
change is therefore not autonomous; it serves the pro tability of capital.

1 Greenhalgh and Rogers (n 8) 5.

1 Joseph Schumpeter, Theory of Development (Harvard University Press 1911) 1934,
16 Karl Marx, Capital: Critique of Political Economy (Vol. 1). (Lawrence & Wishart 1867).
17. :

Ibid 372.

329



330

Schumpeter broke with the static economics of his day. Where his
contemporaries modelled an economy in equilibrium — endlessly
reproducing the same round of production and consumption — he put
innovation at the centre of economic and social change. And where Marx
cast the capitalist chie y as an exploiter of labour, Schumpeter made
the entrepreneur his protagonist: the gure who recombines existing
resources in new ways and, in doing so, disturbs the equilibrium. What
drives this gure, in Schumpeter's telling, is less careful calculation of
returns than something closer to appetite — the urge to build a kingdom
of one's own, to win for the sake of winning, and the plain joy of creating.
It is this restless, risk-taking character who breaks the static order and
drives productivity, competition and new markets.

His most enduring idea is creative destruction: innovation does not
simply add to the economy, it replaces — new industries and technol-
ogies supplant the old. And it arrives unevenly, in clusters, with bursts
of activity followed by relative calm. The Industrial Revolution, the rise
of the automobile and the digital revolution are each such clusters, built
on bundles of complementary technologies that reinforced one another.

Set Marx and Schumpeter side by side and you get what is sometimes
called the Marx-Schumpeter model. It holds together innovation's two
faces — creative (new opportunities) and destructive (displacement) —
and the tension between them: capital pushes innovation in pursuit of
pro t, labour resists changes that threaten its livelihood. Innovation, on
this view, is not a neutral or purely technical process but one shaped by
the interests and relative power of di erent social groups. And it does
not happen in a vacuum: institutions — property rights, regulation,
education — steer both the direction technological change takes and
the e ects it has. Strong institutions foster innovation; weak ones hold
it back.'®

Neo-Schumpeterian economics extends this with an evolutionary lens:
economic systems are dynamic and adaptive, and rms and industries

The two central ideas are Schumpeter's own: the entrepreneur and "new combina-
tions" from The Theory of Economic Development (1911; Eng. trans. 1934), creative
destruction from Capitalism, Socialism and Democracy (1942). The pairing with Marx
and the emphasis on institutions follow Freeman and Louc&, As Time Goes By: From
the Industrial Revolution to the Information Revolution (Oxford University Press 2001).
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evolve through variation, selection and retention, learning as they go.*”® It
also introduces path dependence and lock-in — the way early events and
decisions constrain later trajectories. The classic (if contested) exam-
ple is the QWERTY keyboard. On mechanical typewriters, pressing a key
swung a little hammer against an inked ribbon to print the letter, and
the hammers jammed easily; spreading the common keys apart kept
the jamming tolerable even for fast typists. The price of that kludge was
a near-random, hard-to-learn layout that actively limits typing speed.
Mechanical typewriters are long gone — computer keyboards don't jam
— yet we are still stuck with QWERTY.?° Increasing returns, network
e ects and institutional inertia lock technologies in, even when better
alternatives (the DVORAK layout) exist.

Innovation and economic growth

In chapter 2 | traced the shift of societies from the primary sector (agri-
culture, raw materials), through the secondary (production), to the
tertiary (services) and beyond — a shift that brought growth, since there is
generally more to be made from services than from produce. Technology
plays its part by raising productivity and lowering costs, but economic
theory has surprisingly little to say about how it does so0.?* Schumpeter
o ers a partial answer; newer theories Il in more.

Endogenous growth theory argues that long-term growth is driven by
factors internal to the economy — technological progress and human
capital — rather than treated as an external given.?” Investments in
R&D, education and infrastructure directly shape growth, which is why
policy support for innovation and knowledge creation matters. Evolu-
tionary economics, in the same spirit, sees innovation as a process of
variation, selection and retention, with institutions and policy shaping
the landscape.”

9 RR. Nelson & S.G. Winter, An Evolutionary Theory of Economic Change (Harvard

University Press 1982).

PA David, ‘Clio and the Economics of QWERTY’ (1985) 75(2) The American Economic
Review, 332-337.

Bart Verspagen, Innovation and economic growth, in: Jan Fager, David C Mowery and
Richard R Nelson (eds), The Oxford Handbook of Innovation (Oxford University Press
2004) 488.

PM Romer, ‘Endogenous Technological Change’ (1990) 98(5) Journal of Political
Economy S71-S102.

Nelson & Winter (n 19).

20.

21.

22.
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The Draghi report of the previous section is essentially an exercise in
this vein, comparing the EU, the US and China on R&D investment and
education to explain why the EU is falling behind. And the empirical
support is robust: countries with higher R&D spending and patent activity
tend to grow faster,’* and those with strong innovation ecosystems —
supportive institutions, solid intellectual property rights, high public and
private R&D — tend to outperform those without.” South Korea's rapid
rise, built on strategic investment in technology, is a case in point.

Innovation and regulation

Now that we have established that innovation is valuable to society
because it drives economic growth, and thereby welfare — leaving aside
the awkward worry that such growth may not be sustainable while we
rapidly deplete the earth's resources — we can consider how regulation
relates to innovation. It seems plausible that innovation prospers where
regulation is light: regulation sets constraints within which one has to
operate, and fewer constraints mean more degrees of freedom to inno-
vate. Conversely, extensive regulation may have a chilling e ect, since
some constraints are di cult or expensive to meet (health and safety
requirements, for instance). And this applies not only to legal regulation
but to the laws of physics. The early Greeks already dreamt of ying like
birds — think of Icarus — yet for centuries gravity kept people from stay-
ing 0 the ground for any length of time. It took until 17 December 1903,
when the Wright brothers made the maiden ight of the Flyer at Kitty
Hawk, North Carolina — the rst powered, controlled ight of a heavier-
than-air machine.

As we have seen on many occasions in this book, regulation (mostly)
does not exist for its own sake, or just because we can, but because some
regulator has decided that human behaviour — and by extension tech-
nology — should operate within particular constraints to achieve some
societally desirable objective. Even on a laissez-faire, pure-market view
(see chapter 7), regulation may be desirable to correct market failures:
to stop certain entrepreneurs getting away with their externalities, say.
More generally, regulation protects values people hold dear — health,
safety, dignity — and so limits innovation to some degree.

24 ) Furman and RG Hayes, Beyond Technology: Strengthening the Link between Publicly

Funded R&D and Economic Growth (Brookings Institution Press 2004).
World Bank, Innovation Policy: A Guide for Developing Countries (World Bank Publica-
tions 2010).

25.
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We can thus see innovation as instances of sociotechnical development
carrying potential positive and negative e ects, and regulation as a
means of steering it: securing the upside and harnessing the downside.
Chapter 9 looks more closely at how regulation can do this, including
how it can be used to promote innovation. Here | want only to ag that
the interplay between regulators and regulatees is intricate enough that
it is hard to predict what will actually happen once regulation lands on
a given activity or sector — which makes general statements about the
e ect of regulation on innovation, and vice versa, di cult to sustain.

Porter hypothesis

One theory about this interaction between regulators (regulation) and
innovation is known as the Porter Hypothesis®®. This hypothesis is
based on work by Michael Porter in the domain of environmental regula-
tion, but since then there is empirical support for the hypothesis in other
domains as well. The Porter hypothesis states that stringent environ-
mental regulations can stimulate innovation, leading to improved
competitiveness and e ciency. It challenges the conventional wisdom
that regulation inherently sti es innovation and economic growth.
Instead, it suggests that well-designed regulations can create a competi-
tive advantage for rms by encouraging them to innovate and adopt
more e cient technologies.

The hypothesis comes in two versions, weak and strong. The weak
version holds that well-designed environmental regulations can stimu-
late innovation that partially or fully o sets the cost of complying with
them. Firms innovate to meet the standard, and those innovations can
yield cost savings or other bene ts that soften the initial compliance
burden. Take a chemical plant that runs certain processes on natural
gas: by converting the heaters to run on electricity instead — drawn from
its own solar panels and wind turbines — the plant can cut its CO, emis-
sions. The products are unchanged; it is the process that now meets the
regulation's carbon-reduction requirements. The weak version does not
claim this necessarily leaves the rm better o (the plant's energy costs
may, at least initially, exceed those of the gas- red version), only that
regulation can spur innovations that help rms cope with the burden
it imposes.

26 Michael E Porter, The Competitive Advantage of Nations, (1990) Harvard Business

Review, 73, 75.
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The strong version goes a step further, asserting that stringent environ-
mental regulation can actually enhance competitiveness by pushing

rms to innovate in ways that not only meet the requirements but
improve overall e ciency and productivity. On this view, rms that inno-
vate in response to regulation gain a competitive edge, with long-term
gains that outweigh the upfront compliance costs. Consider greenhouses
switching from traditional (tungsten) lighting to LEDs. LEDs not only
cut electricity consumption; their colour can be tuned to speci ¢ plant
needs, even dynamically, raising crop yields. The innovation kills two
birds with one stone: lower CO, emissions and greater output.

Porter’s work highlights two responses that rms may have when
confronted with limiting regulation: circumventive and compliance
innovation. Circumventive innovation refers to the development of tech-
nologies or processes that allow rms to bypass or avoid compliance
with environmental regulations. This type of innovation is often driven
by the desire to minimise costs rather than to meet regulatory stan-
dards. Circumventive innovations can be problematic because they may
undermine the intended environmental bene ts of the regulations.

Fatbikes

Although unrelated to cost, an example of circumventive innovation
can be seen in the Netherlands, in a speci c type of e-bike. At the
time of writing, so-called Fatbikes are hugely popular there (though
hardly anywhere else). Modelled on motorbikes, right down to the
fat tyres, they come tted with an electric motor and a battery. The
motor’s power is capped by law — but the cap is easily hacked. The
result is an even less safe bike, typically ridden by (male) teenagers
with a passenger on the back, whose modi ed speeds comfortably
exceed the legal maximum. That, combined with the fact that riders
need not wear a helmet, has left Fatbikes involved in a rapidly growing
number of accidents, with severe head injuries among under-16 users
the result.?” Proposals in parliament to make helmets compulsory for
Fatbikers, or to impose age limits, have fallen on deaf ears with the
Minister of Transport, who argues that manufacturers would simply
tweak the bikes just enough to keep their spirit intact while slipping

21 https:/www.dutchnews.nl/2024/09/accidents-involving-fatbikes-soar-half-the-vic-

tims-are-under-16/ accessed 24 July 2026.
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outside the scope of any such regulation — circumventive innovation

in action.?®

Compliance innovation, on the other hand, involves the development of
technologies or processes that enable rms to meet or exceed environ-
mental regulations. This type of innovation is aligned with the goals
of the regulations and can lead to both environmental and economic
bene ts. Compliance innovations are often encouraged by regulatory
frameworks that provide incentives for rms to go beyond minimum
compliance.

Tesla

An example of compliance innovation has been Tesla. The EU imple-
mented Euro 6 emission standards for passenger cars and light
commercial vehicles. These set strict limits on emissions of nitrogen
oxides (NOx), hydrocarbons, carbon monoxide, and particulate matter
from passenger cars and light commercial vehicles. California was
moving in the same direction. By focusing on electric vehicles (EVs)
that produce zero emissions while driving, Tesla has not only met
but far exceeded traditional emission standards. This has provided
Tesla with several advantages, including market leadership in the
emerging EV market, obtaining signi cant regulatory credits (e.g.,
Zero Emission Vehicle credits in California) that it can sell to other
manufacturers, generating additional revenue. And through driving
innovation in battery technology and over-the-air software updates,
positioning the company at the forefront of automotive technology.

The Porter Hypothesis, in both forms, is closely tied to the notions of
circumventive and compliance innovation. The weak version suggests
that rms may take up compliance innovation to o set the costs of regu-
lation; the strong version implies that such compliance innovation can
yield long-term competitive advantages. Circumventive innovation, by
contrast, runs against the Porter Hypothesis: rms pursuing it are not
trying to meet regulatory standards but to dodge them, which undercuts
the very bene ts regulation-driven innovation is supposed to deliver.

28 \Which is exactly what happened. Some cities have implemented bans on fatbikes

in city centres in early 2026. Industry responded with Skinnybikes that don’t meet
the tyre constraints. https:/www.nu.nl/binnenland/6392669/skinnybikes-om-
zeilen-de-eerste-fatbikeverboden-dit-zagen-we-aankomen.html accessed 24 July 2026.
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The trouble with the Porter Hypothesis — as with many hypotheses —
is that it is hard to corroborate or refute in practice. Numerous studies
and meta-studies have tackled it in the environmental domain, with
mixed results. One meta-study® notes that the hypothesis dominates
the theory-driven literature, in contrast to the empirical work: "These

ndings disclose that the domain is still immature and fragmented vis-a-
vis the methodology, themes/theories and national and regional focus.
This state-of-the-art implies that further research is necessary for the
advancement of understanding in this important area."

The Porter Hypothesis (if valid) has important implications for innova-
tion governance. It suggests that policymakers can use environmental
types of regulations as a tool to drive innovation and improve competi-
tiveness. However, the e ectiveness of this approach depends on several
factors, including the design of the regulations, the market conditions,
and the innovative capacity of rms, topics that we explore deeper in
section 8.4).

We now have a su cient understanding of the role of technology and
innovation in the economy and why policy makers have an interest to
promote innovation. In the next section we look at some prominent
regional perspectives on innovation, how to foster innovation and how
to prevent, limit or mitigate harms associated with certain innovations.

8.3 Digital empires, where perspectives collide

Countries and regions di er in how they weigh values, innovation,
economic activity, regulation and governance — and in the instruments
they reach for. We saw in chapter 2 that they already di er in where their
GDP comes from: some lean on primary and secondary activity, others
on tertiary and quaternary sectors, depending on natural resources and
geography — at, fertile Netherlands has an agricultural edge that moun-
tainous Switzerland lacks. Geopolitics shapes stance too. A country
that was the battleground of two world wars carries that in its politics;
a relatively young settler nation carries something else (there were, of
course, people living in North America long before the European invasion,

29 Stephen Oduro, Guglielmo Maccario and Alessandro De Nisco, ‘Green Innovation: A

Multidomain Systematic Review’ (2022) 25 European Journal of Innovation Manage-
ment 567, 582.
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though many Americans seem to retain no active memory of it); and
a civilisation with ve thousand years of continuous culture and a vast
population, something else again.

Is there any coherence to how these regions approach innovation and
its governance?

There is. In 2023 Anu Bradford published “Digital Empires: The Global
Battle to Regulate Technology”™°, o ering a persuasive account of three
regulatory models in the digital economy — those of the United States,
the European Union and China.* Each ‘empire’ embodies a distinct
approach to technology and its regulation, rooted in its own values, insti-
tutions and economic priorities. Bradford’s focus is the present digital
age, but each stance echoes a much older history — which is where the
three temperaments become legible.

The United States, Bradford writes, has traditionally taken a market-driven
approach:

The American regulatory approach centers on protecting free speech,
the free internet, and incentives to innovate. It is characterized by its
discernible techno-optimism and relentless pursuit of innovation. ...
The American market-driven model exhibits uncompromising faith in
markets and embraces a limited role for the government. According
to this techno-libertarian view, government intervention not only
compromises the e cient operation of markets; it also undermines
individual liberty.*?

China’s model, by contrast, is state-driven:

The Chinese government seeks to maximize the country’s technological
dominance while maintaining social harmony and control over its
citizens’ communications. ... In addition to pursuing this economic
goal, the government is focused on tightening the political grip of the

%0 Anu Bradford, Digital Empires: The Global Battle to Regulate Technology (Oxford

University Press 2023).

A very relevant question at the time of writing this chapter is how sustainable her
analysis is given that the Trump administration is destroying the foundations of the
US and with this changes the entire world.

Bradford (n 30) 7.
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Chinese Communist Party (CCP) by deploying the internet as a tool
for control, surveillance, and propaganda.

Chinese tech rms grew under a deliberately lax early regime and, in
return, have served as the CCP’s surrogates in surveillance and control.
Lately the state has turned its antitrust powers on giants like Alibaba and
Tencent — reining them in not to free the market but to cement its own
grip on the digital economy.®

The European model is rights-driven:

The EU embraces a human-centric approach to regulating the digital
economy where fundamental rights and the notion of a fair market-
place form the foundation for regulation.®*

Where the American model treats free speech as the fundamental right,
the EU balances it against human dignity and privacy, and seeks to
enhance rather than curtail citizens’ rights against both companies and
the state. And where the American model frets that governments do not
understand technology, the European one frets that technology compa-
nies do not understand constitutional democracy or the fundamental
rights of internet users.*°

Three empires, three temperaments. Where do they come from?

From Wild West to Libertarianism

The US approach grows out of the frontier. Settlers came to escape
religious persecution and hardship — from Jamestown in 1607 and
Plymouth in 1620 onward — bringing a erce individualism and an
appetite for self-government that would shape the American ethos.*’

33.
34.
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Berlin Declaration on Digital Society and Value-Based Digital Government, German
Presidency of the Council of the E.U., at 2 (Dec. 8, 2020), https://ec.europa.eu/isa2/
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The westward expansion that followed, romanticised as the ‘winning of
the West’ and rationalised as Manifest Destiny, rewarded self-reliance
— and rewarded land-hunger: the Louisiana Purchase, and later the
Homestead Act’s o er of free land to anyone willing to farm it, drew
waves of pioneers west.*® It was also brutal. The forced removal of
Native American tribes, from the Indian Removal Act of 1830 on, is the
dark underside of the same story.*

Crucially, the conquest was a technological one. Railroads and the tele-
graph (chapter 1) collapsed the distance between the coasts,*° knitting
together a continental economy;* the steel plough, mechanised farming
and irrigation turned prairie into farmland.*’ Each success reinforced a
national faith in innovation as the answer to any obstacle.

What the frontier bequeathed was an ethos of individualism, self-reliance
and minimal government — later written into the Declaration of Inde-
pendence and the Constitution.*®

That ethos found its purest digital expression in John Perry Barlow’s
1996 ‘Declaration of the Independence of Cyberspace’** — the Wild West

avour is right there in the Electronic Frontier Foundation he co-founded.
Governments, he told them, had no business regulating cyberspace, ‘the
new home of Mind’:

3. The Colonial Period, American history - from revolution to reconstruction and

beyond. University of Groningen, 2012, https:/www.let.rug.nl/usa///outlines/history-
1954/the-colonial-period.php accessed 24 July 2026. Benjamin T. Arrington, “’Free
Homes for Free Men”: A Political History of the Homestead Act, 1774-1863”, 2012.
Dissertations, Theses, & Student Research, Department of History. 48. https:/digi-
talcommons.unl.edu/historydiss/48; Westward, American history - from revolution
to reconstruction and beyond. University of Groningen, 2012. https:/www.let.rug.nl/
usa/outlines/history-1994/westward-expansion-and-regional-di erences/westward.
php both accessed 24 July 2026.

See for instance https://education.nationalgeographic.org/resource/indian-removal-
act-and-trail-tears/ accessed 24 July 2026.

Tom Standage, The Victorian Internet - The Remarkable Story of the Telegraph and the
Nineteenth Century’s On-Line Pioneers (Weidenfeld & Nicholson 1999).
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Governments of the Industrial World, you weary giants of esh and
steel, | come from Cyberspace, the new home of Mind. On behalf
of the future, | ask you of the past to leave us alone. You are not
welcome among us. You have no sovereignty where we gather. ... You
have no moral right to rule us nor do you possess any methods of
enforcement we have true reason to fear.

I return to these claims in the next chapter, where lines like ‘Your legal
concepts of property, expression, identity, movement, and context do not
apply to us ... there is no matter here’ turn out to have aged badly. For
now the Declaration matters because it distils the libertarian creed of the
(largely Californian) entrepreneurs who built Big Tech, and of much of
conservative America besides: minimal state interference in the market
and in private life.

From Dynasties to Industrial Superpower

China’s instinct for central control over technology is far older than
the United States itself. Two thousand years of imperial rule built a
centralised bureaucracy that prized order, stability and the concentration
of power® — even as Tang- and Song-era China produced gunpowder,
paper, printing and the compass, often centuries ahead of everyone else.
Isolation under the later Qing let that lead slip, and the nineteenth-century
‘Century of Humiliation” — the Opium Wars, the unequal treaties, the
forced concessions — turned technological weakness into national
trauma. The lesson the modern state drew is blunt: to fall behind tech-
nologically is to be at others’ mercy.

The pattern ever since has been catch-up under rm political control.
After 1949, Mao’s convulsions — the Great Leap Forward, the Cultural
Revolution — industrialised at appalling human cost;*® from 1978, Deng
Xiaoping’s ‘Reform and Opening Up’ and the Special Economic Zones
let market forces and foreign technology in without loosening the Party’s
grip. Heavy investment in universities and R&D, WTO membership in
2001 and sustained state backing then produced global champions —
Huawei, Alibaba, Tencent — in telecoms, Al and renewables.

45 ) Fairbank and M Goldman, China: A New History (Harvard University Press 2006).

4. g MacFarquhar, The Origins of the Cultural Revolution, Vol. 1: Contradictions Among the
People, 1956-1957 (Columbia University Press 1997).
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Crucially, the same technology serves control. The Great Firewall censors
the internet; the Social Credit System scores citizens’ trustworthiness;
facial recognition and Al surveillance watch public space. Programmes
like ‘Made in China 2025’ and the Belt and Road Initiative project the
model outward. The result is a permanent balancing act: foster enough
innovation to lead the world, but never so much that it threatens the
Party’s authority.

From the Dark Ages to Fundamental Rights

Europe’s rights-driven temperament is best read against its own
worst memories. Start with its counterpoint, the so-called Dark Ages:
after Rome fell, a fragmented continent where the Church controlled
knowledge and dissent could be lethal.*” The long climb out — the
Renaissance’s rediscovery of classical learning, and the printing press
that broke the Church’s monopoly on it* — reopened the space
for inquiry.

The Enlightenment carried it further, with Voltaire, Rousseau and Locke
insisting on reason, individualism and natural rights,*® and giving us the
liberalism and the idea of an improvable society that underpin modern
democratic government.*°

The Industrial Revolution then delivered wealth — and, with it, stark
inequality and the labour movements that rose to answer it,”* a rst hard
lesson that technological progress and social protection have to be held
in balance.*

But the decisive experience is the twentieth century’s two world wars. The
Holocaust and the horrors of unchecked nationalism produced, in their
aftermath, a determination to build structures against any recurrence:
the Nuremberg trials,* the Council of Europe (1949) and its European
Convention on Human Rights, and the European Economic Communi-

4T Anne Grant (ed), Science, Technology, & Society: A Student-Led Exploration, Clermson

University, 2020, Chapter 16. https:/pressbooks.pub/annel/ accessed 24 July 2026.
P Burke, The European Renaissance: Centers and Peripheries (Wiley-Blackwell 1998).
D Outram, The Enlightenment (Cambridge University Press 2005) 2.
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ty (1957) that became today’s EU — economic cooperation as a bulwark
against another war.

The EU’s Charter of Fundamental Rights (2000) codi es a broad set of
civil, political, economic and social rights,”* among them the rights to
life and integrity, to health, to a high level of environmental protection,
and to consumer protection.

Hence Europe’s cautious instinct: innovation is welcome, but not at the
expense of those rights. Crudely put, when innovation collides with other
fundamental rights, the EU tends to tilt towards protecting the rights
over pursuing growth. There are countless ifs and buts, but as a heuristic
it explains a great deal of EU regulation — and sets up the precautionary
stance we turn to next.

8.4 Innovation Governance

We now have a sense of how the big economic blocs got to where they
are in April 2025 when | wrote the rst version of this chapter. The
world is in total ux in Summer 2026 with the US abandoning much of
its values and perspectives. This may have drastic e ects on how the
blocs approach innovation and regulation in the next decade. The state
described in 8.3 gives a good backdrop to look at some generic mecha-
nisms to guide innovation. | do this building on an overview paper by
Thomas A. Hemphill in which he discusses four innovation governance
approaches™: precautionary principle (PP), Innovation Principle (IP),
Responsible Innovation (RI) and Permissionless Innovation (PI). As we
will see, the precautionary principle and permissionless innovation are
relatively pure forms, while innovation principle and responsible inno-
vation build on the precautionary principle. We will also see that PP is
deeply rooted in the European culture, while Pl is associated with the US
view on society and innovation.

In the subsections below | rst discuss the four approaches in isola-
tion. Next | will compare and contrast them and nally, | will place them

54 European Union, Charter of Fundamental Rights of the European Union. O cial Jour-

nal of the European Union, 2020.
Thomas A Hemphill, ““The Innovation Governance Dilemma: Alternatives to the
Precautionary Principle™ (2020) 63 Technology in Society 101381.
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(in particular PP and PI) in a broader picture: what are their (likely/
potential) e ects on innovation.

8.4.1 Precautionary principle (PP)

The precautionary principle, as its name suggests, takes a precautionary
stance towards risk and harm. Summed up in a few words, it is 'better
safe than sorry'. It urges us to think through and research the potential
e ects of an innovation — to establish its likely (and actual) risks and
harms — before pressing ahead with the products and services them-
selves. Where those risks are judged signi cant, or even irreversible, the
conclusion should be that the innovation ought not to be pursued. Inno-
vation, in other words, is not always warranted: other interests or values
may outweigh the innovation's own potential economic value.

At this point we can already see why PP is seen as ‘paralysing, in exible,
and extreme’ by some.’® If worries about potential future risks would be
su cient to put a stop on innovation then indeed it might hamper inno-
vation. Worse, it might become a political instrument to, for instance,
stop imports on certain products or services coming from elsewhere
(such as the EU ban on Genetically Modi ed Organisms | will discuss
below). In reality, PP is more nuanced.

Let us take a closer look at what the principle actually entails and whether
the critiques hold any ground.

After the post-war recovery, with its signi cant industrial expansion and
innovation, an awareness grew in Europe that the environment needed
to be taken more seriously. This led to an expansion of European envi-
ronmental policy in the mid-1970s. A central element of that policy was
precaution — a way of stopping realistically irreversible environmental
problems from arising at all. The precautionary principle gained strength
partly because it travelled with a wider set of environmental-policy inno-
vations — prevention over cure, best-available-technology standards,
the polluter-pays principle, proportionality, and a concern for future
generations.”’ Its own distinctive move, though, was sharper: to place
the burden of proof on whoever proposes a new product, technology
or piece of infrastructure. Absence of certainty was no longer a licence
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to proceed — nor, crucially, a bar to caution — so long as there was a
reasonable prospect of serious harm. Precaution guards not just against
causing harm but against exposing us to the risk of it.

In essence, the precautionary principle imposes a duty of planetary
care on the human will.*® Adopting PP shifts the responsibility for
choosing technologies that carry potential negative e ects on others
away from individuals and corporations. It becomes instead a collec-
tive matter, requiring public debate and deliberation about the future
and the accountability we want to hold ourselves to. That deliberation
weighs bene ts and risks — and not only the actual risks, but also those
for which no clear scienti ¢ evidence yet exists. Here the absence of
evidence is not a signal to keep going until the harms are better under-
stood, but a signal to pause the innovation, or even stop it. During the
pause more information can of course be gathered, which may later
warrant resuming. PP is thus a way of making a risk/bene t assessment
under incomplete knowledge — which sets it apart from a classical cost/
bene t analysis, where most of the facts are on the table and ‘calculus’
can be performed.

The precautionary principle dates from the period when it became clear
that environmental disruption — particularly from toxic chemicals
— was becoming a reality. Damaging pollution is a cross-border phenom-
enon, raising cross-border responsibilities to curtail it at source. Yet it
was equally clear that reliable information and forecasts were limited or
imperfect. The potential future harm of toxic chemicals is so signi cant,
and so potentially irreversible, that waiting for scienti ¢ evidence of
the harm — of the causal chain between chemical and harm, and of its
source — is inappropriate: by the time all of that is clear, the damage is
too late or too costly to undo. Compounding this, scientists tend to want
to avoid false positives, or ‘false alarms’. That bias explains why many
are cautious in their claims and public pronouncements (as they should
be).” But failing to act when everything seems ne, only for it to turn out
otherwise (a false negative), is far worse, given the scale or irreversibili-
ty of the harm. Follow the normal scienti c practice of awaiting evidence
and avoiding false alarms, and one may end up in a genuinely alarming
situation that nobody warned against. The precautionary principle
exists to prevent exactly this. Its etymology captures the idea: PP comes

58.
59.

Ibid
Ibid.



Stepping back 345

from the German Vorsorgeprinzip, which means not so much foresight
as ‘fore-care’.

Defining the terms

Noah Sachs provides a good overview of what he calls the precautionary
principles, as there are di erent versions that are not synonymous.®°
The so called weak version holds that “regulators should be empowered
to address risk in contexts of scienti ¢ uncertainty—that is, even before
regulators fully understand the nature or extent of risk.”®" A famous
version is Principle 15 of the Rio Declaration on Environment and Devel-
opment agreed by all UN nations in 1992 (including the US):

In order to protect the environment, the precautionary approach shall
be widely applied by States according to their capabilities. Where there
are threats of serious or irreversible damage, lack of full scienti c
certainty shall not be used as a reason for postponing cost-e ective
measures to prevent environmental degradation.

This version acknowledges that risk assessment is an uncertain science,
and that serious harm may result if we wait until everything is known
before acting. Regulatory action may therefore be warranted even under
scienti ¢ uncertainty, in cases where serious or irreversible harm may
occur, so asto head o future harm to people, the environment and so on.
Cases where earlier intervention on this principle might have prevented
the worst include asbestos, DES®?, tobacco and mad cow disease®’.

The weak version is incorporated into EU treaty law. It is enshrined
in Article 191 of the Treaty on the Functioning of the European Union
(TFEU), which states:

60- Noah M Sachs, ‘Rescuing the Strong Precautionary Principle from Its Critics’ 2011
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Union policy on the environment shall aim at a high level of protection
taking into account the diversity of situations in the various regions
of the Union. It shall be based on the precautionary principle and on
the principles that preventive action should be taken, that environ-
mental damage should as a priority be recti ed at source and that the
polluter should pay.

The principle is applied in various areas, including environmental
protection, public health, and consumer safety as we will see below in
the GMO and REACH examples.

It is important to note that the weak version does not prescribe any
particular kind of regulatory intervention. This has led several scholars to
claim that the weak PP is actually vacuous. It does not have clear triggers
nor clear consequences, it only opens the road to intervention. And as
we have seen in chapter 7, government can easily nd a reason to inter-
vene and enact regulation. PP can then indeed in principle be used as
a political instrument to stop certain developments. Another important
note is that the weak version PP is primarily concerned with the timing
of regulatory intervention. The government does not have to wait until all
fog has cleared, but if there is su cient reason to suspect that serious
harm may occur as a result of some technology development it can inter-
vene. Another objection to PP is that some (especially in Washington)
claim it abandons ‘sound science’ in favour of regulation based on
speculation and supposition of various threats to the environment. It
supposedly only gives (unwarranted) extra ‘weight’ to environmental
factors in risk decision making.®*

The strong version goes further than providing the government merely
a permit to intervene by positing that if applicable, the PP should require
some precautionary regulatory action. The regulatory intervention should
be the default response to serious risk under conditions of scienti c
uncertainty. The intervention can range from use restrictions or warning
requirements all the way up to blanket prohibitions on a certain technology
or innovation, depending on the level of the expected risk and the
strength of the scienti ¢ evidence. An important aspect of the strong
version is also that it places a burden of proof on the innovator (private
proponent of the risk-taking activity) to prevent the regulatory kickback
by proving that the risks envisioned by the regulator are in fact accept-

64. sachs (n 60) 1294.
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able or reasonable. Regulatory intervention (a rmative call to action) is
the presumption (default) that can be negated by proof of non risk of the
technology development.

Sachs de nes the Strong Precautionary Principle as the view that:

(1) regulation should presumptively be applied when an activity or
product poses serious threats to human health or the environment,
even if scienti ¢ uncertainty precludes a full understanding of the
nature or extent of the threats; and

(2) the burden of overcoming the presumption in favor of regulation
lies with the proponent of the risk-creating activity or product.

It is important to note that there is a signi cant threshold in this de ni-
tion: serious threats to human health or the environment. The Strong PP
is not your go to measure for just any innovation. Invoking precautionary
measures, which can include labelling or warning signals, restrictions
and even full bans, can be expensive and far reaching and come with
di culties in implementation and enforcement and thus should only
be used in serious cases. Whereas the weak version can be captured
by ‘better be safe than sorry’, the strong version establishes a 'stop and
think’ mechanism that requires the risk creator to quantify the risks and
provide the relevant risk data to regulators.

Cass Sunstein®, Gary Marchant®® and others have argued that the strong
PP provides no guidance. That may be true, but that is also not the intent
of adopting strong PP. It provides a framework or stance towards decision
making, rather than a detailed prescription for action. In that sense, PP
can be compared to principles such as Due Process or Equal Protection.
Principles provide an abstract frame that has to be elaborated in view of
the concrete circumstances. That does not make them vacuous or empty.

The regulatory response will depend on the technology, the risks
involved, the timeline and so on. Legislation grounded in the strong
precautionary principle might, for example, require the proponent to
prove ‘no substantial risk’ to human health before commencing an activ-
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ity or introducing a product — or to show that the bene ts outweigh the
risks, or that the activity will meet predetermined safety standards.®’

Strong PP casts the government, or regulator, as a risk gatekeeper: the
decision-maker who, having given the risk-creator a chance to show the
risks are limited, gives a go or no-go on a particular innovation. It is an
ex ante mechanism — it insists on a clear view of the potential risks,
backed by proof, before a technology reaches the market. This ex ante
character, and the possibility of blocking an activity outright, has led
opponents to claim that in Europe (and other PP-minded jurisdictions)
permission is needed for almost any innovation. There is little to the
claim: strong PP only enters the stage — or should — where the poten-
tial harm is serious or irreversible.

In practice, strong precaution is usually operationalised through a licens-
ing, permitting or pre-approval system, in which the proponent bears
both the burden of production — researching the risks and putting the
evidence before the regulator — and the burden of persuasion — showing
that the relevant safety standards are met.®®

A ‘case study’: genetically modified organisms®?

GMOs are a poster child of the precautionary principle. Humans
have always manipulated organisms through selective breeding,
but since 1972 recombinant DNA has allowed the genetic make-up
of crops — corn, rice and the rest — to be altered directly, to resist
disease or raise yields. The worry is speed and scale: where selective
breeding took many slow generations, genetic modi cation achieves
large changes in a single step, so e ects can appear suddenly and
across vast areas. The risks are not only to human health; an ecosys-
tem can be disrupted when large tracts of land are planted with crops
that never grew there before, confronting insects, birds and rodents

with a food source they cannot process.’®
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Read and O’Riordan put the precautionary case sharply. Even grant-
ing a scienti ¢ consensus that GMOs are safe, they argue, there is
a risk asymmetry: we would never accept 99% con dence that an
aircraft is safe (the US Federal Aviation Administration standard
exceeds 99.99%), yet far less than certainty about human-triggered
climate change is enough to worry us deeply. Where the downside
is catastrophic, a ‘tail risk” — however unlikely — cannot simply be
balanced against the bene ts; and twenty years of testing, they note,
is no time at all on an ecological, let alone evolutionary, timescale.
Precaution, on this view, means searching for solutions that are not
potentially ruinous.”

The powers of precaution

Strong PP application sends useful signals to risk creators: it urges them
to research the risks of their activities and provides a clear message that
the regulator will not wait until damage is done before requiring some
research and justi cation of the potential hazards. It is about ‘stirring,
not stopping’ innovation’, a tool to “help reconcile tensions between
political pressures for promotion and control”.”? It ensures that the
public is informed about, and has a say in (through parliament usually),
the deployment of technologies that may have serious public health
impacts.’®

Precautionary measures are not the only way to deal with harm. The tort
(liability) system and contracts are legal institutions that can also cope
with harms after the fact. Tort liability is an ex post mechanism — repairing
or compensating for damage — but the threat of ex post redress also
gives it an ex ante e ect: risk-creators weigh the odds of facing compen-
satory (and punitive) claims for the harms they might cause. For many
risks this works ne. But when a risk-creator's ‘leap’ threatens wide-
spread, di use harm — think of mercury pollution from a power plant,
or a manufacturer's decision to use endocrine-disrupting chemicals in
the plastics for children's toys — strong PP may be the more e cient
and e ective option.

71.
72.

Read and O’Riordan (n 57) 10.

Andy Stirling, ‘Precaution in the Governance of Technology’, in Roger Brownsword,
Eloise Scotford, and Karen Yeung (eds), The Oxford Handbook of Law, Regulation and
Technology (Oxford University Press 2017) 645, 653.

% sachs (n 60) 1299.
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The framework is also well suited to preventing ecosystem harm, where
responding after the fact has serious drawbacks. Cleaning up a massive
oil spill is no simple feat; consider the lax governmental oversight that
contributed to the 2010 Deepwater Horizon spill in the US.

Serious externalities turn private choice into public risk. Where ex post
tort remedies or regulatory interventions are likely to prove inadequate
should damage occur, it becomes reasonable to ask the ‘leaper’ to justify
the activity, and to place limits on it, before the harm arrives. A likely
prospect of ex post legal failure, in other words, strengthens the case for
ex ante regulatory gatekeeping.

Procedurally, the principle acts as an information-forcing device: it gives

rms a pro t motive to research the health and environmental risks of
their own products. Bearing the burden of proof, they have a keen interest
in generating the risk-assessment data that will secure regulatory
approval. Chemical substances and new drugs, which must be cleared
by the European Medicines Agency or the US Food and Drug Administra-
tion, are cases in point.

The Precautionary Principle ips the perverse incentives that occur under
a regulatory regime with a governmental burden of proof, in which regu-
lated rms stand to gain by not developing, or by obfuscating, important
risk assessment data.

EU policy

The precautionary principle is aimed at consumer protection and protec-
tion of the environment. It is strongly embedded in EU primary and
secondary regulation. Article 3 (3) of the Treaty on the European Union
(TEU)™ provides the foundation:

The Union shall establish an internal market. It shall work for the
sustainable development of Europe based on balanced economic
growth and price stability, a highly competitive social market economy,
aiming at full employment and social progress, and a high level of
protection and improvement of the quality of the environment. It shall
promote scienti ¢ and technological advance. (Emphasis added)

. https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX%3A12008M003

accessed 24 July 2026.
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This protection is then further speci ed in the form of the precaution-
ary principle in article 191 (2) of the Treaty on the Functioning of the EU
(TFEU). It reads:

Union policy on the environment shall aim at a high level of protec-
tion taking into account the diversity of situations in the various
regions of the Union. It shall be based on the precautionary principle
and on the principles that preventive action should be taken, that
environmental damage should as a priority be recti ed at source and
that the polluter should pay.”

In February 2000, the European Commission published a Communica-
tion on the PP providing a general framework for its use in EU policy.”®
The Directorates-General for the Environment, Enterprise, and Health
& Consumers all contributed to the drafting of the Communication. It
was a response to the Council Resolution of 13 April 1999 requesting the
Commission develop clear and e ective guidelines for the application of
the principle.

The Communication describes the use of the principle in a range of policy
areas and says that the PP must be viewed in the overall framework
of risk analysis. It seeks to build a common understanding of how to
assess, appraise, manage and communicate risk where science is not
yet fully able to evaluate it. It lays down the checks necessary to avoid
inappropriate use of the PP and to prevent it being used as a disguised
form of trade protectionism. To this end, it stresses that the PP may only
be invoked in the event of a potential risk and that it can never justify
arbitrary decisions.

The Communication makes it clear that there is an important distinction
between the decision to act or not to act and notes that this decision is
of a political nature. Furthermore, the PP is a not a substitute or excuse
for seeking zero risk. When invoking the PP, it must be borne in mind
that in some cases the right answer may be to do nothing, or at least not
to introduce any legally binding measure. If action is deemed the right
course there are a wide range of initiatives available, from legally binding

> https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX: 12012E/TXT:en:PDF
accessed 24 July 2026.

Commission Communication of 2 February 2000 on the Precautionary Principle,
COM(2000) 1.
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measures to recommendations for extra controls, to the launch of a
research project.

8.4.2  Permissionless Innovation (PI)

Where the strong precautionary principle puts societal health and safety
above the innovator’s economic gain — reaching for permissions,
licences and outright bans — its opposite is Permissionless Innova-
tion.”” As the name suggests, PI holds that technology creators should
not need o cials’ approval: “Experimentation with new technologies
and business models should generally be permitted by default. Unless
a compelling case can be made that the new invention will bring serious
harm to society, innovation should be allowed to continue unabated and
problems, if any develop, can be addressed later.” Facebook’s pre-2013
motto, ‘Move fast and break things’, captures the spirit.

This ts the US view of technology and government sketched in section 8.3:
minimal intervention, faith in free markets and competition, and entre-
preneurs free to experiment without prior approval — the environment
in which Google, Apple and Facebook grew.

PI’'s most energetic champion is Adam Thierer, whose Permissionless
Innovation: The Continuing Case for Comprehensive Technological Freedom
is essentially a battle against the precautionary principle — fear against
freedom, stasis against dynamism, technocrats against entrepreneurs.”®
The freedom to experiment, he argues, powers each ‘great wave’ of indus-
trial innovation, and should always be preferred to the ‘central-planning
mentality’ that has ‘sti ed human progress and prosperity’.

What PI actually amounts to is less clear than the rhetoric. Its propo-
nents do not want a world without rules: they accept that innovation
operates within existing law, that a dose of precaution is sometimes
needed (backed by cost-bene t analysis), and that ex post institutions
like tort law exist. Yet they insist that under the precautionary regime
innovators must win regulators’ approval before they can act — which,
as we saw, is not really true. Thierer frames PP as “the belief that new
innovations should be curtailed or disallowed until their developers can

T Adam D Thierer, Permissionless Innovation: The Continuing Case for Comprehensive Tech-

nological Freedom (Revised and expanded edition, Mercatus Center, George Mason
University 2016).
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prove that they will not cause any harm”. That is a far stronger PP than
anyone actually defends: precaution is about foreseeable harm that is
serious or irreversible, not about proving no harm at all. It is a strawman.

Stripped to its governance core, Pl traces back to the early internet,
whose open, decentralised architecture let anyone build and share
without a central gatekeeper’® — a culture of trial and error in which
‘innovation allowed’ is the default and the burden of proof falls on
whoever would restrict it. Government still has a role, but only where
there is clear evidence of harm.

The bene ts are real: freedom from prior approval encourages entrepre-
neurship and investment, drives competition and lower prices, and lets
society learn to absorb new technologies and build norms around them.
Proponents credit Pl with the pace of change from the PC and the smart-
phone to the sharing economy and the Internet of Things. Whether it is
the whole story is another matter: Silicon Valley also enjoys a distinctive
appetite for risk — going bankrupt is not the end, you pick up the pieces
and try again — and an abundance of venture capital.

Thierer o ers Big Data, social media and Section 230 — the provision
granting online intermediaries immunity from liability — as things that

ourished precisely because they were free to develop “even in the face of
initial unfamiliarity and unease”?° along with Uber, Airbnb and the rest.
The market, on this view, selects the winners, and government should
not intervene out of anxiety; the losers (IBM missing the PC®, Kodak
missing digital, MySpace losing to Facebook) are ‘innovated away’ with-

out any regulator’s help.

In the PI picture, consumers and rms make their own choices and
competition steers us right. Thierer’s stance shows in this passage on
Big Data:

Of course, “Big Data” raises a variety of big privacy and security
concerns leading to calls for new regulations. Various privacy advo-

" Ibid 12-15. But bear in mind that ARPANET, the internet’s precursor was actually a

Department of Defense funded infrastructure that had strict rules for who could use it
and for what.

FTC Commisioner Maureen K. Ohlhausen, quoted in Thierer (n 77) p 15.

Thierer (n 77) 48. A somewhat odd example given that the PC revolution was started
by the same IBM.
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cates have pushed for these e orts, fearing that, without new rules,
we will forever lose control of our data, or worse yet, be subjected
to new forms of economic or social discrimination. Although there
are serious privacy-related harms associated with personal-data
collection and use, they are mostly con ned to health and nancial
information, which are far more sensitive in nature. However, we
already have privacy rules covering those classes of information.®?

That was written around 2014-16. US privacy regulation was lax then and
remains so (unlike the EU’s GDPR), and we now know the online world
teems with further harms — discrimination, exclusion, manipulation —
enough that the age has earned the name Surveillance Capitalism.®®

Two observations. First, even read as precautionary regulation, the GDPR
does not require innovators to seek prior approval; it simply sets rules for
processing data that controllers must follow. So Thierer’s passage does
not defend freedom to experiment at all — it merely concedes that rules
exist.2* Second, Thierer consistently downplays harms that were already
known. Uber is presented as progress, glossing over that much of its
edge came from cutting corners and externalising costs — licensing,
insurance, the ownership and risk of the cars. One begins to suspect
Pl thrives on externalities: innovating when harms are unknown is one
thing; innovating because the costs can be pushed onto others is quite
another. Under PI, even known or suspected harms are society’s prob-
lem to mop up; the innovator’s freedom comes rst. Misinformation on
social media, the gig economy’s toll on labour rights, the energy cost of
crypto mining, the drift to monopoly — all sit outside the PI proponent’s
eld of view.

As will be clear, | am critical of permissionless innovation. In its stron-
gest form it looks unsustainable in a society that values more than
economic gain. But stripped to its underlying principles it serves as one
of our two pure governance approaches, which in idealised form boil
down to:

82 1bid 11.

8. Shoshana Zubo , The Age of Surveillance Capitalism: The Fight for a Human Future at
the New Frontier of Power (Pro le Books 2019).

Restrictions on activities always exist, like laws of physics prevent people from ying
without signi cant e ort which is not generally seen as an unreasonable constraint on
travel, it simply is a (technical) design constraint.
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o Experimentation with new technologies and business models should
generally be permitted (certainly in a lab or controlled environment);

e The burden of proof for (serious) harm to society lies with the regula-
tor who is capable of intervening;

» Burden of proof of harm should be based on bene t-cost analysis;

e Ex post interventions (harm mitigation, regulation) are to be preferred
over control or ex ante mechanisms, such as licensing;

» The market will guide what is best for society.

Let’s talk

Nowadays we reach for Zoom, FaceTime or Teams rather than the
telephone, and the lineage runs back to Skype, built in 2003 by Niklas
Zennstrom and Janus Friis (previously of the le-sharing service
Kazaa). At the time, cross-border communication meant expensive,
tightly regulated telecoms. Skype used peer-to-peer technology to
carry free voice and video over the open internet, sidestepping the
telecom networks — and, because it rode the open internet, telecom
regulation — without asking anyone’s permission rst. It grew explo-
sively; incumbents lobbied for a crackdown, but its decentralised
design made it hard to regulate, and over time Skype simply adapted
to the rules (data protection and the like) as they came. A neat illus-
tration of PI’s power to disrupt even a heavily regulated industry.

A spot of bother

On 18 June 2023 the submersible Titan lost contact an hour and 33
minutes into its descent to the wreck of the Titanic; it had imploded
under the pressure at a depth of 3,346 metres, killing all ve aboard,
including its owner-designer Stockton Rush. This was no scienti ¢
mission but a costly tourist trip for four wealthy passengers.

Titan was advertised as “designed and engineered by OceanGate Inc.
in collaboration with experts from NASA, Boeing, and the University
of Washington” — a claim that proved false.®> Boeing and UW had
made design recommendations and demanded rigorous testing,
which Rush ignored (earlier tests at depth had already produced
implosions in UW’s lab); the partnerships dissolved when he refused
to work to their standards.

8. https:/en.wikipedia.org/wiki/Titan_submersible_implosion accessed 24 July 2026.
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Rush is, it is fair to say, exactly the entrepreneur permissionless inno-
vation inspires. Titan was uncerti ed by any regulator or third party;
Rush called the US Passenger Vessel Safety Act’s priorities ‘need-
lessly’ weighted to “passenger safety over commercial innovation”,
told CBS that “at some point, safety just is pure waste”, and boasted:

“there’s a rule you don’t do that. Well, I did”.88

Narrator: Maybe the safety rules and certi cation do serve a purpose.

8.4.3 Responsible Innovation (RI)

Responsible Innovation tries to escape the ‘us versus them’ stance
underlying both PP and PI. In PP the regulator is a paternalistic guardian
shielding society from harm-inducing innovators; in Pl the innovators
are the heroes, hampered by fearful regulators. PP’s weakness is that
over-cautious regulators may sti e good innovation; PI's is that innova-
tors may pocket the gains and leave society to clear up. RI's answer is
to have innovators internalise responsibility themselves rather than be
corrected from outside. Von Schomberg’s de nition captures the spirit:

Responsible Research and Innovation is a transparent, interactive
process by which societal actors and innovators become mutually
responsive to each other with a view on the (ethical) acceptability,
sustainability and societal desirability of the innovation process and
its marketable products (in order to allow a proper embedding of
scienti ¢ and technological advances in our society).®’

RI grows out of the Responsible Research and Innovation (RRI) move-
ment, rooted in Science and Technology Studies on both sides of the
Atlantic. Its emphasis, as Koops notes, falls on the ‘responsible’ — inno-
vation that is ethically acceptable, sustainable and socially desirable,
mindful of the future and balancing economic, social and environmental
concerns®® — and it chimes with the regulatory turn towards ‘soft law’,
responsive regulation and participatory governance.

8- Ibid,

87 R von Schomberg, A vision of responsible research and innovation. In R. Owen, J.
Bessant, and M. Heintz (eds), Responsible innovation: Managing the Responsible Emer-
gence of Science and Innovation in Society (Wiley 2013) 51-74.

8. Bert-Jaap Koops, ‘The Concepts, Approaches, and Applications of Responsible Inno-
vation: An Introduction’ in Bert-Jaap Koops and others (eds), Responsible Innovation 2
(Springer International Publishing 2015) 6.
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There is no single RI; by design it is context-sensitive, shaped by the
technology, the problems it raises, and the disciplines and values in
play. What every version shares is stakeholder engagement: rather than
an innovator perfecting something in private and launching it on the
market, a wide range of voices — engineers, social scientists, ethicists,
lawyers, prospective users, those later a ected, policymakers, civil soci-
ety — help shape it, so as to maximise its social value and minimise
harm. That elicitation of concerns and values (for methods see chapter 4)
is itself alert to power asymmetries between stakeholders.

RI is thus mostly something innovators do — an attitude woven into
the process. For Koops it is both an ideal we strive for but never fully
reach and a shared project.®° To turn it into a governance approach with
assignable roles, it helps to distinguish, again following Koops, two
broad forms: product and process.

RI as product and process

In the product approach, Rl is something you build and apply: a meth-

od, framework or set of guidelines — usually a normative value-set

— brought in early to steer a technology’s development and avoid costly
xes later. EU regulation o ers an example. Article 35 GDPR makes a Data

Protection Impact Assessment (DPIA) mandatory in high-risk cases:

Where a type of processing in particular using new technologies, and
taking into account the nature, scope, context and purposes of the
processing, is likely to result in a high risk to the rights and freedoms
of natural persons, the controller shall, prior to the processing, carry
out an assessment of the impact of the envisaged processing opera-
tions on the protection of personal data.

It stops short of full stakeholder participation, though paragraph 9 asks
the controller to ‘seek the views of data subjects or their representatives’
where appropriate. Because the DPIA aims to make high-risk processing
compatible with fundamental rights, it works as a vehicle for value-sensi-
tive design, with the GDPR as the guiding framework.

In the process approach, the focus shifts to self-learning procedures —
procedural values such as legitimacy, inclusiveness and accountability

89 |bid 5. Note that PP and PI are also more ideals than practical guidelines.
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— while the substantive values are generated from within, through
stakeholder involvement.?®

Owen and colleagues o er a purely procedural version: to innovate
responsibly is to be, continuously, anticipatory (foreseeing long-term
impacts, not just immediate bene ts), re exive (examining one’s own
assumptions and biases), inclusive (involving diverse stakeholders, not
only scientists and engineers) and responsive (willing to change course
as feedback and new information arrive).”*

Procedures of this kind appear in adaptive management (AM), a exible
approach born in ecology and common in the US, less so in Europe.®’
AM treats management actions as experiments: it learns iteratively —
act, monitor, evaluate, adjust, repeat — stays exible as new information
arrives, and collaborates across scientists, managers, policymakers and
the public.

AM is built for uncertainty and ignorance, and its unit of concern is the
system — the socio-eco-technical whole in which technology, society
and environment interact — rather than the technology alone. Its origins
in biodiversity conservation and sustainable resource management give
it a built-in leaning towards non-male cence (do not harm the system)
and even bene cence (sustain it for the future).®

As a management process, the procedural approach has to be embraced by
the innovator; its principles then chart the path to responsible innovation.

Rl as an innovation governance approach

Positioned as an innovation governance approach, Rl’s distinctive
feature is that the duty to act responsibly must be internalised by the
innovator. Where innovators are already responsible, there is little for
a regulator to do; where they are not, the regulator can create condi-

90.
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tions that encourage — or mandate — its adoption. The DPIA is a weak
version of this; one can imagine stronger requirements specifying who
to involve and what the process must yield.

Al is a natural home for RI, and the EU has leaned into it: the Ethics
Guidelines for Trustworthy Al supply a normative framework, and the
Al Act calls for ‘a safe and controlled space for experimentation, while
ensuring responsible innovation’. Its documentation duties for high-risk
systems, and the regulatory sandboxes of Article 59, gesture towards
inclusion, re ection and iterative learning — though the sandboxes’
strict oversight sits awkwardly with RI’s ideal of self-governance.®*

EU policy

RRI is embedded in EU research policy. The 2009 Lund Declaration urged
Europe to tackle the ‘Grand Challenges’® — climate, energy, water, food,
ageing, health, security — and RRI duly became part of the €80 billion
Horizon 2020 programme (2014-20) and its successor Horizon Europe,
whose recital 51 calls for citizens and civil society to help ‘co-design and
co-create’ research agendas.®®

National funders followed — the Dutch Research Council’s (NWO)
Maatschappelijk Verantwoord Innoveren programme among them —
and senior gures such as Commissioner Maire Geoghegan-Quinn
championed it.”” Yet, unlike the precautionary principle (Articles 114 and
191 TFEU), RI is embedded in EU research funding but nowhere in EU
primary or secondary law.

Challenges

RI faces real di culties. Nudging innovators towards it through regula-
tion risks being seen as a barrier, and regulation to nudge innovators to
adopt Rl must stay exible enough to keep pace with technology. Antici-
pating the long-term, intangible ‘soft impacts’ of emerging technology is

94 https://op.europa.eu/en/publication-detail/-/publication/d3988569-0434-11ea-8c1f-

Olaa75ed71al accessed 26 July 2026.
https://www.vr.se/download/18.3936818b16e6f40bd3e5cd/1574173799722/Lund%20
Declaration%202009.pdf accessed 26 July 2026.

REGULATION (EU) 2021/695 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 28 April 2021 establishing Horizon Europe — the Framework Programme
for Research and Innovation, laying down its rules for participation and dissemina-
tion, and repealing Regulations (EU) No 1290/2013 and (EU) No 1291/2013.
https://ec.europa.eu/commission/presscorner/detail/en/SPEECH_12_563 accessed
26 July 2026.
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hard even with methods like techno-ethical scenarios (section 4.7.1) and
sociotechnical experiments (4.7.2). And genuine inclusivity is costly and
vulnerable to power imbalances — making sure every voice is actually
heard remains one of RI’s hardest asks.

8.4.4 Innovation Principle (IP)

The second response sitting (next to RI just discussed) in between the
pure models is the Innovation Principle (IP). Responsible innovation
removes the regulator and places responsibility on the innovator. The
Innovation Principle (IP), introduced by the European Risk Forum, pulls
the other way: it tries to soften precaution by adding a counterweight —
innovation — to the regulator’s toolbox.

The IP began as a 2013 open letter to the EU’s presidents from the Euro-
pean Risk Forum (ERF; from 2013 the European Regulation & Innovation
Forum), an umbrella of CEOs drawn mainly from the biotech, pharma-
ceutical and agri-sectors. Its proposal:

The principle is simple — that whenever precautionary legislation is
under consideration, the impact on innovation should also be taken
into full account in the policy and legislative process. It seeks to
balance a reliance on hazard based regulatory approaches, geared to
removing or avoiding unknown risks, with encouragement of innova-
tion as an equally important objective for the EU%® addressed.%®

Applied well, the ERF argued, the principle would deliver a range
of bene ts:

If adopted and used well, the principle will raise awareness of the link
between regulation and innovation; it will signal to global investors
the commitment of the EU to promote innovation, improving busi-
ness con dence; it will align regulatory policy with other, economic
goals, enhancing coherence; and it will ensure greater balance in
regulatory decision-making, helping decision-makers become more
aware of the trade-o s needed to protect citizens from risks whilst
also supporting innovation. Over time, its application by the EU’s

98 European Risk Forum — Communication 12 The Innovation Principle — Letter to the

presidents of the European Commission, the Europe Council and the European Parlia-
ment, October 2013

99. European Risk Forum, Fostering Innovation — Better Management of Risk, 2013.
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regulators will help to strengthen incentives to invest in innovation
in the EU.10°

The proposal drew backing from heavyweight industry bodies — Busines-
sEurope, the European Round Table of Industrialists, and the European
Chemical Industry Council (Ce c).

Risk management and innovation

As an industry-driven approach, the IP is about creating conditions in
which investors and entrepreneurs are encouraged to take risks; exces-
sive risk-aversion, on this view, is what holds European innovation back.
The ERF’s worry is that a workable balance of precaution and proportion
is giving way to re exive precaution across elds from engineering and
chemicals to agriculture and medicine, to the detriment of social and
economic welfare.**

A case!l®
In its 2015 monograph the ERF o ers an example of the balance tilting,
as it sees it, too far towards precaution:

[...] the recent decisions by the EU to ban the use of neonicotinoid
seed treatment without internationally accepted, reproducible, and
validated scienti ¢ evidence, along with a proposed hazard-based
regulatory framework for endocrine disrupters supported by contro-
versial science, suggest a shift towards post-modern values. These
appear to question the relevance of traditional “scienti ¢ evidence”
(most notably scienti c risk assessment and the reliance on estab-
lished toxicological models) as a basis for regulating potential risks
and favour, in its place, systemic short-term risk aversion. Inappropri-
ate and disproportionate use of the EU’s Precautionary Principle, as
well as the use of precautionary legislation and hazard-based regula-
tion, ampli es concerns.

This is a very one-sided reading. There is a growing body of hard
evidence that neonicotinoid pesticides — and pesticides are what

100 1hig 11.
1oL European Risk Forum (n 98) 3.
102. European Risk Forum (n 99) 15.
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they are — harm the environment, and bees in particular, reported
since 2009.1%

The ERF’s own recommendations spell the principle out: a regulatory
framework grounded in science-based risk assessment, in balance and
proportionality alongside precaution, in lighter regulatory burdens, full
expertise and transparency; a review of existing regulatory process-
es; an amendment of the Commission’s impact-assessment guidelines
to weigh the e ect on innovation and new-technology development;
and mandatory ex-post evaluation of whether a risk measure actually
addressed the concern that prompted it, with reversal where it did not.

Innovation Principle and Precaution

The IP was oated by large European rms as a re ex against the EU’s
precautionary drift, with a clear tilt towards jobs, growth and competitive-
ness. Not everyone welcomed it. Nina Holland of the Corporate Europe
Observatory, which tracks corporate lobbying in Brussels, is blunt:

. industry architects of the ‘innovation principle’ actually aim to
weaken EU chemical regulation (REACH) as well as EU rules for
novel foods, nanomaterials, pharmaceuticals, medical devices and
biotechnologies. The aim is to establish it as a strong counterweight
‘balancing’ the precautionary principle and other Treaty-based articles
or consumer and human health protection. Such a severe boost of
industry’s in uence over key EU environmental and public health
safeguards would pose a grave risk to the public interest and would
exacerbate the prioritization of corporate interests in the EU’s legisla-

tive processes.'%

Garnett and colleagues are critical too: the ERF’s version, xed on jobs
and growth, is misaligned with EU primary and secondary law, which

protects consumers and the environment in equal measure, and it sits
103. «Wwhilst much of the recent work has focused on the impact of neonicotinoids on
bees, a growing body of evidence demonstrates that persistent, low levels of neonico-
tinoids can have negative impacts on a wide range of free-living organisms.” Thomas
James Wood and Dave Goulson, ‘The Environmental Risks of Neonicotinoid Pesti-
cides: A Review of the Evidence Post 2013’ (2017) 24 Environmental Science and
Pollution Research 17285.

N. Holland, The ‘innovation Principle’: Industry’s Attack on EU Environmental
& Public Health Safeguards, Summary Brie ng, Corporate Europe Observatory,
Brussels, Belgium, 2018. https:/corporateeurope.org/en/environment/2018/12/inno-
vation-principle-trap accessed 24 July 2026.
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uneasily with the RRI the EU had already embraced. Where the precau-
tionary principle is a settled, cross-cutting Treaty principle (Article 191
TFEU), the IP is not part of the EU legal order — a ‘joker in the pack’ that
could threaten long-settled environmental principles.'®®

Towards an EU IP

The EU took the innovation concern on board without swallowing the
industry line about excessive precaution. It accepts that Europe could do
better on innovation and its di usion, that regulation can help, and that
policymaking should be more evidence- and foresight-based.'°® The IP
has since gained ground, backed by both Council and Commission; in
May 2016 the Council concluded:

When considering, developing or updating EU policy or regulatory
measures, the ‘Innovation Principle’ should be applied, which entails
taking into account the impact on research and innovation in the
process of developing and reviewing regulation in all policy domains.

The principle inherently concerns the very risks that prompt regulation
— but those risks, it holds, should not automatically outweigh other
interests, nor drive ever-more regulation.

It has found a home in the EU’s Better Regulation agenda (2015),'%
whose aim is lighter, cheaper, more e cient law and which industry
has broadly welcomed; the 2021 Better Regulation Toolbox folds it into
tool #22 (Research and Innovation),'® and the Commission invokes
it in communications on research and innovation, the single market
and Al.1%°

105 kathleen Garnett, Geert Van Calster and Leonie Reins, ‘Towards an Innovation Principle:

An Industry Trump or Shortening the Odds on Environmental Protection’ (2018) 10(1)
Law, Innovation and Technology 10-12.

European Commission: CEPS, Directorate-General for Research and Innovation,
Simonelli, F. and Renda, A., Study supporting the interim evaluation of the innova-
tion principle — Final report, Publications O ce, 2019, 8. https:/data.europa.eu/
doi/10.2777/620609 accessed 24 July 2026.

Garnett and others (n 105) 7.
https:/commission.europa.eu/document/de79fb8e-4ccl-45a0-ac34-72f73a5147ca_en
accessed 24 July 2026.

https://research-and-innovation.ec.europa.eu/system/ les/2022-07/ec_rtd_fact-
sheet-innovation-principle.pdf accessed 24 July 2026.
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Since 2016 the EU has treated the IP as running through the whole policy
process, in three parts: foresight and horizon-scanning to catch early
signals of important developments; the Research and Innovation tool
(#22), which assesses a measure’s impact on innovation and broadens
consultation accordingly; and ‘innovation deals’ — non-legislative agree-
ments between the Commission, member states and business to clear
regulatory obstacles to innovation within existing law.*°

CEPS has distilled the IP’s aims into a hierarchy topped by the general goal
of an optimal regulatory framework for innovation and, ultimately, socie-
tal well-being.

The speci ¢ objectives of the innovation principle, as articulated ex ante,
can be summarised as follows:'**

e Improving the design of existing and future EU regulations with regard
to their impact on innovation.

 Searching for future-proof, more forward-looking and innovation-friendly
approaches to regulation.

e Achieving an optimal balance between predictability of the regulatory
environment and adaptability to technological and scienti ¢ progress.

e Simplifying and increasing the e ectiveness and coherence of the regulatory
framework by ensuring an overall approach to assessing the combined
impact of regulations a ecting multi-technology and multi-do-
main innovations.

e Checking implementation issues that can a ect innovation outcomes
(including at national, regional and local levels of administration).

e Increasing dialogue with stakeholders to identify regulatory problems
a ecting innovation and seek solutions.

The operational objectives of the innovation principle, as articulated ex
ante, include:

e Ensuring that the impact of existing or proposed EU regulation on inno-
vation is adequately assessed.

1. European Commission. Directorate General for Research and Innovation & CEPS, Study

supporting the interim evaluation of the innovation principle: nal report, 2019 https:/
data.europa.eu/doi/10.2777/620609 accessed 24 July 2026.

European Commission: European Political Strategy Centre, Towards an innovation prin-
ciple endorsed by better regulation, 2016. https:/data.europa.eu/doi/10.2872/626511
accessed 24 July 2026.
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« Identifying existing barriers to innovation arising from EU regulation or
Member State implementation of EU regulation and possible ways to
remove such barriers.

The legal status of IP in the EU

Does the EU’s version answer Garnett’s objection to the ERF’s unquali ed,
economics- rst framing? A quali ed IP — one that builds in consumer and
environmental safeguards and accepts thatinnovation must be precautionary
and responsible as well as competitive — could, they hoped, reconcile the
EU’s twin objectives.

The European Political Strategy Centre argued in 2016 that an innovation
principle is in fact already implicit in EU law. The precautionary principle
is explicit (Article 191 TFEU); innovation, the EPSC reasons, is implied by
the Union’s duty to ‘promote scienti ¢ and technological advance’ (Article
3(3) TEV), its industrial-policy remit (Article 173 TFEU), its competitiveness
goal (Article 179), and Charter rights bearing on innovation — freedom
of science (Article 13), freedom to choose an occupation (Article 15), and
property, including intellectual property (Article 17).**? Those rights are not
absolute, but they carry a positive obligation on the state to optimise their
exercise — for instance by building an innovation-enabling legal framework.

On those grounds, one can speak of an implicit, Treaty-based innova-
tion principle that sets guidelines for optimising the legal framework
for innovation.'*

8.5 Picking the right approach

The precautionary principle clearly ts within the European (EU) mindset
as it values a number of fundamental rights that go beyond pure economic
progress. Permissionless innovation ts within an extreme libertarian
mindset that is prevalent in the US.

The other two governance approaches are more complex. The innovation
principle is primarily an approach that tries to take away regulatory burdens
that impede innovation and if new regulation is necessary to limit risk of
harm do it in such a way that it does not unnecessarily smother innovation.

112.
113.

Ibid 2.
Ibid 2.
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It is about promoting innovation, but not at all costs, there is a precau-
tionary break. Responsible innovation is an attempt to steer away from
the extremes and make innovation an all inclusive a air aiming to guide
innovation in such a way that regulatory intervention is unnecessary.

PP, Rl and IP are also complex because all three of them are part of the
EU Treaty legal order in more or less strict sense. PP is incorporated in
Treaty law (e.g. Art 191 TFEU). Responsible Research and Innovation has
been part of the EU’s research agenda for innovation and is incorporated
in the Horizon 2020 and Horizon Europe research funding schemes. The
Innovation Principle can be understood as an implicit principle following
Treaty law, see section 8.4.4.

Depending on perspective, the choice is less or more constrained. Euro-
pean policymakers are bound by Treaty law. One cannot simply ignore PP,
less so R(R)I and IP. For others having to deal with innovation, the choice
may be more open because for them, there may not be legal constraints.
One could argue that, when confronted with a particular emerging tech-
nology, one selects the dominant governance approach within one’s
culture. This would be a choice that is mainly inspired by risk perception
and willingness to accept risk within the regulatory context.

But, we can also take a more instrumental approach and select that
governance approach that does most justice to the known and fore-
seeable characteristics of the emerging technology and taking the
willingness to accept risk as a secondary factor. In this approach, one
adopts a more precautionary stance for emerging technologies with the
potential to cause serious harm, regardless of whether the regulator
sits in the US or the EU. Vice versa, for more mundane technologies or
innovations, one does not have to go down the route of extensive precau-
tionary measures. This may sound trivial, but when looking at Thierer’s
work on the permissionless innovation, one gets the impression that
the world is full of precautionary, ‘pessimistic techno-critics’ that try
to harness freedom, innovation and progress.'** What | am advocating
here is that regulators make a conscious choice how to govern emerging
technologies on the basis of a critical assessment of the sociotechnical
context and the four conceptual models of innovation governance.

14 Needless to say perhaps, but | do consider his book a ght against strawmen.
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What do we know?

Recall the mirror bacteria we met at the start of this chapter. What made
that case unsettling was not a number — nobody could hand us a proba-
bility that a mirror organism would escape and ravage an ecosystem.
The trouble ran deeper: we simply did not know, and in places could not
yet know, what such a life form would do. That is exactly the situation an
innovation governance approach has to cope with, so it is worth being
precise about what kind of not-knowing we are facing.

Riskis usuallyde ned as the probability of a harm multiplied by its severity.
That works well enough when we can name the possible outcomes and
put numbers on them. Emerging technologies rarely oblige. More often
we face incomplete evidence, disputed causal models, contested values,
and e ects nobody has yet imagined. Andy Stirling’s term for this wider
condition is incertitude, and he is right to insist that it comes in di erent

avours — calculable risk, uncertainty, ambiguity and outright ignorance
— each calling for adi erent kind of appraisal.'”®

Why does the distinction matter? Because the governance question is
not only ‘how much risk is acceptable?’ but, rst, ‘does what we know
even permit a risk calculation?” Treat every gap in knowledge as if it were
a probability problem and you manufacture false precision. Treat every
uncertainty as grounds for a ban and you throw away large bene ts for
no gain in safety. The state of our knowledge should shape how we inves-
tigate and which safeguards we reach for — but it cannot, on its own,
pick the governance approach.

A useful rst diagnostic is former US Secretary of Defense Donald Rums-
feld’s much-mocked line about known knowns, known unknowns and
unknown unknowns. The phrase was not, incidentally, Rumsfeld’s own
coinage: Ann Kerwin had mapped these very categories — ‘unknown
unknowns’ among them — a decade before that press brie ng and my
bet is that Rumsfeld was ignorant of her work.*® Mocked or not, it helps

15, Andy Stirling distinguishes risk, uncertainty, ambiguity and ignorance as di erent

forms of incertitude and argues that each requires a di erent appraisal method. See
Andy Stirling, ‘Risk, Uncertainty and Precaution: Some Instrumental Implications
from the Social Sciences’ in F. Berkhout, M. Leach and I. Scoones (eds), 'Negotiating
Change: new perspectives from the social sciences’, (Edward Elgar 2003); Andy Stir-
ling, ‘Keep it Complex’ (2010) 468 Nature 1029.

Ann Kerwin, ‘None Too Solid: Medical Ignorance’ (1993) 15 Knowledge: Creation,
Di usion, Utilization 166, 178-182.

116.
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— provided we remember two things. It is not a theory of risk, and its
categories are not properties of a technology. They are relative to some-
one: to an actor, an institution, a moment. What is an unknown unknown
to a regulator may already be an unknown known inside the rm, among
the people downstream of the technology, or in a neighbouring disci-
pline. So the matrix is best read dynamically: good governance moves
issues from ignorance towards knowledge, through research, participa-
tion, disclosure, monitoring and careful experiment.

Aware of it Unaware of it

Knowledge exists  Known knowns. E ects, causal ~ Unknown knowns. The knowledge

pathways and evidence are exists but is tacit, fragmented,

recognised. suppressed or outside our frame.
Knowledge Known unknowns. We know Unknown unknowns. The e ects
absent there is a gap and can pose or pathways are not yet conceived;

the questions, but the answers  genuine surprise remains possible.
are incomplete.

Table 8.1. Knowledge and awareness of risk matrix

The matrix earns its keep by exposing two things ordinary risk assessment
tends to miss. Unknown knowns point to organisational blind spots
— inconvenient evidence, tacit know-how on the shop oor, disci-
plinary silos, commercial secrecy, the experience of people who were
never in the room. These are not mysteries awaiting another lab study;
they call for disclosure, independent review and genuine inclusion.
Unknown unknowns, by contrast, cannot be listed in advance. The
honest response is not to pretend we can predict them, but to make
ourselves less vulnerable to surprise: containment, reversibility, diversity,
monitoring, redundancy, and the ability to stop or change course.'”

To actually choose an approach, the matrix has to be paired with a sense
of what is at stake. Four questions do most of the work:

e Severity and scope — could this cause serious, systemic or wide-
spread harm?

» Reversibility — if it goes wrong, can the harm be repaired, compen-
sated or contained?

- Matthias Gross, Ignorance and Surprise: Science, Society, and Ecological Design (MIT

Press 2010).
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e Exposure and control — can we con ne the experiment to a lab, a
sandbox, a locality or a small group of users, and can we halt it?

e Observability — will bad e ects show up early enough for us to react,
or only after the technology has di used and locked in?

These questions are what stop the matrix collapsing into a crude
one-quadrant-one-approach lookup. A known unknown about a reversible
nuisance does not warrant the response we would give a known unknown
about irreversible ecological damage. And ignorance is not automatical-
ly a reason to stop: tightly contained, reversible experimentation is often
the best way to turn an unknown into something known. The guiding
idea is proportionality under uncertainty — the less reversible and more
serious the possible harm, the stronger the case for ex ante constraint;
the more contained, observable and reversible the trial, the stronger the
case for letting it run and watching closely.

A presumptive selection rule

The table below turns this diagnosis into a rebuttable presumption. It
names the approach that should lead in each epistemic condition —
not the only one allowed. In practice the best arrangement is usually a
hybrid: a precautionary outer boundary, say, with responsible-innovation
procedures inside it and an innovation-principle check on whether the
safeguards are needlessly blocking a better alternative.

That gives a workable sequence. First, frame the innovation as a sociotech-
nical system and ask who holds the relevant knowledge and who carries
the risk. Second, classify the epistemic condition for each material harm
— an innovation will often sit in several quadrants at once. Third, weigh
severity, reversibility, controllability and observability. Fourth, pick the lead-
ing approach and attach an escalation rule: tighten towards precaution as
evidence of serious harm accumulates, as exposure grows, or as revers-
ibility falls away; loosen as monitoring shows the e ects are bounded and
the controls work. The choice is provisional and reviewable, not a verdict
for all time.
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Epistemic Primary governance task  Presumptive approach Typical instruments
condition
Known Manage demonstrated Innovation Principle Standards, targeted
knowns hazards and trade-o s where risks are tolerable  prohibitions,
proportionately. and manageable; performance
Precautionary Principle requirements, liability,
where known harms are  cost-bene tand
serious or irreversible. alternatives analysis.
Known Generate the missing Responsible Innovation  Staged trials,
unknowns evidence while limiting as the default learning sandboxes, impact
exposure and keeping approach; Precautionary — assessment, stakeholder
the ability to revise. Principle when the involvement,
plausible downside is monitoring, sunset
serious or irreversible. clauses, adaptive
licences.
Unknown Surface hidden, tacit Responsible Innovation, Mandatory disclosure,
knowns or excluded knowledge reinforced by precaution  whistle-blower
and correct institutional ~ where incentives protection, independent
blind spots. favour secrecy or audit, adversarial review,
externalisation. citizen and worker
participation.
Unknown Build resilience to Precautionary Principle  Containment,
unknowns surprise and avoid for potentially deployment caps,

irreversible lock-in.

catastrophic

or irreversible

e ects; contained
Permissionless
Innovation only where
experiments are
small, reversible and
observable.

modularity, redundancy,
diversity, kill switches,
post-market surveillance
and emergency powers.

Table 8.2. Heuristics for selecting primary governance task, innovation governance
approach and instruments

Seen this way, the four approaches are really di erent default bets about
which error to risk and who does the learning. Permissionless innovation is
the mostwilling to risk a false negative —failing to act before harmis done.
The precautionary principle leans the other way, risking a false positive
— restraining something that might have turned out safe and useful.
Responsible innovation tries to shrink both errors at once by making
the learning anticipatory, inclusive and adaptive. And the innovation
principle keeps asking the awkward question about the cost of caution:
could we reach the same protection in a way that smothers innovation
less? The matrix settles none of this. What it does is force us to say out
loud what kind of ignorance we are accepting, on whose behalf, and at
whose expense.



Stepping back

This is also where risk governance proper comes in. The IRGC framework
stresses that complex, uncertain and ambiguous risks demand inclu-
sive processes of framing, assessment, evaluation, management and
communication;**® the OECD’s work on anticipatory governance says
much the same for emerging technologies — foresight, engagement,
adaptation.”® These are not a fth approach. They are the capabilities
that make any of the four competent. A regulator who picks permission-
less innovation but does no monitoring, or precaution but never sets up
to learn and revise, is not governing uncertainty at all; they have merely
chosen a bias and called it a policy.

With that groundwork laid, we can set the four approaches side by side.
Building on Thomas Hemphill’'s model, the comparison below runs
across risk appetite, the role of knowledge, assessment methods, the
threshold for intervention, the burden of proof, intervention style, gover-
nance perspective and legal foundation. Read it as a set of ideal types:
in practice, as we have seen, the right arrangement usually blends them,
with the Rumsfeld diagnosis and the stakes deciding which should lead.

18- |nternational Risk Governance Council, ‘IRGC Risk Governance Framework’ https:/

irgc.org/risk-governance/irgc-risk-governance-framework/ accessed 25 July 2026.
19° OECD, Framework for Anticipatory Governance of Emerging Technologies (OECD
Publishing 2024) https://doi.org/10.1787/0248ead5-en accessed 25 July 2026.

371



372

‘wey
snouas Buuq uonuaAul ey}
apew ag 1snw ased Buljjedwo)
‘WY JO 82USPIAS Jes|d SI 318y}

uaym Ajuo uonuanigu| "ybiH

10413 puUe [e1 Jo
$s9004d aANeIR| "ainssald [e100s
‘uoneluaWiIadxs ‘saonoeld 1sag

"S8I11[RUIBIXS UO SAALIYL
“Jare| wiey renusiod yim sjeaq
‘sisAjeue 1502-1 ausq UO paseq
wirey o joold Jo usping 101Isal
01 USIM OUM 3SOU] UO WLiey

‘91eI3PON

"SYSII pue
sanureLIsoun Jo uonelussald pue
uolRUILLIBIBQ 'S} dUAJ Pue SIS0I
x9|dw09 Jo uonenieAs ‘(zz# |00L)

]00] UOIRAOUU| pUR Yosessay
‘Buluueds uozioH pue 1ybisalod

‘Juswabeuew puUe JuswIssasse XSl

paseq-22ua19s “JuswabeInooud
uoneaouul yum sayoeoldde paseq
-pJezey uo aduel|al dduR[eq 0}
Swiy "sysi a1oubl ,uop ‘s} auaq

"3UBAJSIUI 0 Paau Woly feme
Bu11a91s U0 SND0J ‘IUBAS|8) ST

‘poyrawl

ajdwexa ue si y|dQ ‘sanjeA pue
SUI39U0J JUBAB|DJ JO UOITE]
‘(uonruswiiadx3 ‘uoineloge||0d
‘AIgixel4 ‘Bulues annelal|)
so|diounid yuswabeuew anndepy
"anIsuodsal pue ‘sAneIaqlap
‘BAISNAUL ‘aAI0d a4 Kioyedionuy

"3N[eA [e120S azIWixew pue

S109 9 aAllefau azIWIuIW 0] SWiy
'Pasna0} S1 dUd( ‘JUBISSASSE
Areundiasipninin “siapjoysyels
Jwa|qoid/1xa1uod uo Buipuadap
abueyd sjeoo aoueloubi pue

"(dd Buons) uswuoliAu

3y} 10 Yjeay uewny 03 syealyl
SNOLIaS :pjoysalyl ued 1ubis
"(dd Buons) Alurensoun 9 1UBINS
JO SUOIIPUOI JBPUN YSII SNOLIBS
01 asuodsal 1jneyaq “IN290 Aew
wliey 8]qISIaAa.ll 10 SNOLIBS alaym
furensoun 9 UBIDS JO 1eIS Ul
pajueLiem uonoe Alorejnfisy ‘Mo

"a|qe|rene
90UBPIAS d¥BW puUe SysIl Yoleasal
01 S10388.0 Sl salinbay "8ousIos
UIL1IaouUN SI JUBLLISSASSE YSIY
"90UBPIAS O 1IUBIOS Jea[d INOYIIM
UaAS ‘Sysl pue s1 auaq Buissassy
‘Buneaouul 81oyaq s109 8
fenuaiod Buiyoreasal SanjoAU|

"901A8p Buloloj-uonewiou]
*9|qISIaA31II 10 SNoLIBS aq Aew
wirey 818ym AUrenIsoun 9 1NUaIos
10 SUOIIPUOY 0] PaYINS 1SON
f1U1e)Ia2 9 1UBILS [Ny JO IR
pue fiurensoun yum sieaq ‘dois
/asned s[eubis soUspIAG O NUBIOS

uonuaAIBIUL 10}
ploysaiy1 3siy

(spoyraw)
JUDWISSISSE XSiy

alnny Jo jooud Jo uaping "sysu U0 SNJ04 "Pasnaoy s} auaq Aurensoun Buissalppy ‘pasnaoy 10 x0e7 "abpajmouy a18|dwosul abpajmou
a1oubi 1,uop ‘s) auag UO SNJ0H ‘Juswissasse Areundiosipiniy - st ‘quswssasse Areuljdiosipinin UMM JUBLUSSBSSY "SHSII U0 SN204 Sl JO 9]0y
‘uoireAoUUl JO JUsWaBeIN0JUS YIM "90UB|0Nd[RW
uonnedald aduefeq 03 SWIY "Wiey -UoU 0} SHUI| UOIBAIBSUOD "9pIS UoISIane ysiy Alios
"apIS 1UeI9|01 YSIY "SpIemisle SNOLIaS 01 3AISUBS Inq ‘Buiyel ‘Rem 3yBli ayy Ul paiasls aq  UBY] ajes Ja11ag, "WeY 9|qISIanalll
X 10UuU®d am a|nl| SI alayl ‘ybiH S1 salinbal ssaifoud ‘wnipa ued ssa204d 1ng ‘Mo AjaAne|ay /iued 1UBIS 01 8AIISUSS ‘MO aadde ysiy
UoI1BAOUU| SSB|UOISSIWIAG a|diouLid uorreAouu| uoneAouu| a|qisuodsay a|diound Areuonnesaid 109dsy




373

Stepping back

sayoeoidde aoueulanoh uonesouul anoy ayl Buredwo) g’ a|qel

"alnyna/yoeoidde
SN ul pautesbul Ajdeaq "suoN

‘yoeo.dde aurey

-ZassIe "[enuasss sl Juawiiadxe
0] Wopaa.ld ‘ssaiboid anLp
uonnadwod pue s1ayJew aald

"UOIIUBAIBIUI JUBLLIUIBAOB [ewIulA

‘Me| 110}

Uo sal|9y "patiajaid suonuaniaul
1s0d x3 "Iare| passaippe
swis|qo.d “(Aupgen) 1sod-x3

‘Juswiuianobh/iore|nbay

“a|diounid paseq-Ayeal) 1o1dwi)
‘sladed Aa1jod N3 ul pasiubooay
"uoISIaA 443 ul Japlo [efis| N3 Jo
1ed 10N "N341/N3L Ut moydwy

‘SIalileq uoIfeAOUU! SBAOLIAL
pue s3 NUapP| “UoneAOUUI UO
1oedWI S8SSASSY "UOITRAOUUL 191S0}
01 yJomawrely A1oyenbai rewnndo
SaInsu3 "uoljeAouUUl S810WO0Id

'S9]0BISq0
3AOWJ S|eap uoneAouu|

‘suapang Aiorejnbal Jo uononpay
"uolreAOUUL JaYIoWS AjLIeSSad8aUUN
10U Op ‘AIessadau sI uone|nbal
Mau }| 'suaping Aiorejnfas Aeme
a¥e] 0} SWIY "lue-Xa paxe|ay
‘(suaping

f101enBas Buronpal uo snaoy Aq
paiduwi) Uaxel ysii/ioreAouu]

‘suoisinold 10y

Iv ajdwexs ue se (V1da) ¥4dao

GE "My ‘me| Alepuodss Jo Arewnd
N3 ul paresodiooul 10N ‘(adoin3
Uu0zIIoOH ‘0Z0Z uoziioH) sweiboid
4oJeasal N3 Ul pappaquus pue
pafipajmouxay "swisiueydsw
Buipuny-yoreasas N3 Ul JusuILIoId

‘A|gisuodsal uoneAouul

apInb 03 swy ‘ssado.ld uoneAouul
3Y} Ul 9pNINY “l0JeAouUUl BY}

Aq pasijeutaiul Aljigisuodsay

‘Aressadauun

uonuaIalul Alore|nfal ayew 0}
SWIY JUBLIAA|OAUI JBP|OYaXeIS
‘(yoeoudde 10npold) saulapinb
‘S)lomalel) ‘SPoyIsIN
‘(yoeoudde ssa204d) seanoeld
pue sainpadsoud Buiuies|-|as
'|o;3u09 ssa004d aAIsnjou|

‘(pasifeusaiul
A|reapl) Jaxel ysui/lorerouu|

‘uoire|nbal Arepuodas/Arewid
N3 ul pappaqui3 me| frean N3
01Ul pajelodioou] ‘NIHL 16T Y

'$99Uanbasuod

INOQE Xuly} 03 sI8Xe] %S
Buuinbal Ag wurey 1wy 01 swiy
‘(dd Buons) sadaaxereb ysiy

'SIN220
}1 81043 Wey uaAa.d 0 swiy
‘sanireniul jo abuel apip “(dd
Buons) suoniqiyoid ‘sbuiutem
‘suonarisal asn "(dd buons
10 uonezijeuonesadQ) waisAs
[enosddeasd ‘sywiad ‘sasuadl
‘(su uo9 ealq) ajue-x3

"UOISIBA Yeam
1apun uaping sey UBWUIBA0D

‘(dd Buous) Jaxel ysu/iorerouu]

uonepunoy [eba]

anjoadsiad
90URUIN0D

adfy/e)fas
uonuanIalU|

100l1d JOo usping

UOITRAOUU| SSB|UOISSIWISd

a|diouLd uoneAouU]

uoieAouu| a|gisuodsay

a|diounid Areuonnesald

109dsy




374

8.6 Conclusion

This chapter set out to do something more general than chapter 7.
There we asked what justi es intervening in a particular case; here we
stepped back to ask how a society should govern innovation as such
— the coherent packages of assumptions about technological change,
risk, responsibility and regulatory response that | have called innovation
governance approaches.

| began by pinning down innovation itself: not a bright line crossed on
a given date but a process of di usion, an invention taken up by users,
with positive and negative e ects that the law-and-technology and
law-and-economics traditions weigh di erently. Technology and innova-
tion drive economic performance — Schumpeter’s creative destruction,
Marx’s embedded power relations, the institutions that steer both —
and regulation and innovation turn out to be entangled rather than
simply opposed, as the Porter hypothesis suggests when it argues that a
well-designed constraint can spur the very innovation that o sets it.

Zooming out to Bradford’s three digital empires showed that there is
no universal stance on any of this. The American market-driven model,
the Chinese state-driven model and the European rights-driven model
each grew from a particular history — the frontier, the dynastic bureau-
cracy, the long climb from the Dark Ages to a rights-based order — and
each disposes its regulators towards a di erent re ex. Against that back-
drop we examined four approaches. The precautionary principle and
permissionless innovation are the pure extremes, rooted respectively
in European caution and American techno-libertarianism; responsible
innovation and the innovation principle are the reconciling middles, one
placing responsibility inside the innovator, the other adding innovation
as a counterweight to precaution in the regulator’s toolbox.

The payo , though, is not a league table. As section 8.5 argued, innova-
tion governance is at bottom risk governance, and the four approaches
are best understood as di erent default bets about which error to risk
and who does the learning: permissionless innovation tolerating false
negatives, precaution tolerating false positives, responsible innova-
tion trying to shrink both, the innovation principle policing the cost of
caution. Which bet is appropriate depends on what we actually know,
and on what is at stake — how serious and how reversible the possible
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harm, how contained and observable the experiment. The sober recom-
mendation is therefore not to enthrone one approach but to choose
consciously and provisionally: precaution where harm may be serious or
irreversible and the mechanism is still murky, monitored experimenta-
tion where the downside is bounded and we can keep learning and stop.

The contrast between the EU’s REACH regime and the US’s TSCA
captures the stakes. REACH loads the cost of chemical innovation onto
industry up front, ex ante, before substances reach the market; TSCA
leaves it to be paid later, ex post, once harm has to be proven. Neither is
free. The choice is about when the bill falls due, and on whom — which
is precisely the kind of choice the frameworks in this chapter are meant
to make visible, rather than settle by re ex.
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8.7 Review Questions

10.

Distinguish invention from innovation. Why does the notion of di usion
matter for a law-and-technology perspective, and where do law-and-
economics scholars place their emphasis instead?

Explain the weak and strong versions of the Porter hypothesis and
give an example of each. How do compliance and circumventive inno-
vation relate to it?

Summarise Bradford’s American, Chinese and European regulato-
ry models, and connect each to the historical experience the chapter
uses to explain it.

What is the di erence between the weak and strong precautionary
principle? On whom does the strong version place the burden of
proof, and under what threshold does it apply?

What 'strawman’ version of the precautionary principle does the chapter
accuse Adam Thierer of attacking, and why is it a strawman?
Compare the product and process approaches to responsible inno-
vation, using the GDPR’s DPIA and Owen et al.’s four dimensions
(anticipation, re exivity, inclusion, responsiveness) as illustrations.
Why do critics call the industry-sponsored innovation principle a
‘joker in the pack’? In what sense does the EU nonetheless treat an
innovation principle as already implicit in the Treaties?

Using the Rumsfeld / incertitude framework, explain why the same
governance approach should not be applied to every knowledge condi-
tion, and what is meant by the claim that 'innovation governance is
risk governance’.

The chapter frames the four approaches as bets about which error to
risk. Which approach tolerates false negatives, and which false posi-
tives? What does this imply about who bears the cost of being wrong?
Contrast REACH and TSCA as ex ante and ex post strategies. What
does the comparison reveal about 'when the bill falls due, and
on whom’?
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Chapter 9.

More than law

modalities and instruments of regulation

How does it feel to treat me like you do?
When you've laid your hands upon me
And told me who you are

And still, | find it so hard

To say what | need to say

But I'm quite sure that you'll tell me
Just how | should feel today

New Order — Blue Monday, 1983
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9.1 Introduction

In the previous chapters we have focused on understanding which
aspects of a sociotechnical development are relevant from a legal, ethical
and societal perspective. Furthermore we looked at how to identify and
frame issues and negative e ects that may result from the sociotechnical
development and how to assess what the law says about this develop-
ment. Finally, we explored justi cations for interventions and placed
those in the broader context of how a society may deal with innovation
and risk at large. At the end of this exploration we may conclude that
intervention is desirable and justi ed. The question then becomes, what
kind of intervention is appropriate?

Take the rise of TikTok.! It began as a place for short videos shot on a
phone. Two design choices de ned it: the default is portrait mode — the
way you already hold the phone — and clips were originally capped at
a minute or so (the ceiling has crept upward ever since). So you thumb
through it one-handed, collecting quick xes of content. The predictable
result — and, one suspects, the intended one — is that the platform is
addictive. | will spare you the neurochemistry; dopamine does the heavy
lifting. And because TikTok runs on advertising, every extra minute of
your attention is another slot of ads sold. Keeping you scrolling is not
a side-e ect of the design; it is the business model. Amnesty Interna-
tional puts the cost plainly: TikTok's "recommender system and invasive
data collection practices pose a danger to young users of the platform by
amplifying depressive and suicidal content that risk worsening existing
mental health challenges."?

Suppose we agree this warrants doing something. What? We could warn
users o with a public campaign. We could hand TikTok a set of rules
— force age veri cation to keep minors out, or mandate changes to the
recommender and its content moderation. We could rebuild the o ending
features so the harm is engineered out. Or we could simply ban the thing.
Each is a way to act; none is obviously the right one. So how does a regu-
lator choose — and what is on the menu in the rst place? Those are the
guestions of this chapter.

! https://en.wikipedia.org/wiki/TikTok accessed 25 July 2026.
See  https:/www.amnesty.org/en/documents/POL40/7350/2023/en/;  https://www.
amnesty.org/en/documents/POL40/7349/2023/en/ both accessed 26 July 2026.
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“Rules” play an important role in the regulatory toolbox. | will start our
exploration of the toolbox by looking at them and bringing along related
principles and standards; they all are the familiar instruments of
lawyers (section 9.2). Next, | will explain eight categories of regulatory
instruments that employ di erent ‘modalities’ of control: command,
competition, consensus, communication, contract, claims, code, and
compensation. Each of these can be subdivided on more concrete
instruments with di erent characteristics in terms of cost, enforceability,
awareness and choice. Finally, we will look at the interplay between the
modalities and see if we can rank them according to desirability.

Before | start our analysis | want to point out that doing nothing is always
also an option. One might consider this trivial, but explicitly taking no
action is a decision and a form of regulation (laissez-faire). The second
note is that new regulatory intervention is not always needed, even if
undesirable behaviour or adverse e ects of sociotechnical change
emerge. That is because the state we see ourselves in is not so much
a disconnect of the regulatory framework, but rather a lack of enforce-
ment. Enforcement is action to change people’s behaviour, but | would
place it outside of the scope of this chapter. Enforcement, as we will see,
isa nal step in what is called the cybernetic control loop. Unfortunately,
hard enforcement is often lacking and this may be mistaken for absence
of regulation. For example, the Big Tech companies have excessive data
collection and processing practices in place. Is there a lack of regula-
tion? No. These practices are clearly misaligned with the requirements in
the GDPR but legal action against non-compliant organisations is slow
or even absent.?

With that in mind,l will now turn our attention to the basic instruments
in the regulator’s toolbox: rules and principles.

9.2 Rules, principles and standards

Rules are everywhere. A round white sign with a red border and "50"
means: speed limit 50. Rules tell us what to do ("Don't use genAl to
write your REAL essay"), encode morality (“treat others as you would be

5 For instance, the enforcementactions against Facebook with respect their pay or consent

model took roughly 3years. See https://dataprivacystichting.com/wp-content/uploads/
Amsterdam-District-Court-Judgment-March-15-2023.pdf
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treated"), or capture regularities that guide decisions (a rapidly darken-
ing daytime sky means thunder is likely).

Lawyers are especially at home with rules — statutes are written rules,
case law yields more. Their form varies, but they share features. First,
any rule can be recast in an "if condition, then conclusion™ grammar:
"if you drive on this road, keep below 50 km/h." Rewriting "speed limit
50" that way forces out everything the shorthand left implicit — that it
means cars, 50 kilometres per hour, the road ahead rather than behind.
Second, a rule is general: not about my car but all cars on this stretch.
As Julia Black puts it: "Rules are generalizations: they group together
particular instances or attributes of an object or occurrence and abstract
and generalize from them to build up a category or de nition which then
forms the operative basis of the rule."

Her illustration:

Say, for example, that following a lunch in a restaurant in which my
black labrador dog, Rufus, has been particularly disruptive and the
proprietor wants to make a rule to ensure such disruption does not
happen again. She will consider which aspects of the event should
form the operative basis of the rule, what the rule should ‘bite’ on.
In doing that, she would need to assess which of the various aspects
of Rufus (Rufus, black, dog, mine, in restaurant) were relevant to the
fact of the disruption. She could consider banning all black things or
all things called Rufus, but as far as we know, not all black things or
indeed Rufuses are necessarily disruptive and the fact that Rufus was
black or his name was Rufus were not causes of the disruption. Rather
she would focus on the fact that Rufus was a dog, and so form a rule,
‘no dogs allowed’.

This is much the same process by which we asked what matters about a
technology from a governance standpoint — not the number of wheels
on a self-driving car, but that there is no human driver.

The Rufus example exposes three problems that make rule-formulation
non-trivial: over- or under-inclusiveness (all black things? all Rufuses?),
indeterminacy (does "no dogs" bar guide dogs?), and interpretation

4 Julia Black, Rules and Regulators (Oxford University Press 1997) 7.
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(are cats small dogs?® what is a dog?). A rule has a purpose that rarely
appears in its wording but is often needed to grasp its meaning as we
saw in chapter 6; the generalisation is a function of that purpose, and the
imperfect t between them is what "over-" and "under-inclusive” name.®
The mismatch has three sources. The generalisation may suppress a
property that later proves relevant or include one that proves irrelevant —
an exam rule banning "electronic devices" to stop cheating also catches
noise-cancelling headphones. The assumed causal link may be wrong — a
city bans Uber to cut congestion, but higher-occupancy rides may actual-
ly reduce it. Or events overtake the rule — a rural fuel subsidy limited to
"internal combustion engine" vehicles to help diesel-dependent farmers is
undermined when they switch en masse to electric tractors.

Indeterminacy connects to the vagueness and open texture of chap-
ter 6. Open texture: however precisely a rule's conditions are drawn,
future cases will force a decision to include or exclude them (recall ‘no
vehicles in the park’ meeting veterans who want to mount a decommis-
sioned tank). Vagueness attaches to evaluative terms like ‘due diligence’
(enough for this case?). Interpretation turns on shared understanding of
terms — unproblematic if everyone agrees what a dog is, less so with,
say, "manipulation.”

Types of rules

Several distinctions are instructive. First, descriptive versus prescrip-
tive. Descriptive rules state a regularity — "Belgian beers are richer than
German ones," or causal/mathematical/logical relations — and carry
no normative content; they don't steer behaviour. Prescriptive rules do,
aiming to guide, control or change the behaviour of decision-making
agents.” Even in declarative dress ("dogs will be leashed in the park"),
a prescriptive rule is meant not to mirror the world but to apply pres-
sure to it — sometimes against an existing pattern (a stop sign where
drivers wouldn't otherwise stop), sometimes to reinforce one (academic-
integrity rules (to counter cheating during exams) don't presuppose
prior dishonesty).

See what | did here, Lorenzo?

Black (n 4) 8.

Frederick Schauer, Playing by the Rules - A Philosophical Examination of Rule-Based
Decision-Making in Law and in Life (Oxford University Press 1991) 2.
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Second, regulative versus constitutive.® Regulative rules govern pre-
existing behaviour — you could already speed before the limit sign.
Constitutive rules create the very possibility of a behaviour: castling,
goals and home runs don't exist outside the rules that de ne them; you
can hit a ball far, but only baseball's rules make it a home run. Marriage,
likewise, doesn't exist without the rules constituting it — though
constitutive rules usually also regulate (de ning marriage and setting
its conditions).

Levi-Faur® adds a governance-oriented trio in which rules can be
employed: constitutive regulation de nes new identities and categories,
opening new areas of social relations; empowering regulation permits
behaviours and grants actors the rights they need; constraining regula-
tion speci es prohibitions or duties and dictates how existing behaviour
must occur.’? Other typologies exist; this su ces.

Of rules and standards

Rules are usually seen as precise — "a legal precept attaching a de -
nite legal consequence to a de nite detailed state of fact."'* Against them
stand standards and principles, looser and demanding more judge-
ment. Rules bring certainty and uniformity but also rigidity and checkbox
compliance, in which the regulatee loses sight of the aim and disen-
gages morally. Standards permit a purposive approach — exibility,
engagement, moral judgement — at the cost of uncertainty and risks
of partiality.

Standard and principle are slippery, used as synonyms, complements or
opposites. Dworkin treats principle as a kind of standard — "a standard
that is to be observed... because it is a requirement of justice or fair-
ness or some other dimension of morality"'> — making standard the
genus; Colin Scott likewise puts standards at the top, with rules and
principles as their expressions; elsewhere rules are contrasted with stan-

This distinction goes back to HLA Hart, John Searle and others.

David Levi-Faur, ‘Regulatory Capitalism’ in Peter Drahos (ed), Regulatory Theory (ANU
Press 2017) 295. A more extensive account of constitutive versus regulative regula-
tion in the context of Platform Economy can be found in Archer Buissink, Constitutive
Regulation as a Compromise for Disruptive Innovation? The Introduction of Social
Dialogue in the French Platform Economy, 2025 Technology and Regulation, 387-403.
Buissink (n 9).

Roscoe Pound, Jurisprudence (West Publishing 1959) vol I, 124. Cited in Black (n 4) 8 p. 20.
Ronald Dworkin, Taking Rights Seriously (Duckworth 1977) 22.
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dards read as principles.”* To cut through this: | use rules and principles
as two kinds of behaviour-guiding normative expression, and reserve
standard for a speci ¢ type — regulatory standards (below). First, rules
versus principles.

In Taking Rights Seriously, Dworkin analyses the two. Principles underlie
the legal fabric and express justice, fairness, morality — "no person shall
pro t from their wrongdoing™ states not a fact or a rule but an abstract
ideal, guiding assessment of whether conduct is acceptable. Rules are
all-or-nothing: if their conditions hold, their conclusion follows. "The
maximum speed is 120 km/h"; exceed it and you commit an o ence.
Exceptions exist (a taxi rushing a woman in labour to hospital is excused
by necessity), but a conclusion being overridden doesn't invalidate the
rule. Principles lack this quality: when applicable, a principle gives a
reason for its conclusion but must be weighed against competing princi-
ples. "No person may bene tfrom their wrongdoing," or "the weak should
be protected from the powerful,” hold across employment, housing,
law enforcement and more; they incline a decision with some weight
rather than dictate it. For Dworkin, principles limit judicial discretion
even in hard cases, help present the law in its best moral light (law as
integrity), contribute weight rather than determine outcomes, and are
part of the law itself where re ected in precedent and constitutional
values. Raz contests that the distinction is logical rather than one of
degree — "[rJules prescribe relatively speci ¢ acts; principles prescribe
highly unspeci ¢ actions."** Both have a point; whether the weighing
follows from a logical distinction or merely from principles' abstraction
need not detain us.

The birth of principles

Because principles form part of law's moral foundation, they are usually
not enacted but evolve until acknowledged — established by courts
or codi ed.

A court can establish a new rule in a single judgment that becomes a
precedent. Principles are not made into law by a single judgement; they
evolve rather like a custom and are binding only if they have consider-
able authoritative support in a line of judgments. Like customary law,

13.
14.

See for instance Black (n 4) 20.
Joseph Raz, ‘Legal Principles and the Limits of Law’ (1972) 81 The Yale Law Jour-
nal 838.
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judicially adopted principles need not be formulated very precisely in
the judgments that count as authority for their existence. All that has
to be shown is that they underlie a series of courts’ decisions, that they
were in fact a reason operating in a series of cases®®

Two extensions are needed for a governance view. First, legislatures
do enact general principles — especially in the EU. The precautionary
principle (previous chapter) is the prime example: abstract, founda-
tional, spreading from environmental law to risky innovation generally.
So is proportionality, used to test the legality of EU and Member State
action and codi ed in Article 5(4) TEU: "the content and form of Union
action shall not exceed what is necessary to achieve the objectives of
the Treaties." It also works in concrete domains — in data protection
it appears in GDPR recitals (4, 26), the data-protection principles (Art
5(1)(c)) and the legitimate-interests test (Art 6(1)(f)). From the resulting
case law the CJEU built a three-step test: suitability (the measure ts the
aim), necessity (no less restrictive but equally e ective alternative), and
proportionality stricto sensu (a fair balance; the disadvantages not dispro-
portionate to the aim).

Second, principles serve as regulatory tools in concrete cases — princi-
ples-based regulation (PBR),'® where principles set the objectives and
regulatees devise their own means of meeting them.”” Chris Reed's mock
bill illustrates:

THE DATA PROTECTION (INTERNAL MORALITY AND EFFECTIVENESS)
BILL 2010

1. No person shall use personal data other than in a way which the
user reasonably believes does not contravene the data protection
principles. In determining the reasonableness of such belief, regard
shall be had to any agreement between the user and the data
subject and any published privacy policy of the user.

2. No person shall disclose personal data to any person whom the
discloser does not reasonably believe will comply with the obliga-
tion set out in Section 1.

Ibid 848. Note that this quote is written in the context of a common law system, but

the same holds for principles more or less in Civil Law systems.

See ibid 823.

See Robert Baldwin, Martin Cave and Martin Lodge, Understanding Regulation: Theory,
Strategy, and Practice (2nd ed, Oxford University Press 2012) 302.



More than law

3. No person shall store personal data unless they reasonably believe
that precautions have been taken which will prevent its use or
disclosure by any person in a way which would contravene the data
protection principles.®

These capture the essence of responsible data processing (as the DPD
and GDPR do) but more abstractly, and they engage the regulatee's
morality: compliance requires working out how to meet them in context.
Reed argues PBR is generally preferable to rule-based regulation, which
disengages morality and breeds checkbox compliance. Modern regu-
lation mixes both: Art 33(1) GDPR is rule-based — a breach ‘shall’ be
noti ed within 72 hours, no discretion — while Art 5(2), accountability, is
principles-based — the controller must "be able to demonstrate compli-
ance," the means left exible, risk-based and demanding judgement.

Standards

Standards are the third type of normative expression. Beyond the loose
usage above there is a narrower sense — regulatory standards, which
we follow: standards created by technical standardisation bodies such
as IS0, or Europe's CEN and CENELEC. The EU de nes them in Regula-
tion 1025/2012:*°

(1) ‘standard’ means a technical speci cation, adopted by a
recognised standardisation body, for repeated or continuous applica-
tion, with which compliance is not compulsory, and which is one of
the following:

a) ‘international standard’ means a standard adopted by an inter-
national standardisation body;

b)  ‘European standard’ means a standard adopted by a European
standardisation organisation;

8 Chris Reed, ‘How to Make Bad Law: Lessons from Cyberspace: How to Make Bad Law’

(2010) 73 The Modern Law Review 903, 930-31.

REGULATION (EU) No 1025/2012 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 25 October 2012 on European standardisation, amending Council Direc-
tives 89/686/EEC and 93/15/EEC and Directives 94/9/EC, 94/25/EC, 95/16/EC, 97/23/
EC, 98/34/EC, 2004/22/EC, 2007/23/EC, 2009/23/EC and 2009/105/EC of the Euro-
pean Parliament and of the Council and repealing Council Decision 87/95/EEC and
Decision No 1673/2006/EC of the European Parliament and of the Council

19.
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c) ‘harmonised standard’ means a European standard adopted on
the basis of a request made by the Commission for the applica-
tion of Union harmonisation legislation;

d) ‘national standard’ means a standard adopted by a national
standardisation body;

They di er from rules and principles in origin: mostly developed by
private bodies through technical committees of industry, public-authority
and other experts, via proposal, preparation, approval, publication and
review. They arise bottom-up — when incompatible industry proto-
cols (say, competing mobile-telephony methods) fragment the market,
an agreed interoperable standard under an ESO (European Standard-
isation Organisations) bene ts everyone while staying voluntary — or
top-down, when a regulator (a mandated US agency, or the Commis-
sion) delegates standard-making, turning an abstract legal requirement
into sector-speci ¢ detail. Such standards may be voluntary, mandato-
ry by incorporation-by-reference (US), or, in the EU, harmonised: the
legislature sets "essential requirements" and the standard supplies the
technical means, and once published in the O cial Journal it confers
a presumption of conformity’® (machinery, medical devices, toys, Al
systems). Use stays voluntary — but skip the standard and you must
prove conformity another way. The EU has embraced standards for exi-
bility and stakeholder involvement: the GDPR's certi cation regime (Arts
42-43) relies on them, and the Al Act leans on them heavily in its prod-
uct-safety approach.

Standards for everything and anything

Product standards specify what a product must meet for safety, quality,
performance and reliability — dimensions, materials, labelling, testing —
and are central to consumer protection and trade. EN 71 sets toy-safety
requirements (mechanical, ammability, chemical, electrical) and is
harmonised under the Toy Safety Directive (2009/48/EC). Process stan-
dards govern methods and procedures: ISO 9000 is a family framework
for quality-management systems (ISO 9001 being the certi able one);
ISO/IEC 27001 frames information-security management.

20. gee Regulation 765/2008 which creates a system of accreditation and market surveil-
lance and Decision 768/2008/EC which establishes a common framework for the
marketing of products, including principles and procedures for harmonising condi-
tions for marketing in the EU and EEA.
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Most standards are voluntary — yet in the EU, meeting a harmonised
standard gives a presumption of conformity, and in practice it is the
main route to CE marking. Given that formal role, it is peculiar that stan-
dards usually aren't free: you must buy access from the standard-setter.
That sits awkwardly with rule-of-law principles (chapter 10), especially
where the Commission mandated the standard. Two non-pro ts press-
ing for free access to the law took this to court, and in the "Malamud"
case (C-588/21 P, 5 March 2024) the CJEU held that harmonised stan-
dards must be provided free of charge: since they form part of Union law
and can establish rights and obligations, an overriding public interest —
grounded in the rule of law and free access to the law — requires that
anyone be able to consult them to check compliance.?

9.3 Modalities and Instruments

Rules and principles have for a long time been considered almost synon-
ymous with law. They represent a passive, essentialist view of regulation,
which presents regulation as a set of rules enacted and enforced by the
state.”” More recently with the shift from law to an active, functionalist
view of regulation, not only the mechanisms of regulation, but also the
actors have expanded. The critical shift that has taken place is that of one
that sees regulation as a way to enforce the law (through rules and prin-
ciples) to one that sees regulation as having purposes beyond simply
enforcing the law (e.g., modifying behaviour). Behaviour modi cation
can be done through many ways that have nothing to do with (written)
rules; a fence, for instance, can seriously modify my goal of reaching our
neighbour’s greener grass.

Of prisons and bridges

The idea that things like fences can modify behaviour is of course not
new; they were likely invented precisely for this purpose. But for lawyers
the connection of these design based instruments to regulate behaviour
with their modus operandi, regulating behaviour through law, is relatively
novel, although we can trace back this realisation to at least Jeremy
Bentham. In 1787 he published his famous “Panopticon; or the Inspec-

2L https://eurogip.fr/en/free-access-to-european-harmonised-technical-standards/

accessed 26 July 2026.
Kostina Prifti and others, ‘Regulation by Design: Features, Practices, Limitations, and
Governance Implications’ (2024) 34 Minds and Machines 13.

22.
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tion-House”* describing the solution to the moral decline that he
witnessed in his days. The Panopticon is a revolutionary new design for
a ‘prison’ based on the idea that prisoners can be observed by an inspec-
tor at all times, while the prisoners cannot see the inspector ‘seeing
without being seen’.

The building is circular.

The apartments of the prisoners occupy the circumference.

These cells are divided from one another, and the prisoners by that
means secluded from all communication with each other, by parti-
tions in the form of radii issuing from the circumference towards the
centre, and extending as many feet as shall be thought necessary to
form the largest dimension of the cell.

The apartment of the inspector occupies the centre; you may call it if
you please the inspector’s lodge.?*

The essence of the Panopticon is that as the inspector cannot be seen
and hence need not be on duty at all times to still be e ective. Perma-
nent observation is replaced by self-discipline of the prisoners. The
Panopticon could not be built in Bentham’s days (the not being seen part
was especially challenging), the concept had an important in uence on
later generations of thinkers such as Michel Foucault.” The relevance of
design in controlling behaviour was clearly acknowledged by Bentham
who saw morals reformed, public burdens lightened ‘all by a simple idea
in Architecture!’?®

Many scholars since explored regulatory capabilities of design. Langdon
Winner’s work warrants notice. In his ‘Do Artifacts have Politics?’ he
illustrates the normative (regulative) e ects of architecture by discuss-
ing the nine feet high overpasses across the Parkways on Long Island in
New York designed purposely low by Robert Moses to prevent the buses
(prominently used by the black New Yorkers) from reaching the beaches.?’
In Winner’s analysis, Moses used the bridge design to implement his
racist agenda. Bridge-building is thus social engineering; it literally

23.
24,
25.

https:/#/enwikisource.org/wiki/Panopticon_or_the_Inspection-House accessed 3 August 2026.
idem, letter 1

See, for instance, Michel Foucault, Surveiller et punir: naissance de la prison (Discipline
and punish: The birth of the prison) (Gallimard 1978).
https:/en.wikisource.org/wiki/Panopticon_or_the_Inspection-House, letter XXI accessed
26 July 2026

Langdon Winner, ‘Do Artifacts Have Politics?’ (1980) 109 Daedalus 121.

26.
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builds power relations into stone and perpetuates these relations for the
time to come.

Normative technologies at the time were primarily cast in terms of archi-
tecture, artefacts and politics. Winner had already connected the dots
though — “technology in a true sense is legislation”; technical forms do,
to a large extent, shape the basic pattern and content of human activity
in our time.?®

What Cyberlaw might teach

With the rise of cyberspace, ICTs became an instrument of regulation
and the importance of the normative e ects of technology and its rela-
tion with law were rmly planted on the legal agenda by legal scholars
such as Joel Reidenberg?® and Lawrence Lessig®. Lessig argues that
regulation in cyberspace increasingly is shaped by technology, rather
than by law:

In real space we recognize how laws regulate through constitutions,
statutes, and other legal codes. In cyberspace we must understand
how code regulates how software and hardware that make cyber-
space what it is regulate cyberspace as it is. As William Mitchell puts
it, this code is cyberspace’s law. Code is law.

Note that we see the distinction between regulative and constitutive that
we encountered in the previous section re ected in this quote. The tech-
nology creates (constitutes) what we call cyberspace (or the internet),
without the cables, devices, protocols etc, there would not be an internet
as we know it. At the same time the technology regulates behaviour with
respect to the artifact. The technology determines what and how we can
communicate, for instance — Twitter (as it was called when the platform
was still cool), had a text limit of 140 characters until Nov 2017. The text

eld would simply not accept any more characters and hence Twitter was

28. Langdon Winner, ‘Cyberlibertarian Myths and the Prospects for Community’ (1997) 27

ACM SIGCAS Computers and Society 14, 323.

Joel Reidenberg, Lex Informatica: The Formulation of Information Policy Rules
Through Technology (1998) 76 Texas Law Review 553; Lawrence Lessig, Code and
Other Laws of Cyberspace (Basic Books 1999).

Lawrence Lessig, ‘The Law of the Horse: What Cyberlaw Might Teach’ (1999) 113
Harvard Law Review 501; Lessig (n 29).

29.

30.
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a short message medium thus limiting expression.** Of course, as we saw
with SMS, people found ways around the limitations by using abbrevia-
tions, emojis and acronyms and stringing messages to threads by using
‘x of y.** Was there any technical need to impose this hard limit? Yes and
no. Twitter was designed to be used with carriers’ text-messaging services
(hey there, SMS). SMS were (and are) limited to 160 characters. So Twit-
ter’s creators stuck to that leaving 40 characters for the ‘tweets’ after
reserving 20 characters for a user name.* The SMS version of Twitter
failed where the smartphone version succeeded e ectively obsoleting
the 140 character limit and yet it became Twitter’s hallmark. And thus it
became a regulative feature of the technology.

Regulatory Modalities

The insight provided by Bentham, Winner, Lessig is that human
behaviour can be controlled through more than law. It provided the
foundation for typologies or classi cations of methods to steer human
behaviour which provide regulators comprehensive options to achieve
policy goals. There are several typologies of instruments:** political
scientists distinguish between ‘hierarchy, markets and networks’ as ways
to allocate resources across society, scholars in Public administration
distinguish between ‘carrots, sticks, and sermons’ etc. Here, | will follow
the lines of Lawrence Lessig, Andrew Murray & Colin Scott and Karen
Yeung & So a Ranchordés because of their focus on ‘cyberspace’.

Lessig has become famous for his four modalities of control. Modality here
means types of constraints on action: law, norms, market, and architec-
ture (Code, including hardware and software). He approaches regulation
from the perspective of someone who is regulated, or constrained who
he addresses as a (pathetic) dot — a creature (you or me) subjectto di er-
ent regulations that might have the e ect of constraining or enabling the
dot’s behaviour.

3L Note that the 140 char limit has a relation with the 160 char limit on SMS messages

that we encountered in Section 3.4.

Arnout Boot, Erik Tjong Kim Sang, Katinka Dijkstra, Rolf Zwaanl. How character limit
a ects language usage in tweets. (2019) 5 Humanities and Social Sciences Communi-
cations 76.
https://www.fastcompany.com/3060165/a-brief-history-of-twitters-140-character-limit
accessed 29 July 2026.

Karen Yeung and So a Ranchordas, An Introduction to Law and Regulation: Text and
Materials (2nd edn, Cambridge University Press 2024).
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Law is familiar. It comprises rules, standards and principles set by some
regulator. The norms will have to be enforced by some enforcement
mechanism, such as the police monitoring behaviour, picking out norm
o enders and punishing them on the basis of what the norm demands.
With norms, Lessig means ‘social norms’. Social norms are unwritten
rules or expectations about how people in a community (such as a social
media platform, but also in a neighbourhood, classroom, or family)
should behave. These norms in uence what behaviour or content is
considered acceptable, how people interact, and even how they perceive
themselves and others. Social norms resemble law both in form and
substance, and in fact sometimes overlap or even coincide. Dox(x)ing is
one example of where the two meet. Doxing is the act of publicly revealing
someone’s personally identi able information (such as addresses,
phone numbers, email addresses, workplace details, or other sensi-
tive data) online, usually without their consent, with the intent to cause
harm, harassment, or intimidation. This ‘is not done’ on social media;
the norm is not to dox. In the Netherlands, doxing became a punish-
able o ense on January 1, 2024, under the law “Criminalisation of the
use of personal data for intimidating purposes”.® Before its enactment
one could (try to) make a legal case on the basis of the GDPR or general
harassment, but burden of proof, cost etc were prohibitive and a speci ¢
new provision in the criminal code might be more e ective in counter-
ing doxing. Market refers to economic measures to in uence people’s
behaviour. Think of pricing structures of telecommunication — hourly rate
versus atrate a ected people’s presence online during the early internet
years and hence had a regulatory e ect on speech. Code, as explained,
refers to design based mechanisms to control behaviour or constrain
action — software, hardware, architecture, artifacts. In the context of the
internet, one can think of locking certain content or features behind a
username and password (access control), but also content moderation
through (Al) content lters.

Lessig’s analysis has been quite in uential, but it was also fairly rudimen-
tary and a lot of scholarship has emerged over the years. Here, | want to
bring some generalisations to Lessig’s work to the fore. Andrew Murray
and Colin Scott reframe Lessig’s four modalities into hierarchy, compe-
tition, community and design and discuss how these can be deployed

3. Artikel 285d Dutch Criminal Code.
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in fteen pure and hybrid forms.*® Their analysis is enriched through
elaborating on the essential elements of control systems (standard-setting,
monitoring and behaviour modi cation) to demonstrate the importance
and variety of hybrid forms that real-world control systems take.

Their regulatory target is ‘new media domains’, but we can substitute
this for almost any regulatory target. They found their analysis on three
problems that still exist almost 25 years on: regulatory arbitrage, anonymity
and scarcity of resources. Traditionally states controlled enterprises on
their territory. With the internet it does not matter any more where a
certain provider is from the perspective of users. It is therefore much
harder for regulatory authorities to take enforcement action than in the
brick and mortar world. Also enforcement actions relating to enterprises
outside the jurisdiction of the regulator (increasingly) spur political
responses. The EU at the time of writing enforcing the DSA and DMA
(against primarily US big tech). This has led to erce opposition and
responses by US president Trump.®” Also online citizens can remove
themselves from regulatory control by their sovereign government
(through ‘anonymity”). An example of this is the use of Blockchain tech-
nology, such as Bitcoin, by criminals to carry out (almost) untraceable
transactions worldwide, ranging from money laundering to purchas-
ing things ‘online’. Closer to home to many is the option to create any
number of accounts on Twitter or any other online platform for that
matter and engage in hate and racist speech and o ending anything
and anyone without real repercussions. The social norms on social
media are one thing, but enforcement is another and accounts sprout
like mushrooms after a rainy night in Autumn. The scarcity problem is
less prominent than when Murray and Scott wrote their paper — domain
names are now abundant (by moving from IPv4 to IPv6) and bandwidth
is mostly a rural problem and global south problem with many internet
users moving to cable and bre. But it has set the stage for considering
what tools regulators have at their disposal and therefore still resonates.

Murray and Scott reconceptualise Lessig’s four modalities emphasising
the form of control — reframing ‘law’ into hierarchy, ‘norms’ into commu-
nity, ‘market’ into competition, and ‘code’ into design. Hierarchy captures
all command based forms of control. This typically involves an author-

6. Andrew Murray and Colin Scott, ‘Controlling the New Media: Hybrid Responses to

New Forms of Power’ (2002) 65 The Modern Law Review 26.

o See, for instance https:/www.bbc.com/news/articles/cvgjenp46800 accessed 26 July 2026.
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itative body (such as the state, but also a university setting standards
for not consuming food and drinks in lecture halls) promulgating legal
rules (or principles or standards) either prohibiting speci ed conduct or
requiring speci ed conduct to be taken, underpinned by legal sanctions
(either criminal or civil in nature) for violation.*® Community concerns
the control form which involves societal or group standards, peer based
information gathering and behaviour modi cation based on social sanc-
tions such as ostracisation or disapproval. Community norms include
those which exist generally or between particular groups, but also some
elements of more formalised regimes such as hierarchical mandat-
ed private self-regulation.®® Rivalry and competition provide a form of
control in environments where there is no identi able market which
could self regulate (see chapter 7). Financial incentives and disincen-
tives a ecting the price level in a certain sector, taxes, subsidies, and
tradeable emission rights are instruments in the category competition.
Design in Murray and Scott’s model refers not only to the whole built
environment with and without intended e ects (Lessig’s version), but
also social and administrative systems which have design features that
create control in a way regulatee cannot escape. A key example is the
deployment of ‘contrived randomness’ in the oversight of taxpayers or
employees so as to reduce the scope of these groups to exploit a wholly
predictable system of opportunities and pay-o s.°

Murray and Scott add to the equation that control systems have some
standard-setting element, some means of information gathering about
the operation of the system, and some provision for modifying behaviour
to bring it back within the acceptable limits of the system’s standards.
With law (hierarchy) as the modality of control, information gathering
is usually achieved through monitoring by an agency (like the police),
department or self-regulatory body and deviations addressed by appli-
cation of formal and informal sanctions (like nes). Table 9.1 shows how
this works for hierarchy and the other modalities.

%8 Yeung and Ranchordas (n 34) 169.

89. Murray and Scott (n 36) 503.
40 pig.
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Element of a Hierarchical Community- Competition-based  Design-based control

control system  control based control control

Standard Law or other Social norms Price/quality ration  Inbuilt design

setting formalised rules (and equivalents features (a ordances)
with non-market and social and
decisions) administrative

systems
Information Monitoring Social Monitoring by Interaction of
gathering (by agencies or interaction dispersed buyers, design features with
3rd parties) clients, etc environment
Behaviour enforcement Social sanctions  Aggregate of As information
modi cation (eg ostracism, decisions by gathering
disapproval) buyers, clients, etc  (self execution)

on purchase, take-
up, location etc

Table 9.1: Murray and Scott’s Elements of Control Systems41

Murray and Scott’s model is richer than Lessig’s, but still does not
capture the richness of the regulatory toolbox su ciently to my taste.

In their introduction to Law and Regulation, Karen Yeung and So a
Ranchordas categorise the modalities of control using a memorable
alliteration—command, competition, consensus, communication, and
code—thereby also re ning the conceptual model*’, although code
certainly feels more limited than design (how is a bridge ‘code’?). Robert
Baldwin covers more or less the same ground in his chapter on regula-
tory strategies in Understanding Regulation®. The categories he de nes
are more extensive than what we have seen so far. Unfortunately that
comes at the expense of structure and simplicity. He distinguishes:
command & control, incentives, market harnessing controls, disclo-
sure, direct action and design solutions, rights and liabilities laws, public
compensation/social insurance. Many of them have sub-categories that
are relevant to address here. My concern with his typology is that there
hardly is an ordering mechanism underlying the 7 categories.

4l Murray and Scott (n 36) 504.

Yeung and Ranchordas (n 34) 169.

43 Baldwin, Cave and Lodge (n 17) 106-136.
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9.3  The eight Cs of control

Let us take everything together and see if we can synthesise a framework
along the logic or mechanism through which control is exerted. This
leads me to eight types** that appeal to di erent ways in which people
(or organisations) make decisions and respond to incentives. These
assumptions shape how control is structured.

Modality Assumed Actor Model ~ Assumed Behavioural Driver

Command Homo legalis Deterrence, authority

Competition Homo economicus Utility maximisation / self-interest

Consensus Homo socialis Norm adherence / desire for social
legitimacy

Communication Homo informatus Rational decision-making with full
information

Contract Homo pactus Reciprocal obligation / risk and reward
management

Claims Homo juris Justice, fairness, and institutional
empowerment

Code Homo automatus Environment shapes behaviour

(un)consciously

Compensation Homo vulnerabilis Risk management, solidarity

Table 9.2 The eight Cs of control

The eight modalities will be elaborated in the next sections. After that we
will compare and contrast them to place them in perspective.

9.3.1 Command (Hierarchy, Command-and-Control).

The central idea of command and control (C&C) is that a central authority
sets the standards (rules, principles, and so on) and determines how
compliance is monitored and enforced. The mechanism runs on legal
mandates, enforcement and sanctions. C&C is everywhere, from
environmental law and safety standards (not harmonised standards
in the sense of section 9.2, but New Approach Regulation or essential
requirements) to the rules on a university campus. It is a harder steering
style. Regulatory standards are typically set by government departments
through primary rules (the norms themselves) and secondary rules (who
may change or enforce them), then enforced by regulatory bureaucracies
such as the data protection authorities or the Dutch Authority for the

44 And thanks to my Al research assistants ChatGPT and Claude, | can keep the allitera-

tionin ;-)
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Financial Markets (AFM). The force of law can impose xed, strict stan-
dards with immediacy, and punishment can be severe — depending on
political will.

C&C is not without problems. Rule-making is prone to regulatory
capture where regulators depend on industry to craft the rules (Section
6.3). Decades of cuts to government spending have eroded expertise
in highly specialised elds such as healthcare (drugs and medicines),
leaving regulators reliant on industry not only to draft standards but
to monitor compliance. A second, much-discussed concern is C&C's
tendency towards detailed, complex and in exible rules. That is not
inherent to C&C, but Chris Reed, for one, nds it prevalent in technol-
ogy regulation.”® Bardach and Kagan“® set out, back in the early 1980s,
why over-detailed and over-inclusive regulation tends to emerge (in the
US). First, rule-makers struggle to design precisely targeted rules and
fall back on over-inclusive ones. Second, they answer particular trage-
dies with sweeping "across-the-board" rules for political reasons — the
appearance of doing something (symbolism). Third, pressure to curb
regulators' discretion in the name of the "rule of law". Fourth, rules drafted
hastily while the triggering tragedy is fresh, breeding over-inclusion and
misplaced precision. And nally, a habit of piling on new rules rather
than revisiting the old.

A further di culty is choosing the right kind of standard. This is not
only rules versus principles, but at what level to set an output standard
(permissible pollution, say), or whether rules need expiry dates (sunset
provisions*) in fast-moving sociotechnical contexts. Matters are compli-
cated further because regulatees may not behave as intended — running
a cost-bene t calculation and deciding that non-compliance pays better
than costly compliance.

A clear example of the struggle to determine the scope of regulation
can be seen in the European Al Act (AIA*®) which came into force

45.
46.

Reed (n 18); Chris Reed, Making Laws for Cyberspace (Oxford University Press 2012).

E Bardach and R Kagan, Going by the Book: The Problem of Regulatory Unreasonable-
ness, (Temple University Press 1982).

See for instance So a Ranchordas and Valeria Vinci, ‘Regulatory Sandboxes and Inno-
vation-Friendly Regulation : Between Collaboration and Capture’ (2024) 1 Italian
Journal of Public Law.

Arti cial Intelligence Act (Regulation (EU) 2024/1689), O cial Journal version of 13
June 2024". Interinstitutional File: 2021/0106(COD)

47.

48.
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in August 2024. The AIA regulates Al systems using a risk based
approach distinguishing between prohibited, high risk, limited risk
and minimal to no risk. The original Commission draft included as
its de nition (art 3(1) AIA): “arti cial intelligence system’ (Al system)
means software that is developed with one or more of the tech-
niques and approaches listed in Annex | and can, for a given set of
human-de ned objectives, generate outputs such as content, predic-
tions, recommendations, or decisions in uencing the environments
they interact with;”

Annex | further re ned this by listing the relevant Al techniques
and approaches:

“(a) Machine learning approaches, including supervised, unsu-
pervised and reinforcement learning, using a wide variety of
methods including deep learning;

(B) Logic- and knowledge-based approaches, including knowledge
representation, inductive (logic) programming, knowledge bases,
inference and deductive engines, (symbolic) reasoning and
expert systems;

(C) Statistical approaches, Bayesian estimation, search and optimiza-
tion methods.”

The nally adopted version de nes Al system as “*Al system’ means
a machine-based system that is designed to operate with varying
levels of autonomy and that may exhibit adaptiveness after deploy-
ment, and that, for explicit or implicit objectives, infers, from the
input it receives, how to generate outputs such as predictions,
content, recommendations, or decisions that can in uence physical

or virtual environments??:”

The approaches to de ne the scope of Al system are fairly di erent,
but both have given (and at the time of writing still give) rise to a lot
of debate and uncertainty®°.

49 AlActart 3 (1)

50.

See for instance https:/digital-strategy.ec.europa.eu/en/library/commission-publish-
es-guidelines-ai-system-de nition-facilitate- rst-ai-acts-rules-application accessed 29
July 2026; Jonas Schuett, ‘De ning the scope of Al Regulations’, (2023) 15(1) Law,

Innovation and Technology 1
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Finally, enforcement. However strict and detailed the rules, without
enforcement they will not achieve their aims. Enforcement is expensive,
and regulators must constantly judge what level of compliance and leni-
ency best serves the policy goals. Regulatees, for their part, may subvert
"real" compliance through "creative compliance™ and "check-box compli-
ance" — dodging the regulation's intent without breaking the law.

9.3.2 Competition (Market-Based, Incentivising through Competition
or Prices).

With competition we are back in chapter 7 territory. The idea is that
a properly organised market can meet policy goals with maximum
economic e ciency, because operators, guided by self-interest, try to
maximise their gains, and competition aligns supply and demand. Orga-
nise the market so that what it produces serves the political interest, and
you have an e ective way to regulate the players in the eld.

More broadly, market-based mechanisms use economic incentives,
rather than legal compulsion, to encourage or discourage behaviour.
Competition works where regulatees have a behavioural choice, or where
one can be created through incentives; the actor's self-interest then does
the steering. It requires goals set in broad terms (detailed results call for
other instruments, like command) so the market can work out how to
reach them. Because pricing drives the incentives (taxes, levies, subsi-
dies) in economic instruments (El), it may prompt not only adoption
of the policy goal but also innovation to cut production costs under it
(cf. the Porter hypothesis, section 7.2).

A familiar economic instrument is the charge or tax. To address a
negative externality, regulators may make operators build (part of) the
externality's cost into the price through a charge or tax. The Dutch sugar
tax (section 6.3.2) is one example. Sodas are too cheap relative to health-
ier drinks, so people reach for the sugary option and leave society to bear
the costs of obesity and the rest; the tax tilts the playing eld by making
sugary products dearer.

One problem with taxes, levies and duties is that, though meant to
change behaviour by shifting prices, the revenue ows to the state —
which can look like a perverse incentive to maximise the take while not
"really caring" whether behaviour changes. Dutch complaints about
tobacco duty capture this: many smokers see it as the government prof-
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iting from their habit rather than an inducement to quit. It also shows
a second drawback — regulatees can dodge the duty by shopping
outside the tax area. In June 2025 the Dutch RIVM reported that 60%
of tobacco consumed in the Netherlands is bought abroad (Germany,
Belgium, Poland).**

Anthony Ogus distinguishes three kinds of charge or tax by where they
sit in the causal chain between behaviour and the costs it generates: the
use of the product, the quantity or quality of the harmful e ects, and
the amount payable tied directly to the harm caused.”” In the rst, the
amount may be arbitrary because the link between activity and harm is
unknown or variable (a at surcharge on sugary drinks, whatever the
container size). In the second, it re ects marginal impact (payment by
volume of pollutant emitted). In the third, it can cover the external cost
itself (payment for public authorities' waste-disposal costs).

A second El is the subsidy. Rather than raise the cost of a behaviour,
subsidies lower the price to individuals or rms to coax a change. They
have been popular in the energy transition: many countries have subsi-
dised rooftop solar, new and used electric vehicles, and home insulation,
sometimes as grants or interest-free loans. Subsidies also have distri-
butional e ects that give pause. They go to particular people and rms
while all taxpayers foot the bill. If everyone had an equal shot at them
that might be defensible, but where some cannot, inequality widens:

at-dwellers, especially renters, cannot put panels on the roof yet still
subsidise those who can. Often the money goes to those who least
need it — higher earners with houses big enough for the panels in the

rst place. Subsidies can also simply raise prices: in Spain, a scrappage
subsidy meant to promote lower-emission new cars saw manufacturers
raise prices by €600 on average.”

A third El, used mainly in environmental protection and climate policy, is
tradeable emission rights. Here allocative e ciency does the work: regu-

oL https://nos.nl/artikel/2571489-rivm-na-accijnsverhoging-tabak-inkoop-uit-buitenland-

nam-fors-toe accessed 29 July 2026. RIVM stands for National Institute for Public
Health and the Environment.

Anthony | Ogus, Regulation: Legal Form and Economic Theory (Hart Publishing
2004) 245-250.

Juan Luis Jiménez, Jordi Perdiguero and Carmen Garcia, ‘Evaluation of Subsidies
Programs to Sell Green Cars: Impact on Prices, Quantities and E ciency’ (2016) 47
Transport Policy 105.
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latees who can cut their emissions cheaply sell "their rights" to those
who cannot.

A clear example of tradeable emission rights system is the European
Union Emissions Trading System (EU ETS**) launched in 2005. It was
introduced as the EU’s agship policy for reducing greenhouse gas
(GHG) emissions in a cost-e ective and market-based way. EU ETS
operates as a cap-and-trade system: a cap is set on the total amount
of certain GHGs that can be emitted by installations covered by the
system, and within this cap, companies receive or purchase emission
allowances, which they can trade with one another as needed. The
total cap is reduced over time to ensure a steady decrease in overall
emissions. The EU ETS is the world’s rst major carbon market and
remains the largest in terms of emissions covered. It applies to more
than 10,000 power stations, industrial plants, and aircraft operators
within the European Economic Area (EEA), covering sectors such as
power and heat generation, oil re neries, steelworks, cement, glass,
pulp and paper production, and intra-EEA aviation. From 2024, it
also includes maritime transport, and a separate ETS for road trans-
port and buildings (ETS2) will be introduced from 2027. Under the
system, one emission allowance gives the holder the right to emit
one tonne of COz-equivalent. A portion of these allowances is allo-
cated for free, particularly to industries at risk of carbon leakage,
while the rest are auctioned. Companies that reduce emissions below
their allocated amount can sell their surplus allowances, creating an
economic incentive to invest in cleaner technologies. Companies that
exceed their allowances must purchase additional ones or face signif-
icant penalties.

Several advantages are claimed.” First, permits go to those generating
the most wealth per unit of output — pollution is put to the use society
values most. Second, total emissions stay within a xed cap: allowance
prices may swing, but the environmental outcome is guaranteed. Third,
cutting emissions can turn a pro t (selling surplus allowances), so the

% The legal basis of the EU ETS is Directive 2003/87/EC of the European Parliament and

of the Council, which establishes a scheme for greenhouse gas emission allowance
trading within the Community. This directive has been substantially amended over
time, including by Directive (EU) 2018/410, which revised the system for the 2021-
2030 trading period (Phase 4), and by Directive (EU) 2023/959, which introduced the
new ETS2 and expanded the scope of the original ETS.

% Baldwin et al (n 17) 118,
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system rewards innovation in low-carbon technology and e ciency,
making environmental performance a competitive advantage. Fourth, it
is exible —a rm picks the cheapest route, cutting emissions or buying
allowances. And such systems can be scaled up or linked globally, as with
emerging cooperation between the EU ETS and other carbon markets,
opening the door to international climate cooperation and lower global
abatement costs.

The disadvantages are documented too. Enforcement is still needed —
to stop non-holders emitting, or holders emitting beyond their permits.
The quantity of tradeable units must be xed at the outset on assump-
tions about the market and its environmental e ects; if the environment
then deteriorates sharply, the market cannot easily be pushed faster,
because the entitlements are already granted. And the permits may look
like "licences to pollute™ to the electorate, while the scheme itself o ers
nothing to compensate "victims" — it caps pollution and then lets a
market decide where and by whom it happens.

There is also a clear incentive to stockpile rights when prices are low
or allowances too plentiful. Studying the EU ETS surplus that built up
between 2008 and 2012, Karsten Neuho and colleagues at the German
Institute for Economic Research found industry, power and nance
actors banking unused allowances for later use or sale — and distort-
ing the market as they did.”® The usual models assumed banking at a
3-5% discount rate; but once the surplus outruns hedging demand, they
argue, the discount rate applied to expected future carbon prices jumps,
and the scheme stops behaving as its designers intended — a surplus
that ought to have depressed prices did not. Their lesson is that the cap
must be drawn carefully to avoid large surpluses, and that active inter-
vention to run down the accumulated EU ETS surplus is needed if future
carbon prices are not to be steeply discounted.®’

Worse, the surplus was not merely idle — it was lucrative. A CE Delft
study found that industry (aviation aside) received 37 million more free
allowances than it needed to cover its 2008-2019 emissions; the CO,-in-
tensive sectors e ectively paid nothing for their carbon and could sell

5. Neuho , Karsten; Schopp, Anne; Boyd, Rodney; Stelmakh, Kateryna; Vasa, Alexander

(2012) : Banking of surplus emissions allowances: Does the volume matter?, DIW Discus-
sion Papers, No. 1196, Deutsches Institut fur Wirtschaftsforschung (DIW), Berlin.
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the excess on the spot market for an estimated €1.6 billion in extra pro t.
Cement and other building materials — bricks and lime — pro ted most
conspicuously, pocketing some €4 billion simply for taking part in Euro-
pean climate policy.”

9.3.3 Consensus (Normative/Social, Community-Based, Consent-Based)
The third modality rests on social mechanisms: collective rule-setting
through deliberation, participation or co-regulation, and consent more
broadly. It is a wide category, taking in Lessig's social norms, Murray &
Scott's community-based control, self-regulation, public-private partner-
ships and other arrangements built on a shared understanding of the
situation and of (un)desirable behaviour, a willingness to cooperate and
be (softly) bound by the rules, and some measure of mutual recogni-
tion and trust. Contract (9.3.5) sits close to consensus — it too rests on
consent — but contracts are legally binding, backed by contract law and
legal enforcement, whereas consensus “enforcement™ runs on social
mechanisms such as ostracism.

One well-known form of consensus-based regulation is self-regulation,
understood narrowly as law made by private bodies to govern profes-
sional and trading activity.”® Self-regulation is generally seen as acting
of one's own volition rather than under external constraint. On a broad
reading this covers a huge range, down to adopting rules for oneself
(I won't drink before 18:15). More usually it concerns a group — rms
in an industry, or professionals like doctors — rather than an individual.
Ogus and Carbonara distinguish spontaneous private legal ordering, which
grows bottom-up, from delegated self-regulation, where the state hands
down law-making powers (top-down).

Spontaneous private legal ordering is rare, depending as it does on
mutual trust, small group size and weak enforcement with little sanction
beyond ostracism. Present-day examples are the open-source software
communities, which have built their own institutions — open-source
licences, extensive contribution rules, community norms and reputa-
tion mechanisms — without state involvement, resolving disputes by

5. sander de Bruyn, Daan Julijn and Ellen Schep, ‘Additional Pro ts of Sectors and Firms

from the EU ETS - 2008-2019’ (CE Delft 2021) 21.200402.063 4 https://carbonmar-
ketwatch.org/wp-content/uploads/2021/06/CE_Delft_Additional_Pro ts_ETS.pdf
accessed 29 July 2026.

Anthony Ogus and Emanuela Carbonara, ‘13 Self-Regulation’ in Francesco Parisi (ed),
Production of Legal Rules (Edward Elgar Publishing 2011) 228.

59.
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consensus or community governance.®® Another is internet governance
through bodies like ICANN and W3C, which set the net's technical stan-
dards (domain names, protocols). They arose bottom-up in the early
internet without any government mandate — how could there be one,
when the internet had no borders or jurisdiction? — and still run largely
on multi-stakeholder, consensus-based, non-binding governance.®

Delegated self-requlation typically transfers the state's law-mak-
ing powers to an agency — a self-regulatory agency, or SRA — whose
members are drawn mainly from the rms or individuals being regu-
lated. It usually takes a carrot-and-stick form: regulatees get rst go at
framing the rules, and if the result disappoints (as judged by the state),
ordinary command-style regulation waits in the wings. For instance:

Minister of Social A airs and Employment Eddy van Hijum wants to
take a tougher stance against abuses involving migrant workers. He is
considering measures such as a registration requirement for employers
and stricter regulations at the local level. He believes municipalities
should be more critical about which companies they allow in order to
better address the abuse and exploitation of foreign workers.®?

The usual reasons for delegating are that SRAs bring greater expertise
and technical knowledge, lowering the cost of writing and interpreting
standards; that delegation cuts the regulator's own costs; and that rules
made by an SRA tend to command more support among regulatees than
rules imposed from above.

The downsides are equally well understood. There is ade cit of democratic
legitimacy and accountability — self-regulation is criticised as “corporat-
ism", private groups gaining power outside the ordinary constitutional
channels. Standards may also be set too low, since the regulatees writing
them have little interest in aiming high. And if the SRA judges the threat of
state intervention non-credible (too costly, say), that threat will do little to
curb monopolisation or pro-industry bias.®

60.
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Next to these two ‘pure’ forms, there a number of mixed forms
of self-regulation.

1. Co-regulation which involves SRAs regulating with some oversight
or rati cation by government or public interest o cial.

2. Enforced Self-Regulation in which a public agency negotiates

rm-speci ¢ regulations with individual rms, backed by the threat
of imposing less tailored standards if cooperation fails. The rm
formulates the rules, but the public agency enforces them.

3. Competitive Self-Regulation which seeks to introduce competition
among SRAs to mitigate the problem of monopolistic control and
rent-seeking by forcing them to compete.

4. Finally, morally motivated self-regulation and Corporate Social
Responsibility (CSR) are based on the public good as drivers for
self-governance, demonstrating its potential for public good provi-
sion, yet still grappling with free-riding and the distinction between
genuinely altruistic and strategically motivated actions.

Social norms as consensus

Social norms emerge through informal agreement — in families,
communities, professions, multi-stakeholder settings.®* Once stable
and widely endorsed, they act as soft rules: people comply to keep their
reputation, avoid disapproval, or because they believe in the norm.
Baldwin et al. stress that adherence often leans on reputational incen-
tives, shared meanings and trust, especially where formal sanctions
are weak or absent. Yet norms tend to have fuzzy boundaries and resist
deliberate manipulation from outside the community.®® That makes
consensus powerful where formal enforcement is hard or costly and
where belonging matters. It also makes social norms hard to steer as
regulatory instruments, because adopting and keeping a soft norm
involves not just the individual but their surroundings — groupthink and
bad collective behaviour can persist through peer pressure even when
individuals privately deplore it.

Even so, regulators do try to shift prevailing norms. Public-awareness
campaigns paint a behaviour as undesirable (smoking) or anti-social
(smoking around children) to erode the norm that it is normal. In Al

64 Cristina Bicchieri, The Grammar of Society: The Nature and Dynamics of Social Norms

(Cambridge University Press 2006).

65 Baldwin, Cave and Lodge (n 17) 142-145.
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regulation, the rise of ethics principles — fairness, accountability, trans-
parency — appeals partly to norms within the software-development
community, and is taken up by regulators like the European Commission.
Such principles carry no legal force at rst, but they shape organisational
behaviour and set expectations; over time they may harden into law
(the Al Act) or be written into contracts, procurement terms or codes
of conduct.

Consensus can also be dynamic, letting regulation evolve with technology
and social values. Privacy norms, for instance, have shifted dramatically in
the digital age, often ahead of formal legal reform.

It has limits too: consensus may be slow to form, exclude marginalised
voices, or collapse under strategic behaviour (peer pressure again).

Consensus as a regulatory modality

The crux of consensus is the parties' voluntary agreement to set rules
for their own behaviour. How does that t a framework which assumes
a regulator — the state — wanting others to behave a certain way? In
principle it does not, unless the regulator belongs to the communi-
ty that is self-regulating, which it usually will not. Spontaneous private
legal ordering therefore falls outside the toolbox we are building here;
the other forms — delegated law-making, targeting social norms — fall
within it. Baldwin et al. note that the state can shape consensus mecha-
nisms through meta-regulation, auditing or incentivising self-regulatory
systems rather than dictating rules,®® engaging with consensus indirectly
without giving up authority altogether.

The regulator can task a forum with writing rules for its own conduct,
with or without the state formally adopting the result. As a modality,
consensus can thus supply a deliberative, normative foundation for
more durable, adaptive and socially acceptable governance. It can be
a precursor to command, too — rules crafted by an SRA may later be
adopted by the state, as with (harmonised) standards (section 9.2). And
even without settled rules, consensus is often used to legitimise more
coercive measures: laws resting on broad public agreement tend to be
more robust and enforceable.

66 |bid 146-149.
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9.3.4 Communication (Transparency and Disclosure-Based)

Communication is the next modality, and it depends not on the threat
of force but on the regulatees’ rationality. It aligns with the economic
view from chapter 7: citizens and consumers are (relatively) sovereign
and choose on self-interest. Yet from the outside those choices are
sometimes not in the individual's or society's best interest — and here
information can shift them, and with them the behaviour. Learn that
sugar drives diabetes and obesity and you may eat less of it; grasp what
CO; emissions do to the climate, and to the future of humanity and the
ecosystem, and you may y less — a girl can dream, as the meme goes.

Regulators, minded to serve the public interest (or any political end),
may use communication to steer individuals and rms. As a modality it
works by supplying (actionable) information and raising awareness. A
regulator may deploy it for its own policy goals — public campaigns — or
mandate actors, individuals and rms alike, to disclose information the
audience needs to make or change a (rational) decision. Communica-
tion can also run bottom-up, used voluntarily by (parts of) an industry to
sway consumers. | don't mean marketing or advertising, but the narrower
forms aligned with "the greater good", such as FairTrade labels.

Public campaigns aim to persuade or educate an audience towards
behaviour that serves the regulator's aims, by enriching the informa-
tion available to it. This soft steering is, | suspect, quite common. In
the Netherlands, public-awareness campaigns have run for as long as
I can remember. In the old days — from just after WWII until 1 July 2012
— they aired as "Postbus 51 announcements" on radio and television.
Postbus 51 Den Haag was the postbox of the Ministry of General A airs’
public-communication agency, where citizens could order brochures or
put questions. Famous ones include "We can't make it nicer, but we can
make it easier" (the tax authorities), "Bob jij of Bob ik" (promoting a
designated sober driver for a night out®’), and “een slimme meid is op
haar toekomst voorbereid" ("a smart girl is prepared for her future"),
promoting young women's economic independence. Like any awareness
e ort, using communication for policy ends is contestable, because poli-

tics underlies the message. When Postbus 51 ran ads about the coming
67 The Bob campaign originated in Belgium in 1995 where Bob initially stood for Bewust
Onbeschonken Bestuurder (consciously sober driver), but Bob quickly become a
household name. The campaign (both in Belgium and the Netherlands has been, and
still is, a large success. See https:/drinksinitiatives.eu/initiative/designated-driver
accessed 29 July 2026.
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euro in 1997, the Dutch Socialist Party protested that it had turned into

the "Ministry of EURO propaganda”.®®

Mandatory disclosure

Mandatory disclosure, or “regulatory transparency”, is the compul-
sory disclosure of structured factual information by private or public
institutions to advance a clear regulatory goal.®® It commonly informs
audiences about a product or service's price, composition, quantity,
quality, side-e ects or means of production. It may answer a market
failure — an information de cit (low-cost carriers omitting the price of
hand luggage from the headline fare) or an externality (not mention-
ing that ying on biofuel still cooks the planet) — or serve some other
public interest.

Disclosure may require regulatees to inform a regulator without telling
the public — certain data breaches under art. 33 GDPR, say, which need
only be reported to the data protection authority — or to make infor-
mation public, as with the Corporate Sustainability Reporting Directive
(CSRD).”® The CSRD makes larger companies disclose the risks and
opportunities they see in social and environmental issues, and their
activities' impact on people and the environment. Having received such
disclosures, or on their own research, regulators may then inform the
public of "misbehaviour" — "naming and shaming”. The Netherlands
Food and Consumer Product Safety Authority (NVWA), for instance,
publishes the names of rms making misleading claims about their
products.’ Checking whether the "Manuka honey" on the Dutch market
complied with the rules,’”? it listed its ndings for 38 brands, marking
each compliant or non-compliant.”

68, https://web.archive.org/web/20061002055616/https:/www.sp.nl/nieuwsbericht-

en/137/970410-postbus_51_verbouwd_tot_ministerie_van_euro_propaganda.html
accessed 29 July 2026.

David Weil and others, ‘The E ectiveness of Regulatory Disclosure Policies’ (2006) 25
Journal of Policy Analysis and Management 155, 155.

Directive (EU) 2022/2464 of the European Parliament and of the Council of 14
December 2022 amending Regulation (EU) No 537/2014, Directive 2004/109/EC,
Directive 2006/43/EC and Directive 2013/34/EU, as regards corporate sustainability
reporting (Text with EEA relevance).

The legal source for disclosing such information is article 3.1 Woo (until 1 May 2022:
article 8 Wob)

Regulation (EU) 1169/2011, https:/eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=-
0J:L:2011:304:0018:0063:EN:PDF accessed 29 July 2026.
https://www.openbare-inspectieresultaten.nvwa.nl/productonderzoeken/manukahon-
ing accessed 29 July 2026.
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Mandatory disclosure is a two-edged sword. Consumers may change
their choices on the strength of what is disclosed, but the reputational
stakes may also change the regulatee's behaviour: being named and
shamed as non-compliant can cost a rm more than the ne would. So
disclosure works ex ante as well as ex post — the prospect of publicity
can deter fraud and misrepresentation. The mechanism rests on
behavioural assumptions, chie y that people respond to reputation,
social comparison, moral cues and the visibility of consequences.’

Mandatory disclosure in the wild

Examples abound: nutrition labels,” energy labels on appliances and
even houses.’® The Al Act requires providers to design Al systems meant
to interact with people so that those people are told they are dealing with
an Al (art. 50(1)). The GDPR makes data controllers disclose their identity
and processing activities (arts. 12-14) and report data breaches (arts. 33-34)
— and there are many more.

Limits of mandated disclosure

Cost-e ective though it is, mandatory disclosure has clear downsides.’’
It depends on regulatees to provide the information and the public to
process it rationally. Even where disclosure is meant to cure a market
failure (information asymmetry, externality), rms may still pro t from
keeping consumers confused, or misleading them — so the quantity
and quality of what is disclosed must be policed by regulators. Second,
the public may not understand the information or its implications, may
misjudge risks, or may fail to get the full picture. Humans also have
bounded rationality:"® we cannot process all the relevant information,
nor would it be rational to try. Firms exploit this. US privacy policies,
for instance, arguably contain everything needed for an informed choice,
but are (deliberately) so long that they fail as decision support.”® Users

74.
75.
76.
7.
78.

Bicchieri (n 64) 56.

Regulation (EU) No 1169/2011 (n 72).

Regulation (EU) 2017/1369.

See, generally, Baldwin, Cave and Lodge (n 17) 119-121.

“Bounded rationality is used to designate rational choice that takes into account
the cognitive limitations of the decision-maker - limitations of both knowledge and
computational capacity.” Herbert A Simon, A Behavioral Model of Rational Choice,
(1955) 69(1) The Quarterly Journal of Economics 99-118

See as an example of the (non-)e ects of reading privacy policies, Jonathan A Obar
and Anne Oeldorf-Hirsch, ‘The Biggest Lie on the Internet: Ignoring the Privacy
Policies and Terms of Service Policies of Social Networking Services’ (2020) 23 Infor-
mation, Communication & Society 128.
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also need a yardstick for what the information means: what does a nutri-
tion "A", or an energy "B", signify? Many do not realise these are relative
rankings within a category, so an unhealthy snack can still score an A
— merely less bad than its rivals. And the information must tthe ow
of the decision: it has to be embedded in the everyday routines of those
using it®® (and of those disclosing it).

A further concern is the administrative burden of gathering and disclos-
ing the required information, which can be heavy — a charge levelled at
many of the EU’s recent packages: the Al Act®*, CSRD®?, GDPR®.

Baldwin argues the case for disclosure is strongest where the hazard is
not potentially catastrophic (or the gap between high- and low-quality
products unlikely to bring grave consequences); the information can
be processed at reasonable cost; a ected parties can assess the risks
accurately; those consumers or parties can be trusted to weigh the infor-
mation properly; and its accuracy and usefulness can be monitored and
enforced at acceptable cost.®*

Voluntary disclosure

Firms can also disclose voluntarily, to signal qualities of their products
to consumers — a close cousin of mandatory disclosure. The mandatory
model is roughly: regulator R requires actor F to give information that
helps actor C choose, in service of policy objective P. In the voluntary
version R is absent and P is less about the public interest — sometimes
P is merely an appeal to something good. R is often replaced by a collec-
tive of rms (as in consensus) wanting to signal some desirable property
to the public. The labels above are shorthand: to be energy-conscious or
eat healthily, pick products marked A (or A+++) over C or D. The mech-

80- \Weil and others (n 69) 158.

8L See Meeri Haataja and Joanna J Bryson, ‘What Costs Should We Expect from the EU’s
Al Act?” (Center for Open Science, 27 August 2021) https:/osf.io/8nzb4 accessed
29 July 2026 for an early analysis of AIA compliance costs.

See for instance a 2025 ECB report that mentions that “Too high environmental
reporting costs were also cited as a major obstacle by 45% of rms” https:/www.ecb.
europa.eu/pub/pdf/scpops/ech.op367~16f0cba571.en.pdf 42.

An early Finish study on the impact of GDPR compliance (which goes beyond
reporting obligations) shows that the costs of the GDPR during the rst year of its
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29 July 2026.
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anism suits almost anything. Labels and certi cations work as signals
because they communicate key facts, shape behaviour and colour
perceptions — and if a credible organisation stands behind the label, it
adds trust.

No wonder the world teems with labels. The Ecolabel Index lists, at
the time of writing, 456 ecolabels across 199 countries and 25 sectors
— and that is ecolabels alone; food labels are far more numerous.®®
Among them: American Grassfed, the Aquaculture Stewardship Coun-
cil, the Australian Forest Certi cation Scheme, BASF Eco-E ciency, Bird
Friendly Co ee. Many are genuine, useful signals that help people make
conscious choices — "ethical branding".

But some are no more than "ethical whitewashing”. Yeung and
Ranchordas cite a telling study®® showing how voluntary disclosure
can breed useless labels that help no one and only muddy the water.
It looks at "free range" eggs in Australia, where the term "“ranged from
1,500 hens per hectare (the voluntary model Code of Practice for the
Welfare of Animals), 10,000 hens per hectare (adopted by some Austra-
lian supermarkets) and a whopping 50,000 hens per hectare®” (which
the Australian Egg Corporation Limited had certi ed as 'free range")."®®

9.3.5 Contract

The next modality, contract, is like consensus grounded in consent
rather than coercion. Baldwin les it under "direct action”, an apt label
but a slightly misleading one — a regulator can only do so much itself.
Governments produce policy and regulation, not bridges and metros; for
those they depend on contractors and engineers. This is where contracts
come in.

Suppose the policy aim is cleaner air, lower carbon emissions and a
push to the energy transition. Government can replace its eet of inter-
nal-combustion vehicles with electric ones, bought or leased through

85.
86.

https://www.ecolabelindex.com accessed 29 July 2026/

Christine Parker & Rachel Carey & Josephine De Costa & Gyorgy Scrinis. “Can the
hidden hand of the market be an e ective and legitimate regulator? The case of
animal welfare under a labeling for consumer choice policy approach,” (2017) 11(4)
Regulation & Governance 368-387.

A hectare is 10.000 square meters, dividing that by 50.000 gives us 0.2 square
meters, or 45 by 45 cm. | would not call that a lot of space.

Yeung and Ranchordés (n 34) 183.

87.

88.



More than law

contracts with the private sector. Or it can promote public transport and
ease urban congestion by commissioning new infrastructure — a metro,
trams. A metro of any size is hugely expensive, beyond most private

rms, even if operating it would later turn a pro t. So (local) govern-
ment may initiate and organise the build in the public interest and fund
it from taxes. Construction is tendered on the market; once complete,
the right to operate the line can itself be outsourced or franchised, typi-
cally through competitive tender.’® Government does little directly — it
creates the opportunity, nances the solution and regulates the opera-
tion. Whether any rm or consortium actually wants to build or run it is
up to the market: contractors come aboard voluntarily, driven by their
own interests. Yet the original policy goals may be met all the same — a
result of government action, and so of regulatory governance.

There were alternatives here. Government could have built a market on
which providers competed to deliver the infrastructure (competition),
using subsidies and other incentives. But, as noted, some projects are
simply too costly for the market to absorb, so desirable public-inter-
est projects may never materialise. The advantage of direct action with
public money is democratic control over the spending: government as
a solvent commissioner of projects can be helpful, even essential, to
public-interest aims.

Another arena of direct action through contract is vaccine development.
Normally the pharmaceutical industry develops medicines on a reading
of future markets. That development is costly, because most candidates
never reach the market — ine ective, or burdened with side-e ects —
and getting one there demands extensive testing with experimental
and control groups, long-term monitoring, documentation and regu-
latory approval: slow and expensive. With COVID-19, the public need
for a fast vaccine was urgent, so governments contracted with manu-
facturers early — buying large volumes before any vaccine existed, and
so supplying nancial bu ers and legal certainty. Here contracts served
not merely to purchase goods but to steer innovation, allocate risk,
control distribution and secure public-interest outcomes.’® They were

89. Baldwin, Cave and Lodge (n 17) 121.

See, for instance, Garrido Cuenca N. Predicaments during a period of health emergency:
Waiving patent protections or innovative public procurement? The example of advance
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not purely commercial: they funded R&D and manufacturing scale-up,
set timelines, data-sharing requirements and delivery schedules tied to
regulatory approval; governments took on certain legal risks for adverse
e ects to speed rollout; some prioritised doses for vulnerable groups or
required equitable distribution across EU member states; and payment
came upfront, before approval, to spur rapid development.

Contracts as strategic governance instruments

These examples show that government-initiated contracts do more than
kick o actions to realise policy aims (the public transport and electric
vehicles above): they are a targeted modality for steering behaviour,
allocating responsibilities and achieving speci ¢ outcomes — with-
out relying on general legal mandates or market incentives. Contracts
are thus not merely private-law tools but strategic governance instru-
ments, used to in uence parties' conduct, enforce standards and shape
outcomes in a controlled, negotiated way.

Within the contract, regulators can require compliance with partic-
ular goals or standards as tender conditions, and write them into the
public (works) contract awarded.”” Competition between bidders on
those terms is then leveraged for policy ends, and regulatory standards
imposed on the rms that contract with government. There is evidence,
for instance, that a state's green-procurement policies help spread social
and sustainability standards through the wider market,”” which may in
turn advance broader goals such as worker safety, fair trade and environ-
mental protection.

Contracts appeal for several reasons. Being bilateral or multilateral,
they let every party write in its interests and concerns, even though the
state is the initiator and usually the stronger party. They are exible —
terms can be tailored to context, risk or strategic objective. They rest
on consent: no one can be forced to sign; each weighs the bene ts and
costs and acts accordingly. And they are enforceable through the ordi-

%L Inthe Europe Union (EU), the new Public Procurement Directive (Directive 2014/24/

EU, OJ L94, p. 65) sets out conditions under which EU Member State governments
may require tenderers to comply with quality and environmental standards as a quali-
tative criterion for selection (Article 62).

Lars Gulbrandsen, ‘Dynamic Governance Interactions: Evolutionary E ects of State
Responses to Non-state Certi cation Programs’, (2014) 8(1) Regulation & Gover-
nance 74-92.
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nary law of contractual breach, with direct consequences: termination,
penalties, exclusion.

The limits of contracts

Contracts are exible and powerful. The exibility ows from the consent
that establishes them: as long as the parties agree, almost anything can
be arranged, at any time. The power ows from their voluntary nature —
parties bind themselves to terms in their interest, so they have reason to
deliver; and if they don't, the legal system stands ready, through media-
tion and, ultimately, the courts.

Contracts also have downsides. First, a project like the metro may spring
from the regulator's political will while citizens scarcely demand it. With
funds available, rms will tender and produce outputs a market of real
supply and demand would not — public funding then distorting compe-
tition and encouraging waste. The money attracts economic activity; but
should it? Second, there is no guarantee the funds are spent responsibly.
Large infrastructure projects are notorious for budget overruns, partly
because rms lowball their bids to win the tender; once under way a
project is hard and unwelcome to halt, and being taxpayer-funded it can
look like a bottomless pool.”® Contracts, then, are not always the most
cost-e ective route to a policy goal.

9.3.6 Claims (Legal Rights/Liability-Based)

Actors can be made to behave by prescribing the desired conduct in law
(command) and backing it with public-law sanctions such as nes. An
alternative is to give those a ected by an actor's bad behaviour entitle-
ments to challenge it through claims. Claims empower individuals or
groups to assert rights, demand accountability or seek remedies through
legal or quasi-legal channels — a way of "forcing" bad actors to behave
well. The rules de ning good and bad still come from a regulator, who
grants those a ected certain rights; but enforcement is left (entirely) to
the a ected individuals or groups.

Tort liability (non-contractual liability) is the classic example. Tort
law addresses civil wrongs and compensates individuals for damage
su ered (an ex-post e ect); its secondary purpose is to deter tortfeasors
from harmful behaviour (ex-ante). It is a claims-based mechanism: the

9B Bent Flyvbjerg, ‘What You Should Know about Megaprojects and Why: An Overview’

(2014) 45 Project Management Journal 6.
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aggrieved party must bring the claim, typically proving that the defen-
dant's act or omission caused harm and that the defendant was at fault.
The burden lies with the claimant, who must show a duty of care, a
breach of it, and a causal link between the breach and the damage.

For us, the key function of liability law is that ex-ante e ect: it induces
individuals and rms to take due care. By de ning duties of care and
imposing liability for breaches, tort law deters negligence and rewards
precaution. In European tort law the standard of care is what a reason-
able person would do in the circumstances, and the threat of liability
— especially nancial — encourages compliance, notably in product
liability, where the risk of litigation pushes rms to prioritise safety.

The same machinery can be turned to inducing speci ¢ behaviour. Instead
of prohibiting pollution of a river above a set standard, neighbours might
be granted a right to "enjoy clean water"; if a polluter infringes it, they can
sue for damages. The prospect of paying deters the polluter — in theory.
The deterrent is the expected cost of polluting: the likely damages multi-
plied by the probability of actually having to pay them.%

Whether it works in practice is another matter. For one thing, the deter-
rent e ect of liability rules is hard to predict — not just a question of
economic analysis, since reputation cuts both ways: a rm may be
boycotted for breaching the rules, or the public may simply not care.
Second, the damages may exceed what the harm-causer can bear:
Baldwin's example is an oil-tanker operator worth $10 million facing a
potential $60 million liability for a spill — the surplus above $10 million,
likely covered by insurance, exerts no deterrent pull. Third, the cost of
bringing a claim may be discouraging or outright prohibitive relative to
the damage, and coordinating among victims may be hard or impossi-
ble. Fourth, harm-causers may settle out of court for less than would
produce the right level of deterrence. And nally, insurance muddies the
waters, spreading risk so widely across an industry that the deterrent
e ectis blunted.”

Beyond tort liability
Legal entitlements reach beyond liability for damages. There is the right
of access to and correction of data (the data-subject rights in GDPR
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arts. 15-22), a "right to explanation" in automated decision-making®®
(GDPR arts. 15/22), a right to object to automated decision-making
(art. 22 GDPR), aright to recommender-system transparency (art. 27 DSA),
and many more across modern data-economy regulation. Each a ects
— or means to a ect — how data controllers, platform providers and
the like operate.

Accountability provisions are another lever by which individuals and
groups can hold data controllers, Al providers and deployers, and plat-
form providers to account (and sometimes to liability). One intriguing,
largely unexplored avenue is the Data Protection Impact Assessment
(DPIA, art. 35 GDPR) as a support for enforcing data-protection rights
through claims. Controllers whose processing poses high risks to
people's rights and freedoms must run a DPIA beforehand, identifying
risks and describing mitigations (art. 35(7)(c)-(d) GDPR). The DPIA
need not be published, but it could in principle be requested by (collec-
tives of) data subjects where harms arise — giving it, too, an ex-ante
e ect on controllers' behaviour and care.

9.3.7 Code (Design-Based, Architectural, Technological, Behavioural)
Architecture and design are old tools of control — the Romans tted
sophisticated locks to their doors — and Bentham grasped their regu-
latory power in the 1790s. Yet as a named modality in the toolbox, code
is relatively new, and as our society grows more thoroughly mediated
by technology we can expect it to loom larger. It reaches beyond ICT to
biochemistry and bricks-and-mortar — all the more reason to give it
more room than the others.

"Code", which | use as shorthand (much of it contains no software
at all), is a large category. Karen Yeung o ers a way in, distinguishing
the design of places and spaces, products and services, and biological
organisms.®’ Places and spaces look purely physical at rst, yet the built

96 Although there is a lot of discussion if the right exists and what it entails. See for

instance Sandra Wachter, Brent Mittelstadt and Luciano Floridi, ‘Why a Right to Expla-
nation of Automated Decision-Making Does Not Exist in the General Data Protection
Regulation’ (2017) 7(2) International Data Privacy Law 76-99; Lilian Edwards and
Michael Veale, ‘Enslaving the Algorithm: From a “Right to an Explanation” to a “Right
to Better Decisions”?’ (2018) 16(3) IEEE Security & Privacy 46.

Karen Yeung, ‘Towards an Understanding of Regulation by Design’ in Roger
Brownsword and Karen Yeung (eds), Regulating Technologies — Legal Futures, Regulatory
Frames and Technological Fixes (Hart Publishing 2007) 80.
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environment teems with behavioural guidance: parking bollards that
keep cars 0 pavements, speed ramps whose mere sight slows a driver.
Some cases are more exotic. Yeung notes that Washington's Capitol and
White House were set deliberately apart to keep President and Congress
at arm's length.®® That is not quite right. L'Enfant, who laid out the city,
tells a di erent story:

...selected a spot [for the White House] which Washington had himself
noticed as a convenient one, at some distance from Congress, it
is true, but that would not matter much, L'Enfant thought, with his
old-world notions of etiquette, for “no message to nor from The
President is to be made without a sort of decorum which will doubt-
less point out the propriety of committee waiting on him in carriage,
should his palace be even contiguous to Congress.” Since it was a
question of driving, it little mattered whether the drive was to be a
little more or less long.

President Washington approved of that distance... “the houses for The
President and other public o cers may be xed is to me as an indi-
vidual a matter of moonshine, but ... the daily intercourse which the
secretaries of the departments must have with The President would
render a distant situation extremely inconvenient to them; and not
much less so would one be close to the Capitol, for it was the univer-
sal complaint of them all, that while the legislature was in session
they could do little or no business, so much were they interrupted
by the individual visits of members (in o ce hours) and by calls for
papers. Many of them have declared to me that they have often been
obliged to go home and deny themselves in order to transact the
current business.” In that respect, carriage or no carriage, distance
would have its merits.%°

There is clearly some intentional behavioural e ect in the design of DC.
And note that working from home — by people supposed to be in the
0 ce and reachable — already troubled the early republic.
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Places and spaces are not con ned to the built environment. As we saw,
Lessig in his Code as Law paper shows how code — hardware and soft-
ware — both constitutes and regulates cyberspace. The claim is partly
about physical infrastructure (cables, routers, switches) but mainly
about the virtual space it creates: the software decides what we can and
cannot do online.

With that we have already crossed into products and services. Many of
cyberspace's controls are embedded in services: a PDF you read online
may be blocked from printing by digital rights management (DRM),
and publishers routinely lock publicly funded research behind paywalls
— access control, the Roman lock again. The physical world is no di er-
ent: seatbelts (see Bruno Latour's struggle with them in section 9.4.5)
and safety locks on guns, designed to forestall impulsive acts — not my
favourite example, but proof that design controls are everywhere.

Design-based intervention reaches into nature too. Biological organisms
can be engineered for particular behavioural e ects; alongside locks and
DRM, seeds can be altered to prevent unauthorised use.

Monsanto acquired several patents — including US Patent 5,723,765,
developed with Delta & Pine Land and the USDA — for a system known
as "Terminator", or Genetic Use Restriction Technology (GURT). The
seed grows normally, but its o spring are sterile unless treated with the
company's inducer (the "Monsanto key"): a chemical-sensitive switch
triggers a toxin gene during seed development, killing any saved seed.
Monsanto pledged in 1999 never to commercialise Terminator and never

eld-tested it, but kept the patents and the option. Wikipedia reports that

In 2000, the United Nations Convention on Biological Diversity
recommended a de facto moratorium on eld-testing and commer-
cial sale of terminator seeds'®": the moratorium was re-a rmed and
the language strengthened in March 2006, at the COP8 meeting of
the UNCBD. Speci cally, the moratorium recommended that, due to
a lack of research on the technology’s potential risks, no eld testing

100. https://time.com/archive/6734494/the-suicide-seeds accessed 29 July 2026.

10% https:/web.archive.org/web/20131216165017/http:/www.banterminator.org/Glossary/
Moratorium accessed 29 July 2026.
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of GURTs nor products using them should be allowed until there was
asu ciently justi ed reason to do s0.1%?

Note the precautionary principle at work here.

Chemical castration of convicted sex o enders to reduce reo ending is
another design-based intervention in nature — as is the alleged prac-
tice of employers encouraging sta to take cognitive-enhancing drugs to
sharpen concentration, reported in Yeung's paper.'%®

Regulation by code, regulation by technology, techno-regulation

This introduction sketches what the design-based modality covers. Now
we must mark o what is and is not regulation here. All sorts of things
constrain us: oceans and mountains stop us roaming the earth on foot.
Is that regulation? No — it fails our de nition: "sustained and focused
attempts intended to produce a broadly de ned outcome... according
to de ned standards or purposes that a ects others in order to address
a collective concern or problem."'°* No one placed the oceans there to
guide us. A car, plainly designed, cannot cross an ocean either — but
again that is no regulation; it simply was not built to swim. So how do
we separate natural constraints from unintended design constraints
(side-e ects) from intentional ones (regulation)?

The de nition we adopt shapes what counts. Julia Black, focused on
behaviour modi cation (section 1.4), lets in a great deal of design: parking
bollards regulate how motorists park. But her approach excludes technolo-
gies that merely soften a behaviour's harm — an airbag reducing collision
injuries, say.'” Yeung's revised de nition stresses the social outcomes
the regulator intends, whereas Black counts only interventions aimed at
changing the regulatee's behaviour.

Bert-Jaap Koops, examining the acceptability of “code as law", observes
that "increasingly, technology is intentionally being used in a normative
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way, thus in uencing people's behaviour to an ever larger extent."'°° He
calls this "normative technology" — technology with intentionally built-
in mechanisms to in uence behaviour — separating technology that
merely happens to have a regulatory e ect (the car cannot swim) from
technology built to steer us (a lock, which says "keep out").

Roger Brownsword, as far as | can tell, coined "techno-regulation” for a
stronger form still. He writes:

[...], we can imagine an ideal-type, ‘techno-regulation’, in which the
technology — whether by xing the ‘environment’ or by xing ‘humans’
— designs out the very possibility of non-compliance. With techno-reg-
ulation, we do more than improve the likelihood, or even certainty,
of detection; we do more than improve the likelihood of prevention
and compliance; with techno-regulation, we guarantee compliance by
altogether eliminating any option for non-compliance.'®’

Here is behavioural control at its ultimate: the norm is embedded in
the technology, which permits only what it prescribes and enforces it
(almost) absolutely — normative technology in its most extreme form.

We met the regulative/constitutive distinction earlier. Mireille Hildebrandt
transposes it to technology. Regulative technological normativity
prescribes a use — the car won't start unless the belt is fastened — but
can be bypassed (sit on the belt, close the buckle, and you're free). Consti-
tutive technological normativity cannot be bypassed; the technology
enforces itself, matching Brownsword's techno-regulation. Picture a metro
station: waist-high barriers that open on a valid ticket (regulative) versus
person-high turnstiles that simply cannot be climbed (constitutive).

We can now set out the dimensions along which technology a ecting
behaviour can be viewed and used by regulators.

The rst dimension is intentionality, running from unintentional
to intentional. At the unintentional end sit technologies that shape

106. pert Jaap Koops, ‘Criteria for Normative Technology The Acceptability of “Code as

Law” in Light of Democratic and Constitutional Values’, Regulating Technologies — Legal
Futures, Regulatory Frames and Technological Fixes (Hart Publishing 2008).

Roger Brownsword, ‘What the World Needs Now: Techno-Regulation, Human Rights
and Human Dignity’ in Roger Brownsword (ed), Global Governance and the Quest for
Justice (Hart Publishing 2004) 206-207.
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behaviour without the designer meaning them to — side-e ects —
which fall outside techno-regulation, since for us regulation is intentional
behaviour modi cation. But a side-e ect can later be promoted into a delib-
erate tool: an unexploited a ordance becomes a designed one. The speed
bump is the classic case. It began as road-surface irregularity — drainage
ridges and worn pavement that made drivers slow to spare their suspension,
never meant as tra ¢ control. Planners then adopted the e ect on purpose,
installing bumps, humps and raised crossings to curb speed: techno-regu-
lation, a normative goal (road safety) built into infrastructure and needing
no human enforcer. At the intentional end sit features designed expressly to
express a norm — the person-high metro turnstiles, which would have been
cheaper and simpler had strict access control not been the point.

The second dimension is the degree of constraint, from regulative to consti-
tutive — soft to hard enforcement of the embedded norm, that is, whether
the system permits or prevents deviation (regulative: suggestive, bypass-
able; constitutive: compulsory, enforced by design). Hard techno-regulation
can look attractive for its automatic enforcement, but unconditional hard
enforcement erodes the legitimacy and acceptance of the measure, because
it undermines moral community.'® | return to this in chapter 10; for now,
note that respect for human rights and dignity requires that people be able
to make moral choices — to comply or not. One must be free to choose
the wrong action as well as the right one. In a moral community people
act on the norm not merely from obligation (or techno-compulsion) but
because they endorse it: the fully moral action means doing the right thing
(act morality) for the right reasons (agent morality).

A third dimension, also tied to morality, is transparency. Hard techno-regu-
lation enforces an embedded norm, but the user may not see that any norm
is present, or what it is. The scale runs from opaque (the user is unaware of
the norm) to transparent (the user understands it).

DVD players and discs are a good case of opaque norms.'%° Players carry
DRM that limits what the user may do, including regional-playback control
(RPC), or region codes. The American DVD Copy Control Association
split the world into six regions, letting rights-holders vary content, release
date and price by geography — the same Im priced di erently in the US

108 pid 210.
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(region 1) and Europe (region 2). The code sits in the disc, and manufactur-
ers worldwide are contractually required to build players that refuse discs
from another region. A player bought in the Netherlands (region 2) will not
show a region 1 disc; enforcement is near-absolute. The code is no secret,
yet consumers may not realise the cheap discs they order from Amazon.
com won't play at home. The embedded norm — roughly "stick to your
own shops" — is never spelled out. The person-high turnstile, by contrast,
wears its norm openly, once you grasp that the metro is a paid service.

The next subsections take these dimensions further, revealing the wide
range of technological normativity now put to regulatory use.*°

Captology
The rst "soft" form of regulation by technology is what B.J. Fogg called
"captology" — the study of computers as persuasive technologies.'

Captology asks how digital technologies can be designed to change atti-
tudes or behaviour voluntarily, without coercion, drawing on psychology,
marketing and behavioural science, and it is now everywhere in commercial
and public life.

Fitness apps like Apple Health or Fitbit deploy motivational messages,
badges and progress bars — goal-setting and positive reinforcement
borrowed from operant conditioning — to push users to walk more or
sleep better. Net ix's auto-play, by stripping the friction between episodes,
encourages binge-watching, trading on our laziness and our dislike of deci-
sions; not built as a regulatory feature, it shapes how we consume media all
the same.

Fogg identi es seven mechanisms; three will do here. Tunnelling guides
users through a xed sequence — app onboarding tutorials that lock inter-
action until every step is done, manufacturing commitment to the path.
Conditioning rewards behaviour, as in gami ed apps like Duolingo with its
streaks, levels and XP. Self-monitoring lets users track a behaviour — calo-
ries, energy use — and adjust to the feedback.

110. The next subsections build on Bibi van den Berg and Ronald Leenes, ‘Abort, Retry,
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Captology saturates cyberspace: Amazon's book suggestions and its
patented one-click buy; eBay's and social media's trust ratings; Linke-
din's prods — "Your pro le is 85% complete", "viewed by eight peers in
the last thirty days" — which gamify the platform with competitive cues,

and we are, apparently, wired to play games.

All these persuasions share a premise: that users' behaviour, beliefs and
attitudes can be steered. They work by exploiting well-documented cogni-
tive biases."? Commitment bias — we (try to) nish what we start — is
why a crawling progress bar makes cancelling an install feel impossible.
The availability heuristic — we judge likelihood by how readily examples
spring to mind — is exploited by vivid, emotive content (testimonials,
success stories) that supplies the examples for us. Anchoring — we lean
on the rst gure we see — is why the ‘original price' sits beside the
"discounted" one.

These techniques draw criticism. Designed for good (health, say), they can
also exploit — especially in commercial settings bent on engagement or
pro t. The worry shades into 'dark patterns'® Dark patterns go beyond
captology, weaponising biases to push users into oversharing, buying, or
subscribing: obstruction (making cancellation hard), nagging (prompts that
wear you down), privacy zuckering (coaxing out more data), forced continuity
(auto-renewing trials), confirmshaming (guilting you into yes). They lean
on the default e ect, loss aversion and decision fatigue.

Such persuasion is intentional, not accidental, and much of it is ‘regula-
tion’ in Yeung's sense. Strikingly, almost all of it is wielded by private rms
— Amazon, eBay, Facebook — a reminder that regulatory governance is
not the state's alone. We return to the shift from government-dominated
regulation to pluriform, multilevel governance, where in some domains
BigTech regulates more powerfully than governments, in a later chapter.

Note that the behaviour a persuasive technology seeks is optional: the
attempt to convince is intentional, but the user keeps a clear and free
choice to accept or reject it. That is what separates captology from the

second soft mechanism, nudging.

112. For a good and accessible overview, see Daniel Kahneman, Thinking, Fast and Slow
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Nudge

In Nudge: Improving Decisions about Health, Wealth and Happiness,*
Thaler and Sunstein introduce "nudging" to improve the choices people
make. A nudge steers gently towards a bene cial behaviour while leav-
ing freedom of choice intact, trading — like captology — on biases such
as default, loss-aversion and status-quo, and on the fact that we rarely
decide with perfect rationality. But its premises and aims di er from
persuasive technology’s.

Thaler and Sunstein accept that choices can be shaped by the design of
spaces, technologies, institutions and systems, and step into politics
with the idea of a ‘choice architecture' — the designer's "responsibility for
organising the context in which people make decisions"”. Some contexts
foster better choices (health, quality of life, happiness); others corrode
them. Politicians, regulators and designers ought, they argue, to build the
former: 'libertarian paternalism'*** Drawing on behavioural economics,
choices are arranged so people pick the "good" option while remaining free
to pick any other. The paternalism lies in making the option the designers
judge good — on public-interest grounds like health or the environment
— the likeliest to be chosen; the libertarianism, in forcing nothing.

Their book brims with examples: the y etched into the urinals at
Amsterdam’s Schiphol (to improve men's aim), pension plans that
nudge better saving through annual advice, even an alarm clock that
rolls o the nightstand and trundles round the room until its bleary
owner rises to silence it.

Nudging is plainly intentional in uence, and it lets designers and regu-
lators steer behaviour without heavy-handed or obvious intervention. As
Adam Burgess put it in 2012, nudging is "precisely intended to repre-
sent an alternative to clear interventionist approaches; an attempt at a
'third way' between the regulation associated with the left, and ‘'leave
it to the markets' approach of the right" — which is why it caught on

14 Richard H Thaler and Cass R Sunstein, Nudge: Improving Decisions about Health,

Wealth, and Happiness (Yale University Press 2008).
Richard H. Thaler and Cass Sunstein, ‘Liberal Paternalism’ (2003) 93 The American
Economic Review 175.
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with the US government and several European ones, notably the then
UK administration.*'®

Nudges are intentional and widely used, though their vogue has faded
since the early enthusiasm (2008-2012). They remain pervasive: opt-out
organ donation lifts participation far above opt-in; utility bills comparing
your energy use to neighbours' cut consumption; double-sided print-
ing set as default saves paper. Each works a default into the choice set,
betting that most people won't deviate and will thus land on the option
deemed best for them.

Nudging draws critique. It is inherently political, which not everyone
accepts (true of most regulation). It presumes the designer knows best,
however free the user remains to refuse. It is also opaque: many nudges
work below awareness — few of us notice our pull towards the rst item
on a menu, or the y in the Schiphol urinal — and the behavioural tug of
a default is far stronger than persuasion's. And its ethics and e cacy are
contested: long-term e ects are uncertain, and the border between help
and covert manipulation is blurry.

How do people feel about being nudged? Public opinion is a shaky
guide to ethics, but Sunstein and Reisch surveyed US and EU attitudes
to concrete nudges — mandatory calorie labels, active-choice organ-do-
nation questions at licensing — and drew ve lessons.'’’ Citizens
broadly approve of the nudges recently adopted or seriously considered.
They reject nudges seen as against most choosers' interests or values
(a default switching a husband's surname to his wife's). They reject
nudges with illicit goals (religious or political favouritism). They object
to manipulation, but de ne it narrowly (subliminal advertising). And —
surprisingly — political a liation barely predicts reactions.'®

Nudging's voluntariness sets it apart from hard techno-regulation:
it o ers a preferred path without foreclosing others. Yet the pull of a
default is often strong enough that deviation rarely happens.

16 adam Burgess, ‘““Nudging” Healthy Lifestyles: The UK Experiments with the
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| led dark patterns under persuasive technology, but the line between
(harmless?) nudging and outright manipulation blurs further with dark
patterns and hypernudging. Hypernudging, coined by Karen Yeung
(2017), supercharges nudging with big-data analytics and AlL*® Where
classic nudges are static and generic, hypernudges are dynamic, person-
alised and context-aware, adapting in real time to a user's behaviour,
preferences, even mood. YouTube's and TikTok's recommenders don't
just serve content from past behaviour; they optimise continuously for
attention, exploiting near-subconscious biases moment by moment.

Yeung's own example is the search engine steering users towards partic-
ular results:

[Iln response to a query, Big Data analytic techniques mine millions
of webpages with lightning speed, algorithmically evaluating their
‘relevance’ and displaying the results in rank order. In the Google
search engine, for example, the most prominently displayed sites are
‘paid for’ sponsored listings (thus enabling rms to pay for search
engine salience), followed by weblinks ranked in order of Google’s
algorithmically determined relevance. Although theoretically free to
review all the potentially relevant pages (from the hundreds of thou-
sands ranked), in practice each individual searcher is likely to visit
only those on the rst page or two. Hence the user’s click through
behavior is subject to the ‘priming’ e ect, brought about by the
algorithmic con guration of her informational choice architecture
seeking to ‘nudge’ her click through behavior in directions favoured
by the choice architect. For Google, this entails driving web tra c in
directions that promote greater use of Google applications (thereby
increasing the value of Google’s sponsored advertising space).

Yeung les this under (hyper)nudging, but note the twist: for Thaler
and Sunstein nudging steers choice for the chooser's good, whereas
Google's steering serves Google — a special case.

Yeung de nes hypernudges as “rel[ying] on highlighting algorithmically
determined correlations between data items within data sets that would
not otherwise be observable through human cognition alone (or even
with standard computing support) thereby conferring ‘salience’ on the

19 karen Yeung, ‘““Hypernudge”: Big Data as a Mode of Regulation by Design’ (2017)

20(1) Information, Communication & Society 118.
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highlighted data patterns, operating through the technique of ‘priming’,
dynamically con guring the user’s informational choice context in ways

intentionally designed to in uence her decisions”.*?°

Notably, hypernudging ts the cybernetic control loop, amending the
tripartite cycle with a recursive feedback loop that adjusts both standard-
setting and behaviour modi cation in real time:

a) re nement of the individual’s choice environment in response to
changes in the target’s behaviour and the broader environment,
identi ed by the algorithm designer as relevant to the target’s deci-
sion-making, based on analysis of the target’s constantly expanding
data pro le;

b) data feedback to the choice architect, which can itself be collected,
stored and repurposed for other Big Data applications; and

¢) monitoring and re nement of the individual’s choice environment
in light of population-wide trends identi ed via population-wide Big
Data surveillance and analysis.

Hypernudging's ethical stakes exceed nudging's. Users rarely know how
content is Itered or ranked; the continuous, invisible steering corrodes
authentic decision-making and thus autonomy; and it runs on granular
tracking and pro ling, with obvious privacy costs. It marks a shift
from discrete interventions to systemic behavioural governance baked
into platform infrastructure — and where a classic nudge might face
some democratic oversight, hypernudging usually hides in proprietary
black boxes.

A ordances

A last soft form of control is the a ordance, we met already in chapter 3.
Born in animal psychology (James Gibson), it was carried into human—
computer interaction by Donald Norman to name the automatic,
implicit responses a technology calls forth.'?! Designers, Norman urged,
should ask what their products a ord — and, by implication, constrain
— since attention to a ordances sharply improves usability. In a well-
made object the a ordances "provide strong clues to the operation of

120.
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things... the user knows what to do just by looking: no picture, label, or
instruction is required”.*??

The logic echoes Fogg and Thaler-Sunstein: design to invite some
behaviours and inhibit others. But a ordances di er from captology and
nudging in user awareness. Users have a clear choice with persuasive
technology and a narrow one when nudged; with a ordances they have
essentially none — what a device a ords is so implicit it barely registers
as a choice. My own stock example: walking into a glass door marked
'PULL" because the handle and the lack of resistance scream 'push’. The
a ordance overrides the sign before | can read it — a minor collision,
and a reminder of how powerful and how invisible design guidance
can be.

A bit of hard techno-regulation

So far we have moved from soft to hard technological control of human
behaviour. But humans are no longer the only agents acting in the world
— robots are arriving. Boston Dynamics' Spot, a four-legged, dog-like
robot, is already deployed for sensing and inspection: "Spot can operate
without interventions — autonomously charging, dynamically replanning
around new obstacles, and self-righting if it falls," says the rm.'? Atlas,
its humanoid, draws YouTube crowds with ips and obstacle courses.

As such robots leave the screen for the world, their behaviour matters
— they can cause harm and touch on rights and freedoms — and so
becomes a target of regulation. Humans design robots; their techno-
0 spring then act, with real consequences. What should govern these
autonomous machines, and how? "Autonomous" here does not mean
thinking, conscious or self-aware, merely able to carry out complex tasks
without supervision or detailed instruction. Told to leave the room, Spot
nds a door and works out how to operate the handle.

In this setting both human and robot behaviour can be governed by law
and by code. To let robots and humans share space in an orderly way,
four categories arise:'**
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Regulating robot design, production through law.
Regulating user behaviour through the robot’s design.
Regulating the effects of robot behaviour through law.
Regulating robot behaviour through code.

N w N e

The rst category targets the humans who design and build robots —
engineers, manufacturers, users. Legal tools such as technical standards
(ISO norms) and liability frameworks keep robots safe and ethically
acceptable. The regulatee is human; the mechanism is law.

The second regulates human behaviour through the robot, embedding
constraints and a ordances into its design — techno-regulation. A robot
may nudge, limit or forbid user actions: a fence round an industrial robot
arm, or a self-driving car that still demands hands on the wheel to inter-
vene, though it drives itself. Design is the modality; human behaviour,
the target.

The third regulates the legal e ects of robot behaviour. Legal systems
must decide how far a robot's acts carry legal weight — forming
contracts, triggering liability — which means confronting legal person-
hood and tting autonomous action into tort, contract and criminal law.

The fourth regulates robot behaviour directly through code. Autonomous
robots must act within social and legal norms, which means embedding
those norms in software — regulation by design rather than after-the-
fact attribution. Code becomes the primary tool, shaping in real time
what the robot may do and letting it act as a "law-abiding agent": code
must ensure a self-driving car keeps right in continental Europe and left
in the UK, with all the mirrored tra c rules that follow.

Summing up

The discussion reveals two things. First, persuasion, nudging and a ord-
ing are subtle but intentional ways of shaping behaviour. With the rst
two, the regulatee still has a real choice to follow or reject the e ect —
captology and nudging embed "regulative rules™ in technology: rules that
in uence without determining, leaving room to act otherwise. With a or-
dances, the e ect is such that opting out is no longer really possible; the
technology carries norms that leave (almost) no choice, and once trig-
gered their consequences are near-inevitable.
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And as the regulatee's choice shrinks, the compulsion designed in by
regulators grows. There is still room to manoeuvre under persuasion
and nudging; little under a ordances; and, as we saw with techno-regu-
lation, none at all — the regulator’s control is complete.

Second, though persuasion, nudging, a ording and techno-regulation
are all intentional in uence, users receive them with steadily decreas-
ing awareness. With persuasive technology the user both chooses freely
and knows persuasion is being attempted, usually by feeling the conse-
quences of "bad" behaviour. With nudging, awareness already drops:
a "good" default banks on users not bothering to change it; some know
they could, most won't, or won't notice. With a ordances and techno-
regulation there is no real choice at all, and the steering happens largely
outside awareness — which, for techno-regulation, is exactly what makes
it a legitimately risky way to govern behaviour.

Figure 9.1 captures both axes — choice/compulsion and user awareness
— for the four concepts discussed.

tedteg[e

[user has clear choice; =

user is aware of intended
behaviour change] N

techno-regulatipn
[uger has limited choice; [user has no choice
| user has limited awareness of user has no awareness|of
intefided behaviour change] implemented rule]

affordances

[user has no choice;
user has no awareness of
behavioural effect]

Figure 9.1. Choice and awareness in technological normativity. Taken from van den Berg
and Leenes (n 110)

9.3.8 Compensation
| put compensation last because it di ers slightly from the other seven.
As the name suggests, it is often seen narrowly as a post-hoc remedy for

431



432

loss — and as a mere remedy it would be no regulatory modality at all:
what behaviour would it change? But there is another angle. Compen-
sation is still something individuals receive to o set something — only
here that something is not a loss in the ordinary sense.

An example helps. Suppose the government wants to promote or restore
biodiversity, and requires farmers to set aside a narrow strip of land — a
metre along the edge of a plot — for wild owers or trees. Turning a whole
eld over to non-productive use would gut its value, but a thin margin
barely dents income or output.'?® Even so, asking farmers to accept the
restriction may meet resistance, and compensation for the lost produc-
tive potential can secure acceptance by acknowledging the sacri ce.'?®

The same outcome could arguably be had through a subsidy, but the
mechanisms di er. A subsidy is a market incentive — a price signal to
shift behaviour within a competitive setting. Compensation does not
target market behaviour; it acknowledges that a cost is being imposed
and o ers recompense to make the loss tolerable. It is a governance tool
aimed not at stimulating demand but at legitimising loss and maintain-
ing compliance.

Compensation can thus be used strategically to shape behaviour, allo-
cate risk’?’ and reinforce normative commitments. A prominent case
is workers' compensation. Employees give up the right to sue their
employer for harm su ered at work in exchange for a guaranteed right
to statutory compensation,*?® typically covering lost earnings and related
costs in full. In the Netherlands, as elsewhere, it is administered either
by public agencies or through collective private insurance arranged
by employers.*?°

As with liability-based claims, insurance is central here — and the
behavioural e ect, such as safer workplaces, is uncertain. The intended
e ect turns on risk-based pricing: insurers are meant to set premiums by

125 \ild owers can compensate for both factors: the act as a soft weather barrier and do
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an employer's safety record, rewarding prevention. In theory,"*° competi-

tion among insurers should sharpen this, as risk-based premiums push
safer practice. In practice, competing pressures — the drive for share-
holder value — may dilute it.

Industry indemni cation

Another behaviour-steering compensation scheme is the Vaccine Injury
Compensation Program (VICP), created in many jurisdictions to handle
the rare side-e ects of vaccination. VICPs are no-fault administra-
tive schemes that compensate those harmed by vaccines. Rather than
leaning on tort litigation, they aim to govern technological risk, sustain
public trust, and shield manufacturers from liability so as to keep inno-
vation and uptake stable.

The European Commission, for example, negotiated contracts with
vaccine producers that included state-funded indemnities for adverse
e ects, so that liability fears would not undermine public-health goals.
Such schemes seek to build public con dence by guaranteeing redress,
avoid adversarial trials and their costs and delays, and let governments
tune eligibility and thresholds as the science evolves — socialising the
rare but serious risks of vaccination across the population while shield-
ing manufacturers to prevent shortages or withdrawal. Because these
are contracts, the indemnity need not be a full waiver: conditions can be
written in. The Netherlands' entry into the EU scheme shows the shape
of the bargain. Dutch health minister Hugo de Jonge, bound by con -
dentiality, would not discuss the individual deals, but wrote on 7 October
2020 that member states would compensate claims arising from, for
instance, "a hidden de ciency of a vaccine that was not known at the
time of its authorization". He had earlier insisted that "citizens' rights
will remain completely una ected", then conceded that the agreements
indemnify the manufacturers against third-party claims for adverse
e ects not detected during testing — putting member states on the
hook for the "rare side e ects of a vaccine" that may "only come to light
when applied on a wide scale", at a cost to the Netherlands he could
not estimate. The companies, meanwhile, remain liable for production
errors and for side-e ects caused by "non-compliance with the rules of

European product liability legislation™.**"

130 see Baldwin, Cave and Lodge (n 17) 129 and the literature therein.

3L https:/nltimes.nl/2020/10/10/eu-member-states-pay-compensation-rare-covid-vac-
cine-side-e ects accessed 29 July 2026.
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Just transition

Compensation in the more traditional sense — actually making good an
economic loss — is also on display. It is used to address the distribu-
tional inequities of decarbonisation, such as job losses and rising fuel
costs, as policy speeds the energy transition.

Germany has taken the transition seriously, with an ambitious programme
to move from nuclear (still counted green by many policymakers) and coal
(certainly not) to renewables — wind, solar and water. It had a large coal
industry with vast open-cast mines,**> where whole villages were occasion-
ally displaced to make way. The shift shows in the numbers: coal's share of
electricity fell from above 50% in 1990 to below 30% in 2019, driven mainly
by heavily subsidised renewables, while lignite-mining jobs dropped from
130,000 in 1990 to some 20,000-30,000 after 2000 — though Germa-
ny remains a signi cant lignite producer, burning it for on-site power in
North Rhine-Westphalia, Saxony and Brandenburg.

For decades the policy leaned on phasing renewables in rather than coal
out. The Energiewende was built through successive reforms — the 1990
Electricity Feed-in Law, then the 2000 Renewable Energy Sources Act —
that scaled up incentives massively, with the 2014 and 2017 revisions
adding competition and cost-e ciency. But the 2013 decision to close
all nuclear plants by 2022 temporarily cemented coal's place in the mix
for security of supply, and even as renewables surged, greenhouse-gas
emissions did not fall fast enough. To reconcile coal with Germany's
Paris targets, the government set up the Commission on Growth, Struc-
tural Change and Employment — the "Coal Commission" — in 2018.

In January 2019 the Commission — drawing together business associ-
ations, trade unions, environmental NGOs, civil society and regional
policymakers, and deliberating for eight months to balance the many
interests a phase-out would hit — recommended ending coal- red
power by 2038 along a carefully negotiated pathway, with at least €40
billion in compensation directed to the a ected regions, communities
and stakeholders.'*

132 gee https://virtualglobetrotting.com/map/open-pit-lignite-mining/view/google/ accessed

29 July 2026.

Guri Bang, Knut Einar Rosendahl and Christoph Bohringer, Balancing cost and justice
concerns in the energy transition: comparing coal phase-out policies in Germany and
the UK, (2022) 22(8) Climate Policy 1000.
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Compensation in the broad sense goes to energy companies — RWE
(Rheinisch-Westfélisches Elektrizitatswerk) and LEAG (Lausitz Energie
Kraftwerke AG) — for closing their Rhineland lignite operations earli-
er than planned. This is a clear buy-out, and could equally be led under
contract. Workers at RWE, LEAG and others are o ered wage replacement
and early-retirement schemes, job training and placement, and regional
development programmes are launched to create alternative employment.

The compensation in the coal phase-out is meant to raise the politi-
cal acceptability of climate policy and to encourage industry buy-in and
orderly transition.***

Are compensations regulatory mechanisms?

A compensation scheme can look like a mere mechanism for repaying
"victims" for damage caused by another — the traditional reading we
began with. The regulatory version shares something of this but goes
further. It is mandatory or institutionalised, designed for a speci ¢
purpose (a policy goal such as better worker safety or more biodiversity)
rather than enacted ad hoc once harm has occurred. It is forward-look-
ing, not just corrective. As a modality it guides behaviour — planting
wild owers, improving worker safety to lower premiums, nudging coal
workers into other jobs — and its primary aim is not to remedy harm. It
often, though not always, builds in monitoring and risk-based pricing, as
with worker safety above.

9.4 Comparing the Cs...

Now that we have a good image of what the individual controls entail,
we can take a step back and see how they relate to each other. As already
outlined by Lessig, Murray & Scott and others, it is clear that while the
individual modalities of control can be deployed on their own, oftentimes
we see the simultaneous or joint deployment of di erent mechanisms to
support each other. Table 9.3 shows how pairs of modalities relate to
each other.

134 Konrad Gurtler, David Low Beer and Jeremias Herberg, ‘Scaling Just Transitions:

Legitimation Strategies in Coal Phase-out Commissions in Canada and Germany’
(2021) 88 Political Geography 102406.
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The pairwise cells of Table 9.3 repay a closer look, because the modalities
are rarely used alone; in practice they lean on, stand in for, and reinforce
one another.

Command sits beneath most of the others. As the foundational modality
— grounded, as chapter 7 argued, in the social contract and the state's
monopoly on force — it lends its enforcement to instruments that could
not stand alone. Contracts are expressions of private will, but it is the
courts that make them bite; compensation schemes usually need the
state to fund and deliver them; consensus keeps command in reserve
as the stick behind delegated self-regulation; and claims rest on entitle-
ments the state must rst grant. Command is thus not one tool among
eight but the support structure beneath the more cooperative and volun-
tary ones.

Two of the modalities work by moving money, which makes them easy
to confuse. Competition and compensation both involve nancial ows,
yet run on opposite logics. Competition manipulates prices in a market
— taxes, subsidies, tradable allowances — to steer self-interested actors
towards e cient outcomes, leaving the nal choice with them. Compen-
sation courts no market: it starts from a loss and o ers recompense to
make that loss tolerable — the wild ower strip, the coal buy-out, the
vaccine indemnity — targeting individuals rather than the market as a
whole. Its currency is legitimacy, not e ciency; it secures consent where
competition shapes choice.

Consensus and contract, another pair, both rest on consent, and di er
only in how binding that consent is made. Consensus is informal and
normative: parties align because they share values, and the sanction for
defection is social — reputation, exclusion. Contract hardens the same
agreement into legally enforceable terms. Consensus suits settings
where formal authority is weak, such as transnational networks or open-
source ecosystems; contract suits those where the state wants legal
certainty and mobilised private capacity. Contract is in fact the great
hybrid of the set: through public procurement it borrows competition's
rivalry, through its conditions it borrows command's power to set stan-
dards, and through consent it stays close to consensus — a direct yet
exible instrument for targeted intervention.
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Consensus shades, too, into communication, its non-coercive neighbour,
though the two appeal to di erent faculties. Consensus assumes social
embeddedness — people comply because they share norms and fear
disapproval — while communication appeals to (bounded) rationality,
reshaping the information environment and letting disclosed facts do
the steering. Disclosure is the most indirect instrument of all: it is aimed
at rms, obliging them to reveal, yet the change it seeks comes from
consumers, whose shifting custom then bends the rm. Consensus buys
legitimacy at the cost of accountability; communication scales well but is
easily drowned by overload or obfuscation.

Claims and command can reach the very same result from opposite
ends. A command may forbid pollution above a threshold; a claim may
grant neighbours a right to clean water and let them sue when it is
breached. Command is top-down and ex ante — the state sets the rule
and enforces it — while claims are bottom-up and ex post, turning only
when a right-holder notices the breach and acts. Command enforces
systematically but rigidly; claims reach where regulatory capacity cannot,
but only for those with the means to litigate. In practice they interlock,
command laying the legal foundation on which claims are built.

Code stands at the hard end of the spectrum. It is closest in function
to command — both impose prede ned rules, often without the regu-
latee's consent — but it enforces through design rather than sanction,
and so achieves what command only aspires to: it can make non-compli-
ance impossible rather than merely punishable. In that it is the opposite
of consensus, which invites the governed to shape the norms that bind
them; code bypasses deliberation, is deployed unilaterally and often
privately, and frequently leaves its subjects unaware that any norm is
embedded at all. Which brings us, ttingly, to a philosopher and his car.

A philosopher tempting the rules

A more poetic comparison of some of the modalities comes from one
of my favourite philosophers (of science and technology), Bruno Latour.
Unlike many who (intend to) break the law and try to keep it silent,

Latour consciously set out to be a bad boy** (and then fails).
135. Bruno Latour, ‘Where are the missing masses, sociology of a few mundane artefacts,
In Shaping Technology-Building Society’ in Wiebe Bijker and John Law (editors), Stud-
ies in Sociotechnical Change (MIT Press 1992). 225-259; Republication in the reader
Johnson, Deborah J., and Jameson M Wetmore, eds. Technology and Society, Building
Our Sociotechnical Future (MIT Press 2008) 151-180.
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Early this morning, | was in a bad mood and decided to break a law
and start my car without buckling my seat belt. My car usually does
not want to start before | buckle the belt. It rst ashes a red light
“FASTEN YOUR SEAT BELT!,” then an alarm sounds; it is so high
pitched, so relentless, so repetitive, that | cannot stand it. After ten
seconds | swear and put on the belt. This time, | stood the alarm for
twenty seconds and then gave in. My mood had worsened quite a
bit, but | was at peace with the law—at least with that law. | wished
to break it, but | could not. Where is the morality? In me, a human
driver, dominated by the mindless power of an artifact? Or in the
artifact forcing me, a mindless human, to obey the law that | freely
accepted when | get my driver’s license? Of course, | could have put
on my seat belt before the light ashed and the alarm sounded, incor-
porating in my own self the good behavior that everyone— the car,
the law, the police—expected of me. Or else, some devious engi-
neer could have linked the engine ignition to an electric sensor in the
seat belt, so that | could not even have started the car before having
put it on. Where would the morality be in those two extreme cases?
In the electric currents owing in the machine between the switch
and the sensor? Or in the electric currents owing down my spine in
the automatism of my routinized behavior? In both cases the result
would be the same from an outside observer—say a watchful police-
man: this assembly of a driver and a car obeys the law in such a way
that it is impossible for a car to be at the same time moving AND
to have the driver without the belt on. A law of the excluded middle
has been built, rendering logically inconceivable as well as morally
unbearable a driver without a seat belt. Not quite. Because | feel so
irritated to be forced to behave well that I instruct my garage mechan-
ics to unlink the switch and the sensor. The excluded middle is back
in! There is at least one car that is both on the move and without a
seat belt on its driver—mine. This was without counting on the clev-
erness of engineers. They now invent a seat belt that politely makes
way for me when | open the door and then straps me as politely but
very tightly when 1 close the door. Now there is no escape. The only
way not to have the seat belt on is to leave the door wide open, which
is rather dangerous at high speed. Exit the excluded middle. The
program of actionl “IF a car is moving, THEN the driver has a seat
belt” is enforced. It has become logically—no, it has become socio-
logically—impossible to drive without wearing the belt. | cannot be
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bad anymore. I, plus the car, plus the dozens of patented engineers,
plus the police are making me be moral (see gure 9.2).

Normal Conditions Emergency Conditions

Seat Belt Seat Belt

Ratchet Mechanism

&

Pendulum

,, Bar
O

Pendulum

Figure 9.2 A seat belt design (taken from Latour’s original text)

What is Latour doing here, besides losing an argument with his own
car? He is walking us up the constraint dimension from section 9.3.7 —
from soft, regulative normativity to hard, constitutive normativity — one
indignity at a time.

The alarm is regulative. It nags and it shrieks, but the choice stays with
him: he holds out for twenty seconds and drives 0 unbuckled, moral-
ly bruised but free. When the devious engineer wires the ignition to the
buckle, the screw tightens — yet the norm is still bypassable. Latour has
his mechanic unhook the sensor, and the "excluded middle" is back: a car
both moving and beltless. This is precisely Hildebrandt's regulative tech-
nological normativity, the seatbelt you defeat by sitting on the buckle.
Then comes the self-strapping belt that closes the door on escape. Now
we are in constitutive territory — Brownsword's techno-regulation, which
"designs out the very possibility of non-compliance." Latour's own idiom
is sharper than ours: a law of the excluded middle has been built into the
machine, and driving unbelted has become not illegal but sociological-
ly impossible.

And here is the sting — the reason this passage belongs in a chapter
about choosing between modalities rather than in a co ee-table book
about clever engineering. Latour ends in apparent triumph: "l cannot be
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bad anymore." Read it again. That is not a victory; it is the problem stated
as a boast. Once the assemblage of car, engineers and police guarantees
his compliance, buckling up stops being a moral act at all. He is not
good; he is merely prevented. As | argued above, the fully moral action
means doing the right thing for the right reasons — which requires,
awkwardly, the standing possibility of doing the wrong one. Hard tech-
no-regulation buys certainty of outcome at the price of moral agency.
What that costs in legitimacy is the subject of chapter 10.

There is a second lesson tucked in the passage, and it is why | gave
Latour the last word. Ask where the morality resides and you cannot
point to a single modality. Not the law he "freely accepted when | get
[my] driver's license" (command); not the currents in the buckle sensor
(code); not the watchful policeman (command again); not the routine
in his own spine — a norm so internalised it runs without him (the
social made automatic). It is all of them at once: "I, plus the car, plus the
dozens of patented engineers, plus the police." The modalities we have
spent this chapter prising apart are, in the wild, an assemblage — worth
holding onto as we t them back into the control loop.

9.5 Back to the control loop

The cybernetic picture of regulation introduced in section 9.3 provides
us with a way to look at the working and potential e ectiveness of the
modalities: a control loop with three stations. Something sets a stan-
dard, something monitors behaviour against it, and something modi es
behaviour that strays. Enforcement — the step so often missing that
its absence gets mistaken for the absence of regulation (section 9.1) —
lives at that third station. Having toured the eight modalities, we can ask
the more revealing question: not what each does, but who mans each
station. Table 9.4 lays this out; the argument is as follows.

In command, all three stations belong to the state. It writes the rule,
an agency — the police, a data protection authority, an inspectorate —
watches for breach, and the same apparatus applies the sanction. The
loop is closed, hierarchical and expensive, which is why the third station
so often goes understa ed.
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Move to competition and the state keeps standard-setting — it sets the
cap, the tax, the subsidy — but hands the rest to the market. Prices do
the monitoring and self-interest does the modifying; the regulator only
checks that permits are honoured. Contract works similarly, except the
loop is bilateral rather than sovereign: the standard is a negotiated term,
monitoring is performance against it, and modi cation runs through
private law — termination, penalties — rather than the criminal code.

Consensus and communication push the outer stations further from
the state still. In consensus, a community or self-regulatory body sets the
norm, peers do the watching, and the sanction is social — disapproval,
reputation, ostracism — with command waiting in reserve. Communi-
cation is odder: the rm is made to disclose, but it is the audience that
monitors and, by shifting its custom, modi es the rm's conduct. The
regulator sets the loop spinning and then steps out of it.

Claims disperse the loop entirely. The state supplies the standard — a
right — but leaves the other two stations to whoever has been wronged.
Monitoring is decentralised to victims; modi cation depends on their
willingness and means to litigate. The loop turns only if someone choos-
es to turn it, which is at once its reach and its weakness — patchy,
slow, unequal.

Code is the limit case. In hard techno-regulation the three stations
collapse into one. The standard, the monitor and the corrective are the
same lines of code, executing continuously and in advance; there is
nothing to detect after the fact because non-compliance never occurs.
This is the source of both its appeal and its menace, as Latour’s belt has
just reminded us.

Compensation, nally, threads the loop through a transfer. The scheme's
conditions are the standard, risk-based pricing and claims adminis-
tration do the monitoring, and the payment itself does the modifying
— not by punishing deviation but by making the desired change tolera-
ble enough to accept.

Two things fall out of this view. First, the stations most often outsourced,
and most often broken, are the second and third — monitoring and
enforcement. Rules are cheap to write and dear to uphold, and every
modality that delegates those stations, whether to markets, to victims
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or to reputation, is betting that someone else will pay the running costs.
Second, the loop need not run once and stop. Hypernudging (section 9.3.7)
showed it going recursive: standard-setting and behaviour modi ca-
tion adjusting in real time on a feed of fresh data. As more regulation is
delivered through code, the tidy three-step loop increasingly folds in on
itself — the thread | pick up in the conclusions.

Modality Standard-setting Monitoring Behaviour
modi cation
Command State/authority: Regulatory agencies Legal sanction:
legislation, rules, — police, DPAs, nes, criminal or
principles, standards  inspectorates administrative
penalties
Competition Regulator sets the Prices and market Economic incentive;
market frame: caps, signals; permit- self-interest
taxes, subsidies, compliance checks reallocates behaviour
tradable rights
Consensus Community or Peer and reputational ~ Social sanction

Communication

Contract

Claims

Code

Compensation

self-regulatory body;
deliberated/soft
norms

Disclosure
requirements,
mandatory
labels, mandated
information

Negotiated terms and
conditions

Rights and
entitlements granted
by law

Norms embedded in
design or architecture

Scheme conditions
and eligibility
(institutionalised by
legislation)

observation

Audience receives and
interprets; regulator
polices accuracy

Performance against
terms; audit clauses

Decentralised to the
wronged party

Built into the system;
often continuous, or
none needed

Risk-based pricing;
claims administration

— disapproval,
ostracism; command
held in reserve

Reputational
pressure; shifts in
consumer choice

Private-law remedies
— termination,
penalties, exclusion

Litigation, damages,
redress (ex post)

Automatic — design
permits or prevents;
no bypass under hard
techno-regulation

The transfer itself —
legitimises loss and
secures consent to
change

Table 9.4: Elements of control systems across the eight modalities

9.6 Conclusions

I did not ask, in this chapter, whether to intervene. That question was
settled in the chapters before it. Here the question is what to do once

443



444

intervention is judged warranted. The short answer is that there is far
more in the regulator’s toolbox than the lawyer's re ex reaches for.

Rules and principles are where lawyers feel at home, and for good
reason: much of regulation still runs through them. But regulation aims
at behaviour modi cation and this can be done by many means that owe
nothing to a written rule. The eight modalities — command, competition,
consensus, communication, contract, claims, code and compensation
— are eight bets on why people and organisations comply: fear of sanc-
tion, self-interest, the pull of belonging, the weight of information, the
bindingness of consent, the assertion of entitlement, the mute authority
of design, and the tolerability of a compensated loss. Choose a modality
and you have, implicitly, chosen a theory of what moves the regulatee.

| promised we would see whether the modalities could be ranked by
desirability. The honest answer is that they cannot — not in the abstract.
Desirability is relative to the problem. A few questions do the sorting.
Does the regulatee have a choice worth exploiting? If so, competition
and communication have something to work with; if not, they have noth-
ing to bite on. Can the behaviour be observed and enforced at acceptable
cost? Where it cannot, code or claims may outperform a command that
no one is watching. How grave is the harm, and how well can those
a ected process information about it? — the conditions Baldwin sets
for disclosure apply well beyond it. And running underneath all of these
is a constraint that is not about e ectiveness at all: what the instru-
ment costs in legitimacy and in moral agency. A lever that guarantees
compliance by removing the possibility of choosing otherwise may work
perfectly and still be the wrong tool.

The modalities, moreover, are rarely deployed alone. They combine into
hybrids, and in the wild — as Latour’s seatbelt showed — into assem-
blages in which no single mechanism can claim the result. Command
tends to underwrite the rest: contracts lean on the courts, compensa-
tion on the treasury, consensus on the threat of harder regulation should
self-restraint fail. The control loop made the pattern plain. Standard-
setting usually stays near the state, while monitoring and behaviour
modi cation drift outward to markets, peers, audiences, victims or the
artefact itself — and it is precisely those outsourced stations that most
often fail. Rules are cheap to write and dear to uphold.
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If one modality deserves watching, it is code. It is rising as our world
becomes more thoroughly mediated by technology; it can collapse the
whole control loop into a single artefact; and it tempts precisely because
its enforcement is automatic. That is also its danger, and the reason
| return to legitimacy in chapter 10: an instrument that designs out
non-compliance also designs out the moral choice that made compli-
ance mean anything. Code is likewise the modality that most clearly
shows regulation slipping the state's grip. Captology and hypernudging
are wielded overwhelmingly by private rms; in some domains BigTech
now regulates its users more e ectively than any government does.

Which returns us to TikTok. The menu | set out at the start — inform
users, impose rules, redesign the product, ban it outright — was the
eight Cs in disguise: communication, command, code, and command
again. None of the four, on its own, answers the problem. A workable
response layers them, each covering another's blind spot: rules set the

oor, code implements it, disclosure equips parents and users, and
claims give the harmed a way to push back. That, in the end, is the chap-
ter's lesson. The regulator’s craft lies not in reaching for a favourite tool,
but in knowing the whole toolbox — and in choosing, for this problem,
this combination, with clear eyes about what each choice costs.
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9.7 Review Questions

Instructions: Answer the following questions in 2-3 sentences each.

10.

11.

12.

13.

14.

15.

16.

Distinguish between “doing nothing” and “lack of enforcement” as
reasons for emerging concerns regarding sociotechnical change.
Explain the concepts of “over-inclusiveness” and “under-inclusiveness”
in the context of rule formulation, using an example from the text.

How do “harmonised standards” in the EU provide a “presumption
of conformity” with essential legal requirements, and what does this
mean for manufacturers?

Describe one advantage and one disadvantage of using “competition”
as a regulatory modality, as seen in the example of the EU Emissions
Trading System (EU ETS).

How does “mandatory disclosure” serve as a two-sided regulatory
sword, a ecting both consumers and regulatees?

What is the core distinction between “regulative technological
normativity” and “constitutive technological normativity” according
to Mireille Hildebrandt?

Explainthe conceptof“libertarian paternalism”asitappliesto“nudging”
as a regulatory strategy.

Why is compensation considered a distinct regulatory modality rather
than a mere remedy?

Using the cybernetic control loop — standard-setting, monitoring
and behaviour modi cation — contrast how “command” and “code”
distribute the three stations.

How might a regulator e ectively address the societal risks posed by
a recommender algorithm (e.g. on TikTok) that promotes harmful
content to minors, using a combination of command, code, communi-
cation, and claims modalities? What are the advantages and limitations
of each in this context?

Competition and compensation both work by moving money. Why are
they nonetheless distinct regulatory modalities?

Why might “hard” techno-regulation, although it guarantees compliance,
be a legitimately risky way to steer behaviour? Refer to Latour’s seatbelt.
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Chapter 10.

By what right?

legality, legitimacy and acceptance

Know your rights,
These are your rights!
All three of 'em!

The Clash — Know your rights, 1982
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10.1 Introduction

I remember a Dutch case decided before the Dutch Supreme Court that
provides a good starting point for the nal chapter.' It concerns technolo-
gy, albeit a very simple one, Yellow paint. The case involves a janitor of an
apartment building fed up by the fact that visitors and dwellers of apart-
ments in the building park their cars in front of the entry. The parked cars
obstruct ambulance and delivery vehicle drivers from temporarily parking
their vehicles close to the entrance to do their job. The janitor decides to
take action by painting a yellow line in front of the building. A yellow line
at the side of the road, under article 23, para 1, under g of the Dutch traf-

c order (Reglement verkeersregels en verkeerstekens (RVV)) designates a
‘no-parking zone’.

There, that should correct the course of the universe. And indeed, the
front porch of the building remains free of parked vehicles having no
business there. That is, until one of the tenants of the building, know-
ing that the line was painted by the janitor, decides that he is not
under an obligation to comply with the instituted no-parking obligation
because the line was painted by the janitor and not by the police or other
government o cial. And he has a point. Tra ¢ would become a mess
if everybody starts enacting tra c¢ signs that would have legal e ects
(incur legal liability for instance).

The case made it up the legal chain and ultimately came before the Dutch
Supreme Court. The Advocate General of the Court in a noteworthy
opinion, dives deep into the consequences of the weird conundrum that
materialises by the simple act of painting a yellow line. If, on the one
hand binding tra c rules could be created by just anyone, this would
lead to chaos because people would be creating non-parking zones,
speed limits, etc. Tra ¢ safety would be at jeopardy. The tra ¢ system
relies on ‘a body’ planning the layout and intended tra ¢ ows, regulat-
ing this through architecture (roads, signs, speed ramps, etc) taking into
account the various interests of both those who travel, as well as society
at large. If putting up signs would be left to individuals, then their own
private interests might prevail over those of others. This would under-
mine the Social Contract as discussed in chapter 6 that makes society
function and prevent life from becoming nasty, brutish and short.

L Hoge Raad 10 juni 1986, ECLI:NL:HR:1986AC1488, m.nt. A.C. 't Hart (Gele streep).
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If, on the other hand, we would (only) be bound to tra c signs that
were placed by the authorities and not by others, then chaos would arise
as well. For who is to know who placed a certain tra c sign, such as
the simple yellow line? When do we see people placing road signs or
markers to determine their legitimacy? In the case at hand, the claimant
happened to have seen the janitor paint the line, and assume that the
janitor was in fact not authorised to create tra ¢ signs. But others would
simply see the line for what it is, a parking prohibition, not knowing who
produced it or even considering this to be a relevant question. In the
case of the yellow line, the negative e ects would be limited to having
ambulance personnel having to walk a bit further, but consider what
would happen if people decide to turn streets into one-way streets.” This
would undermine tra c¢ safety. The AG comes to the somewhat counter
intuitively, yet legally consistent, conclusion that in the interest of traf-

¢ safety, it should not be left to the individual judgment of road users
to determine whether a tra ¢ sign was placed in accordance with the
prevailing regulations. All tra c¢ signs should be observed irrespective
of who placed them, even in the case one knows for certain that the sign
was placed by an unauthorised person.

This case draws us to the kind of questions | will address in this chapter.
The situation we see ourselves in at the start of this chapter is the follow-
ing. Somehow there is an intervention to address some sort of societal/
technology/X problem, but then the question, in lay terms is, is this
intervention right? | intentionally use the term ‘right’ here to appeal to a
sense of there is something odd going on here or the consequences of
the intervention are undesirable. The cause of the concerns | am trying
to raise here may relate to procedure not followed correctly, a person
or body doing things they are not supposed to do, regulation leading
to undesirable e ects or missing their aim and ultimately to situations
where everything seems to be done by the book, yet society at large,
or signi cant parts of it do not agree with the results. These situations
re ect arange of legal concepts, including, legality, rule of law, legitimacy,
acceptance, regulatory failure and more.

This chapter represents a closing the loop that | started earlier. In chapter 6,
and even before that, we saw that modern society is based on a
presumed social contract that provides the state with the authority to
rule over its citizens. Yet, infringement in the rights of people and busi-

2 This example actually comes from the AG opinion.
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ness should not be taken for granted and requires a justi cation that we
have anchored in this book in public interest, be it the welfare economic
version, or the much broader political version. Once that justi cation is
present, intervention can take shape. In this chapter, we take a look back
and re ect on the process and its outcome.

Of course, much of what is discussed in this chapter should not be
an afterthought or the re ection as | presented it just yet, but rather
should have been part of the process itself. It is for didactical purposes
that | present the spectrum of concepts in this chapter as part of
are ection.

The core issue addressed in this chapter is that of the legitimacy of state
intervention in private life concerns when, why, and how public authority
may permissibly regulate conduct, relationships, or decisions that are
ordinarily regarded as personal, intimate, or self-regarding. The di
culty is structural: modern states claim comprehensive regulatory
capacity, while liberal political morality is built around limits on authority
over persons. We then add a second layer acknowledging that it is not
only the state intervening in people’s lives, but increasingly private
entities (big Tech, for instance, does so too). How should we assess
these interventions?

In what is to come, | will rst contemplate where obligations, prohibi-
tions etc come from. This will bring us close to the dangerous question
of what law is.® Following the Hart — Fuller debate, we will arrive at a
legal positivistic position that shows us two things: one, the procedure
of creating norms matters, second there is more to law than just proce-
dure. Next, | will elaborate on the notion of legitimacy that encompasses
both of these elements. Then, I will extend the discussion beyond the
state as regulator showing that we have to apply di erent criteria for
assessing the acceptability of regulation by state actors versus non-state
actors. In the nal part of the chapter we will deep dive regulatory failure
to get an understanding in what kind of situations the core concepts of
this chapter materialise.

This is the question that | have opened my doctoral thesis with. The reason for explor-
ing this question was that the target in that book was what can be brought to bear
in deciding legal cases (in view of courts and legal knowledge based systems)? RE
Leenes, Hercules of Karneades (Twente University Press 1999).
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10.2 The big legal debates

Imagine you work at a gas station at night and a person enters your
shop, pulls out a gun and orders you to hand over the contents of your
cash register. Does that order create an obligation for you to comply?
Not the most likely question you will ask yourself in that situation, you
will likely just hand over all the money you can nd and hope the guy will
leave the store. Compare this situation with the letter you may receive
from the tax services to pay income tax on the money you earned work-
ing in the gas station. Does that letter create an obligation for you to pay
the taxes as instructed? Again, you will likely simply pay the taxes, poten-
tially complain about the fact that you have to pay up, but then move on.

These situations lie at the heart of debate in legal philosophy in the mid
1900s. In this debate, HLA Hart uses the gunman scenario as a vehicle
to explore what constitutes law.* He uses the scenario to point out
critique to the prevailing notion of law as command theory as described
by John Austin in his 1832 book The Province of Jurisprudence Deter-
mined.® Austin’s Command Theory of Law de nes law as the command
of a sovereign—a determinate superior—backed by the threat of sanc-
tions (punishment) for non-compliance. The fear of being punished is
the primary reason why people comply with the law in this theory. Hart
argues that under Austin’s theory there is no di erence between the
gunman giving a command versus the Tax authorities doing so. Yet, we
would likely agree that there is a legally signi cant di erence. One is an
outlaw, whereas the other is instituted by law and executing law. Now at

rst glance it might appear that a gunman is not a sovereign (by which
Austin might mean king (he wrote his theory in the early 19th century)),
and that the situation therefore does not fall under his theory. Austin
does not say that law is simply the command of a gunman. He says it is
the command of a sovereign—de ned as a person or body:

1. Habitually obeyed by the bulk of the population, and
2. Not in the habit of obeying anyone else.

HLA Hart, The Concept of Law (Clarendon 1961).
John Austin, The Province of Jurisprudence Determined (original published in 1832,
Republished in 1954 together with The Uses of the Study of Jurisprudence and a Preface
by HLA Hart, Weidenfeld and Nicholson 1954).
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As a bit of a side-note, Hart maintains that even when scaled up to a
sovereign issuing general commands, the model still reduces law to
orders backed by threats, habitually obeyed and that is not how modern
legal systems actually function. For instance, because no person or body

ts Austin’s de nition of sovereign, legislatures are bound by constitu-
tional rules, courts can invalidate statutes and o cials are constrained
by procedural requirements.® If Parliament is bound by a constitution
that courts can enforce, then Parliament is legally required to “obey”
constitutional constraints. That is incompatible with Austin’s require-
ment that the sovereign not habitually obey anyone.

Hart’s critique of Austin’s theory of law is that it does not distinguish
between the order given by a gunman (which is not law) with orders
given in line with the law (like the Tax authorities in my example). In
Hart’s view, Austin links authority (having actual power) to obedience —
which is not what law is about in Hart’s view.

Hart’s alternative to Austin’s model is one that is based on form and
procedure. In his Concept of law, he distinguishes two types of rules:
primary and secondary.” The primary rules are the basic rules of obli-
gation that impose duties on individuals to act or abstain from acting,
such as prevalent in criminal law. The secondary rules are metarules,
rules about rules. They do not regulate conduct, but rather regulate the
creation, identi cation, modi cation, and application of primary rules.
The primary rules resemble what Austin would consider law, but what
makes the system di erent under Hart is that he addresses how the
primary rules are ‘managed’ through secondary rules. He distinguishes
three types of secondary rules: the rule of recognition, rules of change,
and rules of adjudication. The rule of recognition provides criteria for
identifying valid law within a system. For instance, the constitution
establishes that parliament enacts laws. The rule of recognition in a legal
system is what replaces Austin’s sovereign as the foundation of author-
ity. Rules of change empower entities (individuals and institutions)
to create, modify and repeal rules. These rules concern procedures
for modifying the law and hence facilitate law to be dynamic. Rules of
Adjudication establish courts, de ne procedures (procedural law) and
authorise determinations of rule breaches. The union of primary and
secondary rules provides for structured authority, institutional conti-

Hart (n 4) Chapter IV.
Ibid 89.
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nuity, normative stability and a system capable of self-identi cation
and self-modi cation.

Hart provides a solid foundation for positive (enacted) law that can be
used to assess whether certain regulatory measures (implemented by
rules) are ‘valid’. It allows us to determine why the janitor was not in
a position to create tra c signs and why he therefore did not create
legal obligations under the Concept of Law. Now, at the time of the case
there was no secondary rule in place that granted him the authority or
power to create legal e ect by painting a yellow line on the pavement.
His actions should therefore be without consequences, were it not that
chaos would result if we did not assume the norm to be valid as the
supreme court noted. The case brought to lighta aw in the Dutchtra c¢
law at the time — no rules of change regarding tra c rules —, a aw that
has since been xed.’

With Hart’s Concept of Law we have a rst building block for our model
of legitimacy. If we can trace back the origin of some regulatory inter-
vention to the rule of recognition, which we can for practical purposes
consider to be the constitution, then we have a presumption that the
intervention is legal, or legally valid.®

Law and Morality

A second strand in Hart’s legal philosophy, next to the structure of a
legal system, concerns the separation of law and morals. The system
of primary and secondary rules provides a very formal model of a legal
system. It concerns form and procedure and is agnostic to the content
of rules. The existence and validity of law depends on social facts—espe-

The observant reader may note that this addition establishing powers to regulate
does not in fact solve the conundrum the Supreme Court was faced with; we stil have
to observe tra ¢ signs irrespective of source because of we don’t chaos will result.
Hart’s rule of recognition bears a family resemblance to Kelsen’s Grundnorm — the
presupposed basic norm that grounds the validity of an entire legal order in Kelsen’s
pure theory of law. Both concepts address the same foundational problem: where
does legal authority ultimately come from? They di er importantly, however, in that
Hart’s rule of recognition is a social fact — it exists because o cials actually accept
and apply it — whereas Kelsen’s Grundnorm is a transcendental presupposition,
something we must logically assume in order to make sense of a legal system as a
normative order at all. For present purposes, Hart’s account is more useful because
it keeps authority grounded in observable institutional practice rather than in logical
necessity. See Hans Kelsen, Pure Theory of Law (Max Knight trans., University of Cali-
fornia Press 1967) (originally published as Reine Rechtslehre, 2nd ed., 1960).
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cially acceptance of rules by o cials—not on moral merit. Hart argued
for a conceptual separation between law and morality: a rule can be
legally valid even if it is profoundly unjust.

This is where he clashes with another great legal philosopher, Lon Fuller
in what is known as the Nazi grudge informer case.’® The case is about a
woman who denounced her husband to the authorities during the Nazi
regime because he was making insulting remarks about Hitler during his
leave from military service. At the time (1944), a Nazi statute criminal-
ised statements that undermined the regime (e.g. under the 1934 “Law
Against Treacherous Attacks on the State and Party.”)"* The husband was
convicted and imprisoned (supposedly to be executed, but apparently
he was sent to the front). After the war, the wife was prosecuted in a
German court for unlawfully depriving her husband of liberty, based on a
provision in the German Code of 1871. The legal problem the court faced
was the following. At the time of the denunciation, the Nazi statute was
valid law, the wife had invoked that law. After 1945, the new German legal
order repudiated Nazi injustice. Should the wife be punished because
she broke the 1871 prohibition of depriving someone of his liberty?

The court faced a choice between two unattractive choices that reveal
something about the relation between law and morality. The rst option
is to treat the Nazi statute legally valid at the time of the denunciation. In
that case, the wife acted lawfully and punishing her would require retro-
active criminalisation which undermines Rule of Law values. The second
option is to treat the Nazi statute as not really law because it lacked
validity. In that case, the wife’s denunciation was unlawful even at the
time. There would be no retroactivity problem, but this requires denying
that formally enacted Nazi laws were “law.”

The rst option preserves legal certainty (properly enacted law is law),
the second one conforms to moral condemnation (Nazi law was horrible
and should not have legal e ects). The court opted for what has become

HLA Hart, ‘Positivism and the Separation of Law and Morals’ (1958) 71 Harv. L. Rev.
593; Lon L Fuller, ‘Positivism and Fidelity to Law—A Reply to Professor Hart’, (1958) 71
Harv. L. Rev. 630; David Dyzenhaus, ‘The Grudge Informer Case Revisited’ (2008) 83
New York University Law Review 1000.

The case (BGH, judgment of 27 July 1949) was discussed in (1951) 64(6) Harv. L.
Rev. 1005-1007. It refers to Gesetz gegen heimtiickische Angri e auf Staat und Partei
und zum Schutz der Parteiuniformen of 20 December 1934, Reichsgesetzblatt I, S.
1269 (Ger.).
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known as the Radbruch option, named after the German Legal philosopher
Gustav Radbruch. Radbruch was a committed legal positivist before
the Nazi period. His experience of how positivism had made German
lawyers and judges compliant instruments of the Nazi regime — on
the reasoning that valid law must be obeyed regardless of content —
led him to fundamentally revise his position after 1945. In a famous
essay published in 1946, he argued that where positive law reaches an
intolerable degree of injustice, it loses its legal character entirely. This
position was adopted by the court and became known as the Radbruch
option.The court held that the Nazi statute was so unjust that it lacked
legal validity.

Hart strongly disagreed with this position. He agrees that the Nazi law at
stake is morally wicked, but it is still law because it was enacted in a legally
valid way (passing Nazi parliament) and hence he persists in the model
he sketched in the Concept of law. If the wife should be punished, then this
should have been done for moral reasons rather than pretending that the
statute was never law because this obscures the moral choice being made.
Blurring legality and morality undermines analytical clarity. For Hart, law
and morals are separated.

Fuller disagreed with Hart. He argued that the Nazi regime systematically
violated the internal morality of law because its frequent use of retro-
active criminalisation and open-ended decrees that criminalised conduct
after it occurred, reinterpreted earlier acts as o ences and allowed courts
to punish behaviour not clearly prohibited at the time. Because of these
pervasive failures of legality, many Nazi enactments could not properly
count as law.

What Fuller does here is, rst claim that immoral law is not law (and
hence law and morality are connected, there is an internal morality of
law), and following this that law necessarily embodies certain moral prin-
ciples simply in virtue of being law. By this he does not mean that law
should prescribe what must be done (cf leading the Good Life as envi-
sioned by classical philosophers such as Aristotle), but rather a morality
of aspiration. A morality of aspiration, as Fuller develops it, is not a set of

2. Gustav Radbruch, ‘Gesetzliches Unrecht und Ubergesetzliches Recht’, 1 Siiddeutsche

Juristen-Zeitung 105 (1946), translated in Stanley L Paulson and Bonnie Litschewski
Paulson (eds), Radbruch: The Legal Philosophies of Lask, Radbruch, and Dabin (Oxford
University Press 1950).
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commands backed by sanctions but a scale of excellence against which
human endeavour — including the endeavour of making law — can be
measured. Where a morality of duty tells you what you must do on pain
of condemnation, a morality of aspiration tells you what you should
strive toward in order to do your job well.

Fuller applies this notion of morality of aspiration to law making through
the introduction of 8 guiding principles of legality that shape his idea of
internal morality in law. Fuller holds that failure in these principles leads
to disaster and something that is not properly called a legal system. The
eight routes to disaster are easy to understand. Fuller writes: “The rst
and most obvious lies in a failure to achieve rules at all, so that every
issue must be decided on an ad hoc basis. The other routes are: (2) a
failure to publicize, or at least to make available to the a ected party, the
rules he is expected to observe; (3) the abuse of retroactive legislation,
which not only cannot itself guide action, but undercuts the integ-
rity of rules prospective in e ect, since it puts them under the threat
of retrospective change; (4) a failure to make rules understandable;
(5) the enactment of contradictory rules or (6) rules that require conduct
beyond the powers of the a ected party; (7) introducing such frequent
changes in the rules that the subject cannot orient his action by them;
and, nally, (8) a failure of congruence between the rules as announced
and their actual administration.”**

The eight requirements of legality are not a checklist that, once ticked,
exhausts the lawmaker’s obligations, but rather they represent an ideal
that legal systems approximate to greater or lesser degrees. No legal
system fully achieves all eight at all times; the question is whether it is
genuinely trying to, and whether its failures are incidental or systematic.
It is here where we can make the connection to the grudge informer
case. The deliberate, structural violation of these requirements led Fuller
to conclude that the Nazi regime had not merely made bad law but had
forfeited its claim to be making law at all.

The debate settled?

Where does this take us? Hart claims that a legal system is one that can
be assessed using the mechanisms of secondary and primary rules. As
long as the primary rules are enacted according to the speci cations of
the secondary rules, there is a legal system. The substance of the primary

13 Lon L Fuller, The Morality of Law (Rev ed, 15 print, Yale University Press 1979) 39.



By what right?

rules may be appalling, but that is not a matter of law, but rather
of morality which is separate. In other words, Hart’s positivism treats
law as a social fact that can be identi ed by its sources and pedigree,
entirely independently of its moral content. Fuller’s response is that this
misunderstands the nature of the enterprise — legal validity is not just a
matter of formal pedigree but of whether the system genuinely functions
as a system of rules at all. The activity of making law is itself morally
structured from the inside. You cannot coherently pursue the enterprise
of subjecting human conduct to governance by rules without implicitly
committing yourself to the eight requirements of legality. They are not
external moral constraints imposed on law from outside — they are
constitutive of what law is. This is why he calls it an internal morality.

Interestingly, Hart himself conceded in later work that Fuller’s eight
requirements capture something real — he acknowledged them as a
kind of 'inner morality' but argued they were compatible with positivism
because they are purely formal and procedural rather than substantively
moral. A perfectly clear, consistent, prospective, and publicly promulgated
set of rules could still be deeply unjust in content. Fuller’s rejoinder
would be that this misses his point: systematic procedural failure and
substantive injustice are not as separable as Hart assumes, because a
regime willing to violate the procedural requirements wholesale is typi-
cally doing so precisely in order to pursue substantive ends that could
not survive transparent, consistent, rule-governed administration.

For the purposes of this book, | side broadly with Hart, while acknow-
ledging that Fuller’s corrective is indispensable. Hart gives us the
architecture of a valid legal system — the rule of recognition, rules of
change, rules of adjudication — and Fuller adds that even a formally
valid legal system can lose its claim to be law if it systematically betrays
the procedural integrity that makes rule-governed governance possible.
They are not simply contradicting each other but operating at slightly
di erent levels of the same problem. Together they provide a richer legit-
imacy test than either provides alone: an intervention must be traceable
to valid authority and must be administered in a manner consistent with
the internal morality of law. That double requirement is precisely what our
legitimacy framework needs.
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1. Generality — law must consist of general rules, not purely ad hoc decisions

2. Publicity (promulgation) — rules must be publicly announced and accessible to those
expected to follow them

3. Prospectivity — rules must operate forward in time and not punish conduct that was
lawful when it occurred

4. Clarity — rules must be intelligible enough to guide conduct

5. Consistency (non-contradiction)— rules must not require incompatible things of the
same person

6. Possibility of compliance — rules must not demand what is beyond human capacity

7. Stability (constancy) — rules must be stable enough over time for people to orient
their conduct by them

8. Congruence — rules as administered must match rules as announced

Table 10.1. Fuller’s principles of legality recaptured14

10.3  Legitimacy matters for compliance

The important lesson we need to draw from the preceding discussion
is that legality protects individual persons against arbitrary or unfair
state interventions. Hart and Fuller between them establish two neces-
sary conditions for legitimate regulatory intervention: the intervention
must be traceable to valid authority (Hart), and it must be administered
with procedural integrity (Fuller). But something is still missing. Both
accounts focus on what law is and how it functions internally. They do
not address the question of what law is for — what value it serves for the
people subject to it.

This is where the notion of the Rule of Law comes into view. Although
there are many conceptions of the Rule of Law, for our purposes the well
respected version by Joseph Raz is appropriate.®

The Rule of Law, Raz argues, is a negative virtue: it minimises the
danger that law itself creates. Law is a powerful instrument — it directs
behaviour through binding rules backed by organised force. That very
power creates a speci c risk: that law becomes an instrument of arbi-
trary domination rather than a framework for ordered freedom as we
have seen in the Nazi informer case. The rule of law is the set of princi-
ples that keeps that risk in check. In Raz’s formulation, conformity with
the Rule of Law is not enough to make law good, but non-conformity is
always a defect. A legal system can satisfy all of Raz’s principles and still

14.
15.

Drawn from Fuller (n 13),
Joseph Raz, ‘The Rule of Law and Its Virtues’, The Authority of Law (Oxford University
Press 1979) .
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be substantively unjust — but a system that violates them has some-
thing speci cally wrong with it, over and above whatever other failures
it may have.

Raz formulates three principles that are particularly relevant for
our concern. First, laws must be prospective, open and clear. This
requirement maps directly onto Fuller’s principles of promulgation,
prospectivity and clarity, and con rms that these are not merely internal
craft standards but conditions for the Rule of Law itself. Second, the
independence of the judiciary must be guaranteed. This is a structural
requirement that connects Hart’s rules of adjudication to the broader
constitutional architecture within which regulation operates. Third, and
most importantly for what follows, the principles of natural justice must
be observed: hearings must be fair, decisions must be reasoned, and
those a ected must have a genuine opportunity to be heard. This third
requirement begins to open the door from formal legality toward some-
thing broader — a concern with whether those subject to regulation
experience the process as one they can recognise as fair.

This is where Raz’s analysis both con rms and exceeds what Hart and
Fuller established. Hart showed us that legal validity requires a traceable
pedigree. Fuller showed us that legal administration requires procedural
integrity. Raz shows us that even a system with both can fail as a rule-
of-law system if its institutions do not function in ways that subjects can
recognise as constrained, reasoned and open to challenge. The rule of
law, on this account, is not simply a property of rules — it is a property
of the relationship between rulers and ruled. A regulatory regime may
be legally valid (Hart), procedurally coherent (Fuller), and rule-of-law
compliant (Raz) — and still fail to secure the voluntary compliance that
makes regulation e ective in practice. The reason is that legal validity,
procedural integrity and even Rule of Law conformity are all, in the end,
assessments made from the inside of the legal system. Legitimacy, as
we will explore in the next section, also requires an assessment from the
outside: whether those subject to regulation have reason to regard the
regulatory authority as entitled to direct their conduct, and whether they
in fact do so.

This is exactly where the yellow line from the introduction failed to have
real e ects in the end. The janitor’s line worked until someone ques-
tioned its source and therefore its legitimacy. The disobedient tenant
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did not accept the line to be a valid restriction of his liberties. Compli-
ance rests on a belief that the rule has a legitimate claim on us. It is not
just the fear of sanctions that makes us comply with rules, but rather
that we consider the rules legitimate (and acceptable, but we’ll come to
that later).

The core idea that we are pursuing here is that legitimacy is not merely
a normative nicety, it has direct empirical consequences for regulatory
e ectiveness. Regulation perceived as illegitimate tends to fail:* regu-
lation perceived as legitimate generates voluntary compliance that does
not depend on constant enforcement.*’

In this view, regulation perceived as legitimate tends to generate voluntary
compliance that does not depend on constant enforcement. Regulation
perceived as illegitimate tends to fail — not necessarily because people
actively resist it, but because they disengage, work around it, or treat
formal compliance as a performance rather than a genuine obligation.
This is not merely a theoretical claim. Tyler’s empirical research on legal
compliance demonstrated that perceived legitimacy of legal authori-
ties predicts compliance independently of, and more strongly than, the
perceived likelihood of sanctions.*® Murphy, Tyler and Curtis re ned this

nding in a regulatory context: when people question the legitimacy of the
rule itself — not just the fairness of its administration — even procedurally
impeccable enforcement stops generating genuine compliance.”® The
implication for regulatory governance is signi cant. A regulator that relies
exclusively on detection and punishment to secure compliance is engaged
in an expensive and ultimately fragile enterprise. Legitimacy is not a philo-
sophical luxury; it is a strategic resource.

A further dimension of Tyler’s research sharpens this picture. Beyond
the nding that legitimacy predicts compliance, Tyler demonstrated that

Kristina Murphy, Tom R Tyler and Amy Curtis, ‘Nurturing Regulatory Compliance: Is
Procedural Justice E ective When People Question the Legitimacy of the Law?’ (2009)
3(1) Regulation & Governance.

Tom Tyler, Why People Obey the Law (Princeton University Press 2006). For the
complex interaction between enforcement and compliance also see Robert Baldwin,
Martin Cave and Martin Lodge, Understanding Regulation: Theory, Strategy, and Prac-
tice (2nd ed, Oxford University Press 2012) 227-258.

Tyler (n 17).

Murphy, Tyler and Curtis (n 16).
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procedural fairness — the perception that one has been heard, that the
process was consistent and unbiased, and that the authority treated
one with respect and dignity — independently drives compliance, sepa-
rate from both outcome favourability and the likelihood of sanctions.?
People will accept unfavourable regulatory outcomes, including ones
that impose real costs on them, if they believe the process that produced
those outcomes was fair. Conversely, a decision that is substantively
correct but reached through an opaque, dismissive or inconsistent
process generates resistance even among those who would otherwise be
disposed to comply. This is Tyler’s proceduralism: legitimacy is not only
about what is decided but about how.

The regulatory implication is direct. A regulator that communicates
clearly, gives reasons, maintains consistent standards, and provides
genuine opportunities for a ected parties to be heard will generate higher
rates of voluntary compliance than one that relies on the authority of
its decisions alone — even if the substantive content of the rules is
identical. Procedural fairness is not a courtesy; it is a compliance mech-
anism that helps keep regulators in check. It is also, as we will see, the
empirical foundation for what the governance literature calls through-
put legitimacy.

10.3.1 Not all regulatees are equal

Even if a regulatee would agree that a certain measure is necessary for a
particular reason of public interest, for instance by setting the maximum
driving speed on the motorways to limit the carbon emissions, this will
not mean they will comply with the rule (all the time). There are other
interests at play at the same time. Not everyone is equally sensitive to
legitimacy as a reason for compliance.

Kagan and Scholz have provided us with a typology of regulatees that
is helpful to see how di erent actors respond in completely di erent
ways to regulation.”* The political citizen complies voluntarily when she
perceives the rule as legitimate and the regulatory authority as entitled
to direct her conduct. The organisational incompetent would comply if it
could, but lacks the capacity, knowledge or resources to do so e ectively
— its non-compliance is a management failure rather than a norma-

20. Tyler (n 17) chs 6-7.

R Kagan and J Scholtz, ‘The Criminology of the Corporation and Regulatory Enforce-
ment Strategies’ in ] Hawkins and J Thomas (eds), Enforcing Regulation (Kluwer 1984).
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tive rejection. The amoral calculator treats regulation as one constraint
among many in a cost-bene t calculation: it complies when expected
sanctions exceed the costs of compliance, and defects when they do
not. Legitimacy, in this typology, is directly action-guiding only for the
political citizen. For the amoral calculator it is largely irrelevant; for the
organisational incompetent it is neither here nor there.

Do amoral calculators really exist? Large technology platforms illustrate
the amoral calculator type with uncomfortable clarity.

The empirical record of EU enforcement against Google is instructive.
Between 2017 and 2025, the European Commission issued four
successive antitrust decisions against Google — for self-preferencing
in Shopping (€2.42 billion, 2017), for Android bundling practices
(€4.34 bhillion, 2018), for AdSense contract restrictions (€1.49
billion, 2019), and for AdTech self-preferencing (€2.95 billion, 2025)
— bringing the total to over €11 billion.?? In the 2025 decision, the
Commission explicitly quali ed Google’s conduct as recidivism,
resulting in a 60% increase in the ne.? Each decision concerned
structurally similar conduct: leveraging dominance in one market
to extend it into another. Each was appealed, partially adjusted, and
followed by a new infringement in an adjacent market. This is not the
behaviour of an actor who has internalised the regulatory norm.

This is precisely what Kagan and Scholz predict for the amoral calcu-
lator: a rational cost-bene t calculation in which the expected sanction
is weighed against the expected gain, and the conduct continues for as
long as the arithmetic favours it.

Compliance is based on the idea that the regulatees know what the
rules are, legality as we have it on the table guarantees that the rules in
principle can be known. This does, however, not guarantee that regu-
latees actually know their obligations (and rights). Under the Rule of
Law we need the legal ction that regulatees know their obligations
because otherwise non-compliance could simply be defended by claim-

2. European Commission Decision AT.39740 (Google Shopping, 27 June 2017); Deci-

sion AT.40099 (Google Android, 18 July 2018); Decision AT.40411 (Google AdSense,
20 March 2019); Decision AT.40670, Press Release IP/25/1992 (Google AdTech, 5
September 2025).

European Commission, Press Release 1P/25/1992, ‘Commission nes Google €2.95
billion over abusive practices in online advertising technology’ (5 September 2025).
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ing ignorance of the rules. Fact is that there are many regulatees that are
organisationally incompetent.

In the online world, there is an interesting side note that has to be made
here. Many individuals may be ignorant with respect to the rules at play
in their daily interactions but that may not matter too much because
their behaviour will partly be governed by techno-regulation: the tech-
nology enforces rule compliance irrespective of the cognitive stance of
the regulatees.

For regulators, keeping this typology in mind is not merely an analytical
exercise — it has direct practical consequences. The typology helps
explain, rst, why regulation sometimes fails to achieve its intend-
ed goals. Regulatees who are unaware of the rules, or lack the capacity
to comply with them, will not conform regardless of how legitimate or
well-designed the regulatory regime is. Regulatees who morally disagree
with a rule may comply formally while undermining it in practice, or resist
openly. Amoral calculators will comply precisely up to the point where
non-compliance becomes more expensive than compliance, and not a
step further. In each case the failure mechanismis di erent, and a single-
cause explanation — whether ‘the rules lack legitimacy’ or ‘enforcement
isinsu cient’ — will miss most of what is actually going on.

The typology matters, second, because the appropriate regulatory
response di ers fundamentally across types. The organisational incom-
petent can be reached through education, guidance, capacity-building
and simpli ed compliance tools — measures that reduce the cost of
compliance rather than increase the cost of non-compliance. The polit-
ically motivated non-conformist — the citizen or rm that genuinely
contests the legitimacy of the rule — requires a di erent response:
engagement, justi cation, and in some cases revision of the rule itself.
Legitimacy-based non-compliance is a signal that the input or through-
put dimensions of the regulatory process have failed (more on this
in the next section), and it calls for a political rather than an enforce-
ment response. The amoral calculator, by contrast, is moved only by
the expected sanction. For this type, the regulator must ensure that

nes are set at a level that genuinely exceeds the expected gain from
non-compliance — a condition that the EU’s experience with Big Tech
suggests is structurally di cult to satisfy under current enforcement
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frameworks, where nes calculated as a percentage of turnover may still
fall short of the pro ts generated by the infringing conduct.?*

The practical implication is that e ective regulatory strategy requires
diagnosis before prescription. A regulator that treats all non-compliance
as wilful de ance and responds with escalating penalties will over-punish
incompetents and under-deter calculators simultaneously. A regula-
tor that treats all non-compliance as a legitimacy de cit and responds
with consultation and engagement will leave amoral calculators entirely
undisturbed. Matching the response to the type is not a counsel of regu-
latory naivety — it is the minimum condition for regulatory e ectiveness.

The compliance argument thus establishes the practical stakes. A regu-
latory regime that cannot secure voluntary compliance from political
citizens will exhaust itself in enforcement; a regime that cannot main-
tain its institutional legitimacy will eventually lose the capacity to deter
amoral calculators as well. Both failure paths lead to the same destina-
tion: a rule that exists on paper and nowhere else. What remains to be
established is what legitimacy actually consists of — what properties a
regulatory intervention must have in order to generate the recognition
that produces voluntary compliance. That is the question to which we
turn next.

10.4 A theory of legitimacy: input, throughput, output

We are making progress. Hart, Fuller, Raz give us the formal side of legitimacy.
Is it valid law? Does it meet the internal morality of law? Is it Rule of Law
compliant? And legitimacy, we saw, reaches past all three: it is a large part
of why people comply at all. The typology of regulatees added that this
"why" is not only moral but psychological, economic and social. What
legitimacy actually is, though, I left open. Time to pin it down.

A regulated person, faced with a rule, tends to ask three things. Who
decided this? How was it decided? Did it work? Those three questions
map onto a framework that has become standard in governance theo-

24 0n the structural inadequacy of turnover-based nes as a deterrent for large plat-

forms see Anne Riley and D Daniel Sokol, ‘Rethinking Compliance’ (2015) 3 Journal
of Antitrust Enforcement 31. They argue for proactive encouragement of compliance
programmes rather than reliance on nes alone.
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ry: Vivien Schmidt's distinction between input, throughput and output
legitimacy.” Each names adi erent source of legitimacy —and adi erent
way to lose it.

Input legitimacy is about where the authority comes from. A rule has
it when those a ected had a real chance to shape it, through represen-
tation, consultation, or some other route back to the governed. Hart's
rule of recognition lives here. But governance asks more than the lawyer
does. A rule passed by an elected parliament has stronger input legiti-
macy than one issued by a technical standardisation body nobody voted
for, even where both are formally valid. The question is not only whether
we can trace the rule to a valid source, but whether the governed recog-
nise that source as entitled to speak for them.

Throughput legitimacy is about the quality of the process — the very
thing Tyler's proceduralism had already measured before governance
scholars gave it a name. Was it transparent? Were reasons given? Did
a ected parties get a genuine hearing? Do the rules as applied match
the rules as announced? Fuller's eight principles sit squarely here, and
so does Raz's natural justice. A rule with impeccable input credentials
can still fail on throughput: produced behind closed doors, captured by
insiders, applied unevenly. People forgive outcomes they dislike if they
judge the process fair. They rarely forgive the reverse.

Output legitimacy is about results. Does the rule do what it set out to do,
and does it spread the burdens and bene ts in a way that doesn't strike
people as arbitrary? This is the dimension closest to the compliance ques-
tion from section 10.3. Murphy, Tyler and Curtis found that people start
doubting a rule’s legitimacy when they sense the system is not working in
their interest — which is not the same as everyone getting what they want.
That doubt is an output judgment. A rule can be democratically passed,
fairly run, and still fail because its results look biased or useless.

The three dimensions lean on each other. Strong output can carry a rule
through a shaky start; strong input can buy patience through a bad patch.
But no dimension covers for a lasting de cit in another. A rule that was

2 Vivien A Schmidt, ‘Democracy and Legitimacy in the European Union Revisited:

Input, Output and “Throughput™ (2013) 61 Political Studies 2. Her model builds on
Fritz Scharpf’s earlier input/output model Fritz Scharpf, Governing in Europe: Effective
and Democratic? (Oxford University Press 1999).
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never really authorised, is run opaquely, and plainly doesn't work faces a
crisis on all three fronts at once.

And the framework folds neatly back onto the legal theory. Hart's archi-

tecture is the plumbing of input legitimacy — it settles who may make

binding rules. Fuller's internal morality is a theory of throughput. Raz's

virtues straddle throughput and output. Together they give us the formal

skeleton; the governance literature adds the political and sociological
esh that formal theory leaves o the bone.

10.4.1 The framework applied: who governs the internet?

The three dimensions may feel overly abstract. They come to live when
we look at an actual context: governance of the internet. Here the ques-
tions embedded in the three dimensions become highly relevant. Who
decided this? how? and did it work?

The internet grew out of a US defence research project linking American
universities and labs. Once it went global, the question of who controlled
it — and on what authority — turned urgent because decisions had to
be made about what kind of content could be carried over the internet,
whether commercial services could be o ered, etc. The answer was never a
single body but a crowd of competing claims, each with its own legitimacy
pro le. ICANN, which runs the domain name system and IP address allo-
cation, is a private Californian non-pro t that began life under contract to
the US Department of Commerce: a private out t, answerable mainly to
Washington, doing what many states saw as a global public job. The ITU,
by contrast, is a UN treaty organisation with textbook input legitimacy in
the old Westphalian sense — its authority ows from states. Two opposite
answers to the same question: private technical self-governance on one
side, intergovernmental public authority on the other. Neither satis ed
everyone, and the tension between them drove the debate through the
1990s and 2000s.?°

The World Summit on the Information Society (Geneva 2003, Tunis 2005)
tried to break the deadlock by inventing a third answer: the multi-stake-
holder model. Rather than choose between ICANN and the ITU, it

26. Milton L Mueller, Networks and States: The Global Politics of Internet Governance (MIT

Press 2010). Mueller’s account of the ICANN/ITU contest is the standard reference
for the input legitimacy con icts in this period. The tension between private technical
self-governance (ICANN) and intergovernmental public authority (ITU) structures the
entire narrative.
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widened the table to civil society, industry and the technical community
— an attempt, as Mueller puts it, to build a transnational regime with no
state underneath it.”’ The Internet Governance Forum made the model
permanent. It was, in e ect, an admission that Hart's kind of authority —
traceable to a rule of recognition — is not enough where those a ected
are scattered across the globe and include actors no state can speak
for. Whether it produced genuine input legitimacy is contested: partici-
pation was uneven, the Forum had no power to decide anything, and
ICANN stayed under US oversight until 2016.?® But the attempt matters.
It shows an awareness, built into the design, that who decided this?
cannot be answered by waving a treaty or a contract.

Throughput and output are just as visible. ICANN's early decisions were
criticised for opacity and for capture by incumbent registrars — through-
put failures in Fuller's sense. When it pushed through a .com price rise in
2020 against near-unanimous opposition in its own comment process,
while accepting $20 million from Verisign, the sole bene ciary, critics
fairly asked what the consultation was for.?° The .xxx saga — rejected,
then six years later approved, under re from governments, religious
groups and the adult industry alike — showed the same thing: nobody
accepted ICANN's authority to make the call in the rst place.*

The deeper problem outlasts any one institution. The bodies making
decisions for billions draw their authority not from election or treaty
but from technical capacity, historical accident, and negotiated arrange-
ments of contested representativeness. That gap — between the reach
of the power and the democratic footing that would normally justify it
— is not unique to the internet. It is the de ning legitimacy problem of
private and hybrid regulation in technology, and it is where we turn next.

21 1pid 4.

28 Ingo Take, ‘Regulating the Internet Infrastructure: A Comparative Appraisal of the
Legitimacy of ICANN, ITU, and the WSIS’ (2012) 6(4) Regulation & Governance 499.
Goran Marby, “ICANN Decides on .COM Amendment and Proposed Binding Letter
of Intent between ICANN and Verisign”, <https:/www.icann.org/en/blogs/details/
icann-decides-on-com-amendment-and-proposed-binding-letter-of-intent-between-
icann-and-verisign-27-03-2020-en> accessed 29 July 2026.

Ed Felten, “ICANN Challenged on .xxx Domain”, <https:/blog.citp.princeton.
edu/2005/08/22/icann-challenged-xxx-domain/> accessed 29 July 2026; Jonathan
Weinberg, ‘ICANN and the Problem of Legitimacy’ (2000) 50 Duke Law Journal 187.
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10.5 Public regulation versus private regulation: di erent
legitimacy standards

The framework was built with public regulation in mind: rules made by
accountable authorities, traceable through Hart's secondary rules, run
by institutions bound by the Rule of Law. In that world the three dimen-
sions map onto familiar machinery — parliamentary oversight for input,
administrative law and judicial review for throughput, policy evaluation
for output. Democracies have spent decades building this plumbing.

The modern world increasingly refuses to t. A large and growing share
of the rules that govern digital life are written by private actors. Big Tech
operates globally, and several of these rms are larger than the econo-
mies of entire states. Their commercial interests shape how they treat
their users, and they lobby hard to bend regulators their way — with
capture as the extreme case. When they don't get their way, they can
simply ignore the rule (the amoral calculator again) or bake the behaviour
they want into the product through techno-regulation. The examples are
everywhere: terms of service that decide what may be said and what is
deleted; ranking and moderation systems with no published criteria;
private technical standards written into public law by reference; contracts
that function as private legal orders over hundreds of millions of people.
And unlike a statute, these rules can change from one second to the next.
The result can feel — or be — arbitrary. Curbing arbitrariness is exact-
ly what built the modern democratic state, and legitimacy is the name
we give that project. It does not disappear when the regulator is private
with freedom of contract as the governing principle. But given the sheer
power of Big Tech, the questions of how to curb arbitrariness get harder,
not easier.

10.5.1 The descriptive landscape: what private regulation is

Private regulation is not one thing. Julia Black's account of polycentric
regimes describes a spectrum, with regulatory authority spread across
many public and private actors and nobody holding a monopoly on
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rule-making, enforcement or legitimacy.** At one end sit purely private
arrangements — platform terms, industry codes, technical standards
— whose authority rests on contract, market power or sheer technical
necessity. At the other sit hybrids, where private bodies wield public
functions under statute, or public regulators adopt private standards
wholesale, handing the content of the rule to bodies outside the demo-
cratic chain.

Technology llIs the whole spectrum. The protocols that decide how data
moves and how systems interoperate come from bodies like the IETF
and W3C, running on consensus among engineers with no democratic
mandate. Product-safety and cybersecurity standards for connected
devices in the EU come from CEN and CENELEC under Commission
mandate. They get written into law by reference into EU regulation like
the Radio Equipment Directive and the Al Act. Compliance with the
standard creates a presumption of legal conformity. Yet the standards
themselves are proprietary, sold rather than published (until recently),
drafted in rooms the public cannot enter, by committees weight-
ed towards the incumbents the law is meant to keep honest.*” This is
Black's point about legitimacy in polycentric regimes: it is constructed
and contested, never automatic.** It does not attach to a body simply
because it is public, or private. It has to be built, claimed and defended,
and anyone with enough standing can challenge it. Leyden makes the
same case for Al standardisation under the Al Act: the legitimacy of
those standards will hinge on whether they really carry fundamental
rights, safety and consumer protection as robustly as the Act promises
—and it will be judged rst by stakeholders' trust in the process, then by
the public at large.*

8L Black uses decentred and polycentric regulation as synonyms Julia Black, ‘Construct-

ing and Contesting Legitimacy and Accountability in Polycentric Regulatory Regimes’
(2008) 2 Regulation & Governance 137, 140. Decentred draws away attention from the
state and highlights that the state may not be at the centre of regulation. Polycentric
regulation stresses that there are multiple centres at di erent levels national, subna-
tional and transnational. State and non-state actors can make up of the decentred/
polycentric con guration.

See, for instance Leyden’s critical assessment of standardisation under the Al Act.
Andrew Leyden, ‘Standards and the EU Al Act: Legitimacy, State of Play, and Future
Challenges’ (2025) Information & Communications Technology Law 1.

Black, ‘Constructing and Contesting Legitimacy and Accountability in Polycentric
Regulatory Regimes’ (n 31) 139-143.

Leyden (n 32) 30-3L.
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That contest is real. ICANN built its claim on the multi-stakeholder
model, and watched it erode under decisions that visibly served
commercial interests. CEN and CENELEC build theirs on expertise and
consensus, and face challenge from civil-society groups too under-
resourced to take part and from regulators who discover, too late, that
the standards they adopted don't re ect the public interest the parent
law was chasing.

Alongside the hybrid space there is a great deal of purely private regu-
lation. Here the reach is narrower — it binds the users of a product or
service, or shuts them out — so it may worry us less than state regula-
tion, which in principle covers everyone in the jurisdiction. But also in
the private context the question of legitimacy is relevant as here too we
may value things like fair treatment.

10.5.2 The normative question: what legitimacy standards apply to
private regulators

Naming private regulation as its own category thus does not dissolve
the legitimacy question. It reframes it. The tempting move is to say
private regulators lack a democratic pedigree, so legitimacy standards
either don't apply or apply in some watered-down form. | would resist
that conclusion. The force of the framework never came from whether
the regulator is public or private; it came from the relationship between
power and the people under it. Where a private actor decides what
conduct is allowed, who gets access, what is charged, what is visible,
the people on the receiving end have exactly the same interest in input,
throughput and output as they do when the regulator is the state. The
private character changes the form of the question, not its substance.

What it changes is the vocabulary for answering it. Democratic authori-
sation in the classic sense — a chain of elections back to a mandate
— is simply unavailable to a private regulator, and Hart's rule of recog-
nition has no direct private analogue. This is the core problem Murray
and Scott identi ed in private internet governance: there is no founda-
tional norm from which the private regulator's authority can be derived
in a way those subject to it must accept.® Brownsword sharpens it in his

% Andrew Murray and Colin Scott, ‘Controlling the New Media: Hybrid Responses to

New Forms of Power’ (2002) 65 The Modern Law Review 26.
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analysis of technological management.*® Where compliance is achieved
not by persuading people to follow rules but by making non-compliance
technically impossible, the legitimacy question isn't answered — it is
bypassed. Which is a more troubling outcome, not a lesser one.

The answer is not to drop the framework but to translate it. Input, for a
private regulator, can't mean elections, but it can mean genuine partici-
pation by a ected stakeholders, transparent criteria for who governs, and
real accountability to the communities being governed. Throughput can't
mean administrative law, but it can mean published and consistently
applied rules, reasoned decisions, working appeals, and congruence
between what is promised and what is done. Output is the same in both
worlds: does the arrangement deliver what it claims, and fairly, across
everyone it touches?

These translated standards are not merely hopes. They are turning into
hard law. The Digital Services Act loads transparency, notice-and-action
and appeal duties onto large platforms — throughput legitimacy, written
as statute.’” The Al Act's conformity assessments, transparency and
human-oversight provisions, and complaints mechanisms are output
and throughput demands aimed at private systems that make conse-
quential decisions. A fair reading of the last decade of EU technology law
is that it has been quietly importing public-law legitimacy standards into
private space — conceding that the private badge does not shrink the
legitimacy interest of the people a ected.

None of which means private regulation is always the weaker case. A
public regulator captured by industry, running opaque processes and
producing useless outcomes fails on all three dimensions at once — as
the failure cases in the next section show. The point is only that both
settings call for the same three-part test, even where the institutions
through which input, throughput and output get built and contested
look very di erent.

% Roger Brownsword, Law, Technology and Society: Re-Imagining the Regulatory Environ-

ment (Routledge 2019).

Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19
October 2022 on a Single Market For Digital Services (Digital Services Act), Arts
16-20 (notice and action), Art 20 (internal complaint-handling), Art 21 (out-of-court
dispute settlement).
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10.6 Regulatory failure and legitimacy de cits

That closing observation — a public regulator can fail as thoroughly as
a private one — brings us to failure itself. Throuhgout the book we have
seen regulation that does not seem to do what it is supposed to do. In
this section, | want to expose in more detail what we mean by regulatory
failure. The input/throughput/output framework is not only a theory of
what makes regulation legitimate. Turned around, it is a diagnostic that
sheds light on regulatory failure. Every failure has a legitimacy dimen-
sion: an input, throughput or output de cit that eats away at the regime's
authority in the eyes of those it governs.

We will take three steps. First, a question that is easy to skip and hard
to answer: failure compared to what? Before we can sort types of failure
we need a picture of success, and that turns out to be slippery. Second,
we widen the view from the rule-as-text to the whole regulatory process,
because the failures that matter most rarely show on the face of the rules.
Only then, third, do we map a taxonomy of failure onto the framework,
using the regulation of cookies — a case we have analysed in detail else-
where — as the running example.*®

10.6.1 Failure compared to what? The goal-de nition problem

Failure sounds obvious: regulation fails when it doesn't work. But ‘not
working’ assumes a standard of success, and nding that standard is
harder than it looks. Baldwin, Cave and Lodge open on exactly this di
culty.*® A regulator can be faulted for not producing the outcomes in its
mandate — but also for producing them at too high a cost, with nasty
side-e ects, without transparency, or unfairly. Some of those complaints
are about outcomes, others about the choice of instrument, the capacity
to assess and adjust, the process, or enforcement. A regime can succeed
on one and fail on another.

It gets worse. In decentred regimes”®, with many hands on the tiller, it is
often unclear who is even responsible for a failure. Most mandates are,
deliberately, exible and open to reading — so arguments about failure

are usually arguments about objectives in disguise. And every verdict is
38. RE Leenes and E Kosta, ‘Taming the Cookie Monster with Dutch Law — a Tale of
Regulatory Failure’ (2015) 31 Computer Law and Security Review 317.

Baldwin, Cave and Lodge (n 17) 68-69.

Julia Black, ‘Decentring Regulation: Understanding the Role of Regulation and
Self-Regulation in a “Post- Regulatory” World’ (2001) Current Legal Problems 103.
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comparative. As Baldwin, Cave and Lodge rightly ask: failure compared
to what? To doing nothing, or to some other regime, neither of which
we can ever really observe? The comparison rests on assumptions and
weightings that carry as much politics as evidence.

The deeper trouble is that the goals we're meant to measure against
often aren't in the operative text at all. They have to be reconstructed
from recitals, explanatory memoranda, debates — an interpretive job on
which reasonable people disagree. Cookies show this vividly. Article 5(3)
of the ePrivacy Directive, the ‘cookie law’, states a mechanism: storing
or reading information on a user’s device (technically the user’s terminal
equipment) needs informed consent. It never says what the mechanism
is for. The aims have to be inferred from the recitals (24 and 25 of the
2022 ePrivacy Directive) which talk about the device as part of the user’s
private sphere, about hidden identi ers tracking people, and about the
need to know and to refuse. So the primary aim reads as: make users
aware of tracking and give them a real chance to refuse it. The secondary
aim of the cookie regulation can then be framed as an attempt to limit
the amount and scope of webcookies.*

Two features of this reconstruction travel well beyond cookies. First, the
goals are multiple and pull in di erent directions. The very recital that
grounds the right to refuse also lets access to ‘speci ¢ website content’
be made conditional on accepting a cookie — the foothold on which cook-
ie walls (pages that block access unless the user accepts tracking) were
later built. Read together, the recitals promise users a choice and promise
publishers control over the terms; let the publishers win and the choice for
users goes hollow.*> Second, this incoherence is not sloppy drafting but
the ngerprint of political compromise. The 2009 amendment that turned
a 'right to refuse’ into a consent requirement passed over erce indus-
try lobbying and thirteen Member States attached a statement insisting
the new requirement was “not intended to alter the existing requirement”
and that nothing changed.”’ The meaning of the central concept was

41.
42.

Leenes and Kosta (n 38) 330.

Eleni Kosta, ‘Peeking into the Cookie Jar: The European Approach towards the Regu-
lation of Cookies’ (2013) 21 International Journal of Law and Information Technology
380, 395-396.

Council of the European Union, Addendum to ‘I/A’ note, 15864/09 ADD 1 REV 1, Brussels,
18 November 2009, as corrected by 15864/09 ADD 1 REV 1 COR 1, Brussels, 19 November
2009. The thirteen Member States were Austria, Belgium, Estonia, Finland, Germany,
Ireland, Latvia, Malta, Poland, Romania, Slovakia, Spain and the United Kingdom.
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contested at the moment of adoption by the very governments adopting
it. Deliberate ambiguity is often the price of agreement — it is how input
legitimacy gets bought when the stakeholders can't be reconciled. But
the bill comes due downstream, in throughput and output, when regula-
tees, supervisors and courts nd that the rule doesn't settle the question
it was meant to settle.

One more complication. Even with goals in hand, judging failure
means deciding which errors matter more. A regulator can wrongly
restrict a technology that was in fact safe — a type | error, a producer
risk — or wrongly wave through one that was dangerous — a type Il
error, a consumer risk. Shrader-Frechette argues the two aren't symme-
trical: producers reap most of the gains and should carry most of the
risk; consumers know less and can defend themselves less; and risk
shouldn't be imposed on people who never consented to bear it.** Under
uncertainty, then, better to err against type 11.*° Whether a precaution-
ary regime that intervenes too often counts as a failure or a defensible
choice therefore turns on a value judgment about error costs — itself
part of the goal-de nition problem, not a technical footnote, as we saw
in chapter 7.

The lesson is about method. Failure verdicts are always relative to a
reconstructed, and often contested, account of what the regulation
was for. Which is why did it work? is harder than it sounds: before | can
answer it we have to do interpretive work, on materials that are them-
selves products of the political process whose quality is in question. With
that caveat nailed down, we can ask where in the process failures arise.

10.6.2 Failure in the regulatory process: beyond the text of the rules

A well-known account of why technology regulation fails looks at the
quality of the rules. Chris Reed, surveying the dismal state of law in
cyberspace, argues much of it is simply bad law — a rule nobody can
understand has little normative force — and he points to three defects:
over-complexity, contradiction, and over-precision, against a background

44 Kristin Shrader-Frechette, Risk and Rationality: Philosophical Foundations for Populist

Reforms (University of California Press 1991) 132.
This ties in well with the discussion of risk appetite and allocation of burden of proof
of safety/risk discussed in section 7.4. Baldwin, Cave and Lodge (n 17) 234-235.

45.



By what right?

of contested jurisdiction.“® There is a lot in this, and the three defects are
real; think of the contradictory objectives buried in the cookie recitals.

But as an account of failure it is too narrow, and in one respect misleading.
Too narrow, because complexity, contradiction and over-precision are all
properties of the text — the output of a single stage in a much longer
process. A diagnosis that stops at the text will miss the failures that
come before it (was the right problem identi ed? were the assump-
tions about regulatees sound?) and after it (was it enforced? evaluated?
adjusted?). Misleading, because it invites the thought that where a rule
is complex or precise, non-compliance is thereby explained. It isn't. The
organisations that are the main addressees of technology regulation —
Big Tech — master ferocious complexity when it suits them: designing
chips, engines and data services means absorbing constraints far worse
than any directive. Complexity raises the cost of compliance; it doesn't
make it impossible. Where rms plead incomprehension, the real story
is usually not that they cannot comply but that they will not — non-com-
pliance is a choice (remember Kagan and Scholz*’), and the complexity
argument its alibi. The organisational incompetent genuinely defeated
by complex rules exists — the lone blogger facing the cookie rules is
a fair example — but the sophisticated operators who dominate the
sector rarely are, and treating their non-compliance as a comprehension
problem mistakes an amoral calculation for a capacity de cit.

What the text-centred view leaves out, above all, is that enforcement is
not an appendix to regulation but part of its de nition. Black's canonical
formuladescribesregulationasasustained,focusedattempttochangeothers'
behaviour towards a standard, involving standard-setting, information-
gathering and behaviour-modi cation.*® Murray and Scott describe the
same as a cybernetic loop of standards, feedback and correction.*® A rule
with no working behaviour-modi cation mechanism isn't a lean regula-
tion. It's a fragment of one.

Seeing regulation as a process gives us a map of where it can break.
Baldwin, Cave and Lodge's DREAM framework splits the task into ve

46 Chris Reed, ‘How to Make Bad Law: Lessons from Cyberspace: How to Make Bad Law’

(2010) 73 The Modern Law Review 903.

Kagan and Scholtz (n 21).

Julia Black, ‘Critical Re ections on Regulation’ (2002) 27 Australian Journal of Legal
Philosophy 26.

Murray and Scott (n 35) 502.
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jobs: Detecting undesirable behaviour, developing Responses, Enforcing
them, Assessing performance, and Modifying the regime in light of that
assessment.”® Each is a place to fail. Detection fails when the regula-
tor misreads the mischief or can't turn its aims into workable targets
— the goal-de nition problem lives here. Response fails when the causal
assumptions behind the instrument are wrong, or the assumptions
about regulatees are naive. Assessment and modi cation fail when the
regime doesn't learn, or learns the wrong lesson and waters down its
ambition under pressure rather than evidence. Enforcement fails when
the regulator lacks the capacity, the sanctions or the will to make the
announced rule the applied one.

Reed's focus on drafting speaks to only the last of the four questions
a regulator must ask: what is the mischief, who is responsible, which
strategy will make them comply, which rules suit that strategy.” The
taxonomy that follows deliberately spans all four.

One last remark before we explore the various failure types. The DREAM
stages aren't populated by a faceless mass of ‘regulatees’. As section
10.3 established, regulated populations are mixed — political citizens,
organisational incompetents, amoral calculators — and the failure mech-
anism di ers by type. The process view adds a corollary: assumptions
about who you're regulating are themselves a design input, made at the
Response stage, and getting them wrong is one of the most reliable routes
to failure. A regime that depends on the willing cooperation of actors with
a structural interest in its failure has made a bet it will lose. We'll watch it
lose in the cookie case.

5. Baldwin, Cave and Lodge (n 17) 227. The DREAM model was developed in R Baldwin

and J Black, Defra: A Review of Enforcement Measures and an Assessment of their
Effectiveness in Terms of Risk and Outcome (London, 2005)

Ibid 231. The practical wisdom condensed in these questions has also been opera-
tionalised in regulatory practice: the Dutch Ministry of Justice’s ‘Table of Eleven’
o ers regulators a checklist of eleven dimensions — from the target group’s knowl-
edge of the rules and the costs and bene ts of compliance to the perceived risks of
inspection, detection and sanction — for predicting and analysing compliance ex ante
and ex post. See ibid 236-238, citing Dutch Ministry of Justice, The ‘Table of Eleven’:
A Versatile Tool (The Hague, 2004); the Dutch original is Expertisecentrum Rechts-
pleging en Rechtshandhaving, De ‘tafel van elf’: een veelzijdig instrument (2006).
A summary of the instrument can be found here: <https:/repository.0 ciele-over-
heidspublicaties.nl/externebijlagen/exb-2018-11097/1/bijlage/exb-2018-11097.pdf>
accessed 2 August 2026.
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10.6.3 A taxonomy of regulatory failure

With the goal-de nition caveat in place and the process view in hand,
we can classify. Six types follow. Each is located twice: as a characteris-
tic de cit of input, throughput or output, and as a breakdown at one or
more DREAM stages. Cookies are the running illustration — their instruc-
tive value is precisely that they fail in several ways at once. Where cookies
don't reach, other examples step in.

Capture failure — an input deficit.

Capture is when a regulator comes to serve the industry it regulates
rather than the public it was built to protect: the rule-making process
colonised by a subset of the regulated, producing rules that mirror their
interests rather than the mandate. In technology it works at several
levels — legislative capture (the lobbying visible in the histories of
the EU Digital Markets Act and Arti cial Intelligence Act,” regulatory
capture (supervisors grown dependent on the very rms that hold all
the technical expertise, the structural risk agged in section 6.3), and
standardisation capture (private standards bodies dominated by incum-
bents). In the process vocabulary, capture strikes upstream, at the
Detection and Response stages, where the problem is de ned and the
instrument chosen. Cookies add a subtler variant: capture of the ambi-
tion itself. By 2009 the regulator had absorbed behavioural advertising
as a business model to accommodate rather than a mischief to suppress
— Commissioner Kroes musing that only seeing ads likely to interest her
was ‘an appealing’ prospect.” Capture needn't look like a smoke- lled
room. It can look like the quiet drift of the regulator's own problem de -
nition towards the regulatee’s.

Design failure — an output deficit.

Here the intervention mis res not because it was captured or ignored
but because it was misconceived: wrong problem, or wrong instru-
ment. Cookies commit both. In DREAM terms these are a Detection and

52 See, for instance, Vassilis George Hatzopoulos, ‘The EU as an Exporter of Digital Rules

and Standards? The Case of the DSA and the DMA’ (2026) Yearbook of European
Law on lobbying in the DSA and DMA legislative history; Robert Gorwa, Grzegorz
Lechowski and Daniel Schneif3, ‘Platform Lobbying: Policy In uence Strategies and
the EU’s Digital Services Act’ (2024) 13 Internet Policy Review; Sandra Wachter,
‘Limitations and Loopholes in the EU Al Act and Al Liability Directives: What This
Means for the European Union, the United States, and Beyond’ (2024) 26 Yale J.L. &
Tech. 671.

European Commission Speech 10/452, Neelie Kroes, ‘European Roundtable on the
Bene ts of Online Advertising for Consumers’, Brussels, 17 September 2010.
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a Response failure respectively.** The detection failure is the choice of
mischief: the recitals name the harm accurately — covert pro ling — but
the operative rule targets storage on the user's device, the symptom, not
the pro ling on the server, the disease. Many users don't mind a cookie®,
which does nothing they can feel; what they mind, once they grasp it,
is being followed. And browser, device and canvas ngerprinting track
people without storing anything at all, sliding clean past the rule.*®

The response failure is the choice of instrument: consent, which to do
its work must be free and informed, and is structurally neither. The
ecosystem behind a single page load is opaque with hundreds of ‘busi-
ness partners’ being kept in the loop; no banner makes it legible in the
seconds a user will spare. And the user's real interest is the content
behind the banner — so consent is not a decision but a toll gate and
given the user’s interest in the content, they simply click ‘OK™’. The deep-
er error concerns the regulatees, not the users: the regime depended on
website operators volunteering their visitors a real chance to refuse the
very tracking that paid their bills. A prisoner's dilemma with a predictable
ending.”® A regime whose central behavioural assumption is falsi ed by
the regulatees' known interests isn't unlucky. It's badly designed.

Clarity and accessibility failure — a throughput deficit, relative to the audience.
This is where Reed's critique of cyberlaw focuses on, and where
Fuller's publicity and clarity principles (2 and 4) work as failure modes.
Butan essential quali cation rstor it proves far too much: clarity is owed
to the rule's audience, not to everyone. Reed's own e-Signatures Direc-
tive example con ates the two (the e-Signatures Directive was the EU’s
early framework for legally valid electronic signatures). He presents the
Directive’s intricate requirements for simple and quali ed certi cates as
a paradigm of over-precise, and therefore meaningless, law: cyberspace
actors seeking valid e-signatures would have to master complex tech-

54 Baldwin, Cave and Lodge (n 17) 70, noting that the choice and design of regulatory

instruments is a characteristic response failing, distinct from enforcement failure
— a nancial-system meltdown, for instance, may re ect instrument choice rather
than enforcement.

Remember that a cookie on your device is simply a small text le. It is actually
con ned to 4096 bytes. See <https://datatracker.ietf.org/doc/html/rfc6265> accessed
2 August 2026.

Leenes and Kosta (n 38) 330.

Consumentenbond survey of 1,000 Dutch internet users, April 2014, “half always click
OK?”, discussed in Leenes and Kosta (n 38) 329.

Leenes and Kosta (n 38) 33L.
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nical provisions and investigate certi cation processes, will not do so,
and therefore adopt cheaper alternatives.*® He fails to acknowledge that
the Directive's intricate rules were written for the certi cation industry,
and for that professional audience precision is a necessity, not a vice. A
relying party need no more understand them than a car buyer needs to
understand brake type-approval. Judged against its actual audience, the
precision was right; its failure lay elsewhere, in cost and the absence of a
business case — an output problem, not a clarity one.®°

Genuine clarity failures do exist, and cookies oblige: a rule whose central
concept meant di erent things in di erent Member States and needed a
stream of Working Party opinions and DPA letters before anyone could
apply it has a clarity problem in the full Fullerian sense.®* The GDPR is
the harder case — its open-textured concepts — ‘legitimate interests’,
‘data minimisation’, ‘appropriate technical and organisational measures’
— are partly a deliberate defence against box-ticking®’, so where a
regime sits on the clarity-versus-gaming trade-o is a design choice, and
only departures that disserve the regime's own aims should be scored
as failures. What can be scored is the distributional cost: ambiguity is a

xed cost incumbents absorb — indeed shape — while SMEs and lone
developers cannot.

Congruence and enforcement failure — from throughput to output.

Fuller's eighth principle, congruence between the rule announced and
the rule applied, is the failure most visible to those on the receiving end.
It comes in two forms that sit on di erent sides of the line. Distorted
administration — rules applied unevenly, against some and not others
— is arbitrariness in the process: a throughput failure, experienced as
unfairness. And that perception has bite. Selective enforcement is felt
as unfair treatment at the hands of the authority, and fair treatment,
Murphy, Tyler and Curtis show, is precisely what buys compliance and
deference — so arbitrariness at the throughput stage bleeds straight

59 Reed (n 46) 907.

60 As | have argued in an unpublished working paper, Ronald Leenes, ‘Facepalm. Why
Does Technology Regulation (Often) Fail?’ (2015).

Leenes and Kosta (n 38) 330-331.

Baldwin, Cave and Lodge (n 17) 232, discussing how regulated industries apply polit-
ical pressure demanding detailed rules in the name of legal certainty, yet detailed
rules are precisely the formulations most easily side-stepped by creative compliers;
one response is to reinforce them with open-textured, general rules that are harder
to circumvent.
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into the regime's legitimacy.®® Wholesale under-enforcement — the rule
applied to no one — is di erent: there is nothing procedurally arbitrary
about enforcing a rule against nobody, yet the protection it prom-
ised is simply not delivered, and that is an output failure. In practice
the two travel together, and the cookie record shows both: a Dutch
DPA that in 2014 could levy a maximum €4,500 and had no hope of
policing the population of sites, so it enforced symbolically in a few
high-pro le cases (the throughput form),%* while a study of nearly
600,000 sites discussed in Leenes and Kosta found 28% setting tracking
cookies before any consent could be given (the output form).®® The
announced rule was strict; the applied rule was ‘carry on’; and the regu-
lated population, quite rationally, obeyed the applied one. The legislator's
response, tellingly, was not to strengthen enforcement but to relax the
law in 2014 — modifying the regime to converge on the applied rule
rather than the announced one. In DREAM terms, this is the Assess-
ment and Modi cation stages failing in sequence: faced with mass
non-compliance, the regulator relearned nothing and moved the goal-
posts instead.

The same failure runs through private regulation, where platform
content moderation announces detailed community standards and
administers something else entirely.%® This congruence failure now has
a second-order regulatory dimension: the Digital Services Act obliges
large platforms to produce transparency reports on their moderation,
and those reports are themselves subject to the congruence test — do
they re ect how moderation decisions are actually made? Early evidence
suggests they do not,®’ replicating the platforms’ congruence failure at
the level of regulatory oversight.

Murphy, Tyler and Curtis (n 16). Their evidence concerns the perceived fairness of an
individual's treatment by an authority and its e ect on compliance and legitimacy; the
step from there to selective enforcement — that being singled out, or watching others
let o , registers as exactly that unfairness — is mine.

Leenes and Kosta (n 38) 331.

Ibid 328/332.

Kate Klonick, ‘The New Governors: The People, Rules and Processes Governing
Online Speech’ (2018) 131 Harv. L. Rev. 1599.

Rishabh Kaushal and others, ‘Automated Transparency: A Legal and Empirical Anal-
ysis of the Digital Services Act Transparency Database’, The 2024 ACM Conference
on Fairness, Accountability, and Transparency (ACM 2024) <https://dl.acm.org/
doi/10.1145/3630106.3658960> accessed 6 July 2026.
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Resistance failure — a normative deficit.

Here regulated parties, or large parts of the a ected public, reject the
legitimacy of the rule itself, not merely its application. This is the hard
case, and it is worth being clear about why.

Procedural fairness is meant to be the answer to precisely this situation.
Murphy, Tyler and Curtis found that fair treatment does its heaviest lifting
on the people who doubt a law's legitimacy — not on the already-com-
mitted, who comply whatever you do to them.®® But their result comes
with a ceiling the enthusiasts tend to skip. Fair process narrows the
gap; it never closes it. Even at their most fairly treated, the doubters still
comply less than the believers, and no amount of procedural courtesy
conjures the legitimacy a rule lacks. Where rejection hardens — and,
worse, organises — that residue turns fatal.

Murray's network communitarianism supplies the mechanics. The regu-
latee is not Lessig's isolated 'pathetic dot' but an opinion-former in a
community of dots that grants or withholds legitimacy.®® Once enough
negative responses accumulate, the control is circumvented or disman-
tled — often unlawfully. Digital rights management is the obvious case:
copy-protection built into Ims, music and e-books, routinely stripped
out by people who never accepted its right to be there in the rst place.

Cookies reveal a darker variant: resistance can be manufactured. A regime
enacted for users' bene t reached them as friction — banners standing
between them and the content, with no real choice behind the buttons.
And the friction was the industry's own doing. Operators resisting the
rule's spirit had every reason to make its letter as irritating as possible. So
they did.

The irritation landed not on the websites but on the regulator. Website
owners pulled o something remarkable: an alliance with the victims of
pro ling against their protectors.’® 'Stupid cookie law' became a genre.
Users installed tools to auto-click consent away — ratifying the very
tracking the rule was meant to put to their choice.

68. Murphy, Tyler and Curtis (n 16) 18.

69 Andrew D Murray, ‘Nodes and Gravity in Virtual Space’ (2011) 5 Legisprudence
195, 204.

0. Leenes and Kosta (n 38) 33L.
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There is a bitter irony here that Murphy, Tyler and Curtis sharpen. The
sceptics were exactly the group fair process could have reached; the
regime o ered them friction instead of a genuine choice, and so counter-
feited the one tool that works on people who doubt a rule. Small wonder
they resisted.

Yet the resistance produced no repeal, and here Murray's later re ne-
ment bites. Outcomes turn on the relative gravity of the camps, and
individuals — however many — carry little weight against organised
industry.” The users' camp never found a weighty ally. The settlement
survived in form while dying in substance.

Gap failure — an output deficit.

The last type is the absence of regulation where it is needed: the legal
gap of chapter 5. Not the failure of a regime that exists, but the failure
of the system to reach a domain where the interests at stake demand
protection. Neurotechnology is a gap failure in progress: the appropria-
tion of neural data raises questions about mental privacy and cognitive
liberty that existing data-protection frameworks were never built to reach.
The gap is not absolute — the GDPR applies, and neurorights laws are
emerging — but coverage is patchy, enforcement thin, and the protec-
tive ambition far short of what the interests require. The cost falls not
on regulated parties, of whom there are none, but on those who need
protection and can't nd it. Note how gap and design failure shade into
one another: the ngerprinting that escapes the cookie rule shows how a
designed regime can manufacture its own gap, the mischief slipping just
past the instrument's reach.

10.6.4 Compound failure

Real failure is rarely one-dimensional, and cookies are the demonstra-
tion piece. Measured against its reconstructed aims, the cookie regime
fails at every DREAM stage and on every legitimacy dimension at once:
the mischief misidenti ed, the instrument unsuited, the regulatee
incentives falsi able in advance, the rule unclear to its own audience,
the announced rule never made the applied rule, the ambition slowly
absorbed by the industry, and the bene ciaries recruited against their

own protection. No single-cause story — "too complex", "too weakly
enforced" — captures it; each cause fed the others. Which is exactly why

" Murray (n 69) 219-221.
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the process view matters: a text-centred diagnosis would have prescribed
better drafting, and better drafting would have xed almost nothing.

Three caveats keep the diagnosis honest. One, it is based on the assump-
tion that the regulator actually wanted to curb the surveillance capitalism
behind the behavioural advertising as recital 24 and 25 ePrivacy Directive
seem to suggest. Second, failure is graded, not binary: judged against
its primary aim, the rule did measurably raise public awareness of track-
ing — a partial success embedded in a general failure, and ignoring it
repeats the goal-blindness we've just condemned. And third, failure is not

nal: the assessment-and-modi cation stage that performed so poorly is
also where regimes can learn, and the next generation of European rules
on tracking and consent can be read as the system trying to relearn the
mischief. Whether it has learned the right lesson | leave to you.

What the compound failure displays, above all, is the con guration this
chapter has been building towards: a rule that is unquestionably legal,
plainly short of legitimacy on all three dimensions, and normatively
accepted by almost no one — yet complied with everywhere. Legality,
legitimacy and acceptance have come apart. Keeping them distinct, and
understanding how they move, is the business of the next section.

10.7 Legality, legitimacy, and acceptance: three distinct concepts

The analysis in this chapter has moved through three distinct but related
concepts — legality, legitimacy, and acceptance — without always pausing
to keep them analytically separate. The framework developed across
sections 10.2 through 10.6 rests on their distinctness: con ating them
produces diagnostic errors, and diagnostic errors produce regulatory
failure. This section draws the distinctions explicitly, maps their relation-
ships, and returns to the yellow line case that opened the chapter for a
nal reading.

Legality is the narrowest of the three concepts. A rule is legal when it can
be traced to a valid source of authority through Hart’s chain of secondary
rules, from behavioural rules back to the rule of recognition using rules
of change and rules of adjudication to guide the process. Legality is a
binary property: a rule either has a traceable pedigree or it does not. It
says nothing about the content of the rule, the quality of the process by
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which it was made, or whether those subject to it accept it as binding.
Nazi law was legal in Hart’s sense. The janitor’s yellow line was not.

Legitimacy is broader and multi-dimensional. As the framework developed
in section 10.4 establishes, legitimacy concerns input (who decided?),
throughput (how was it decided?) and output (did it work?). A rule can
be legal without being legitimate — it may have a valid pedigree but have
been made through a captured process, administered inconsistently, or
produced outcomes that are systematically unjust. A rule can also have
signi cant legitimacy without being fully legal in the formal sense — a
norm developed through genuine community deliberation, administered
transparently, and producing fair outcomes may command more volun-
tary compliance than a formally valid rule that fails on all three legitimacy
dimensions. Legitimacy is not binary: it admits of degrees, and de cits in
one dimension can be partially compensated by strength in another.

Acceptance is the sociological complement to the normative concept of
legitimacy. Where legitimacy asks whether a rule deserves to be followed,
acceptance asks whether it is followed — whether those subject to it
recognise it as binding on their conduct, independently of whether they
could be compelled to comply. Acceptance does not require legality or
legitimacy: a social norm that has never been legally enacted and whose
legitimacy credentials are contested may be widely accepted simply
because everyone else follows it and deviation carries social costs. Nor
does legality or legitimacy guarantee acceptance: a formally valid, proce-
durally impeccable rule that is perceived as serving interests other than
those of the regulated population may be formally complied with while
being normatively rejected — the compliance theatre that Murphy, Tyler
and Curtis identi ed as the endpoint of legitimacy-based non-compli-
ance.’? Or, these rules may be ignored or sabotaged on a large scale as
Murray has illustrated for DRM."

The relationships between the three concepts can be mapped in a
simple table that identi es the four combinations of legal/not legal and
accepted/not accepted, with legitimacy as the explanatory variable that
determines movement between cells.

2. Murphy, Tyler and Curtis (n 16).

Murray (n 69).
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accepted Not accepted

legal The ideal case: a legally valid Legitimacy de cit: a legally valid rule
rule perceived as legitimate and that fails on input, throughput or
voluntarily followed. Enforcement  output dimensions. Formal compliance

plays a residual role only without normative acceptance — the
regulated population goes through the
motions.
Not legal Social norm: no legal basis, but Outright rejection: neither legal validity
community acceptance functions  nor social acceptance. The rule — if it
as a de facto binding rule. May can be called that — exists only as a

eventually be formalised, or may  claim, without e ect.
remain as customary practice.

Table 10.2: Legality, legitimacy and acceptance

The table is a diagnostic tool rather than a descriptive taxonomy. Its
value lies not in placing a given rule in one cell and leaving it there, but
in understanding the dynamics of movement between cells. Legitimacy
is the mechanism of movement. A legal rule that su ers a legitimacy
de cit — sitting in the top-right cell — can move to the top-left cell
through reforms that address input, throughput or output failures:
genuine participation, procedural transparency, consistent administra-
tion, e ective outcomes. A social norm in the bottom-left cell can move
to the top-left cell through formalisation — by acquiring a legal pedigree
through the secondary rules Hart describes — provided that formalisa-
tion does not destroy the legitimacy credentials that made it accepted
in the rst place. The bottom-right cell is the destination toward which
regulatory failure tends: rules that lose both legal credibility and social
acceptance cease to function as rules at all.

Accountability is the institutional mechanism that keeps rules from drifting
toward the bottom-right cell. Bovens established that accountability —
understood as the obligation of an actor to explain and justify conduct
to a forum that can pose questions, pass judgement and impose conse-
qguences — indirectly sustains legitimacy by providing the ongoing
institutional infrastructure through which regulatory authority is main-
tained and renewed.’ A regulator that is accountable in Bovens’ sense is
aregulator that cannot inde nitely accumulate legitimacy de cits without

4 Mark Bovens, ‘Analysing and Assessing Accountability: A Conceptual Framework’

(2007) 13 European Law Journal 447, 464: accountability arrangements ‘can promote
acceptance of government authority and the citizens’ con dence in the govern-
ment’s administration’.
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facing consequences: the forum mechanism creates pressure to address
failures of input, throughput and output before they become irreversible.
This is why accountability de cits and legitimacy de cits tend to travel
together: the EU’s experience with technology regulation shows repeatedly
that where accountability mechanisms are weak — where platforms face
no genuine forum that can compel explanation and impose consequences
— legitimacy de cits accumulate without correction.”

For private regulators, as established in section 10.5, the accountability
question is structurally complicated. Bovens’ taxonomy of accountability
forums — political, legal, administrative, professional, social — maps
primarily onto public governance arrangements. Private regulators oper-
ating outside the democratic chain of delegation face at most social
accountability (to stakeholders and the public) and legal accountability
(to courts, in the limited circumstances where private governance
decisions are judicially reviewable). The absence of political and admin-
istrative accountability forums means that the institutional mechanism
for correcting legitimacy de cits is structurally weaker for private regula-
tors than for public ones — which is precisely why the DSA’s imposition
of quasi-public accountability obligations on large platforms is a signi -
cant regulatory development, and why its e ectiveness depends on
whether the obligations it creates constitute genuine accountability in
Bovens’ sense or merely the appearance of it.

The yellow line: a nal reading

The yellow line case that opened this chapter can now be read through
all three concepts simultaneously, as the payo of the framework devel-
oped across the chapter.

The legality question is the one the Dutch Supreme Court addressed
directly. The janitor’s yellow line had no legal basis: there was no secondary
rule in the Dutch legal order at the relevant time that granted a building
janitor the authority to create binding tra ¢ norms by painting a line on

5 For the link between accountability de cits and legitimacy de cits in EU technolo-

gy governance see Karen Yeung and Lee A Bygrave, ‘Demystifying the Modernized
European Data Protection Regime: Cross disciplinary Insights from Legal and Regu-
latory Governance Scholarship’ (2022) 16 Regulation & Governance 137 on GDPR
governance.; or Eva Heims and Sophie Moxon, ‘Mechanisms of Regulatory Capture:
Testing Claims of Industry In uence in the Case of Vioxx’ (2023) 18(1) Regulation &
Governance on regulatory capture.
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the pavement.’”® Hart’s analysis is conclusive — without a valid rule of
change authorising the act, the line had no legal pedigree and the norm
it purported to create was legally invalid. The Supreme Court acknow-
ledged this while nonetheless treating the norm as valid, reasoning from
the consequences of invalidity rather than from authority. It was a prag-
matic solution to a gap in the Dutch rules of change — a gap that has
since been lled.

The legitimacy question is the one the framework developed in this chapter
illuminates. Even setting aside legality, the yellow line fails on all three
legitimacy dimensions. On input: the janitor had no mandate from the
residents, no delegated authority from any body they would recognise
as entitled to speak for them, and no process by which those a ected
could participate in the decision. On throughput: the rule was unilateral,
unexplained, and administered by someone with no institutional stand-
ing. On output: whether the line actually served any legitimate purpose
—tra c safety, property protection — was never established through
any process that the residents were party to. The disobedient tenant who
refused to accept the line’s authority was not being unreasonable. He
was making a legitimacy judgment, and on the framework developed in
this chapter, he was right.

The acceptance question is the one that makes the case interesting
rather than merely illustrative. Despite failing on legality and scoring
poorly on legitimacy, the yellow line was widely accepted — most tenants
complied with it, most of the time, without demanding to see its legal
pedigree or its legitimacy credentials. This is the social norm dynamic
of the bottom-left cell of Table 10.2: acceptance in the absence of legal
validity, sustained by convention, habit, and the path of least resistance.
The case came before the courts only because one tenant refused — one
actor who moved from acceptance to rejection, from the bottom-left cell
to the bottom-right. His refusal revealed the fragility of acceptance with-
out legitimacy: a norm that is followed because everyone else follows
it, rather than because it has a valid claim on conduct, can unravel the
moment someone asks the foundational question.

The regulatory lesson is general. Acceptance without legitimacy is a fragile
equilibrium. Legitimacy without legal validity is an unstable one. The ideal
case — the top-left cell of Table 10.2 — requires all three: a rule that is

- Nor was there a rule prohibiting him from painting a yellow line.
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legally valid, perceived as legitimate across its input, throughput and
output dimensions, and accepted by those subject to it as making a
genuine claim on their conduct. That combination is what e ective regu-
latory governance aims to produce and what legitimacy theory helps us
understand how to achieve.

10.8 Closing the loop

The nal reading of the yellow line closes the loop of this chapter: it
shows how legality, legitimacy and acceptance are related yet distinct
concepts, and why keeping them distinct matters. | promised, however,
to close a second loop — the one opened in chapter 6, on the justi ca-
tion of intervention. That is the task of this nal section.

My mental model of regulatory intervention runs as follows. Interfer-
ence with people’s freedoms and liberties rst requires a justi cation.
However individualistic modern Western societies may be, we remain
communities with common interests and concerns, and protecting or
fostering these is what the notion of public interest — in its welfare-
economic or its broader political reading — o ers as a justi cation for
intervention by the state and other regulators. The question of where the
state derives its power to intervene from is answered by social contract
theory: a legal ction that stands in for the informed consent of the
governed, which could never be obtained in practice, and by which we
cede part of our sovereignty and autonomy to the state. In other settings
the transfer of power is real rather than ctional — when we sign up to
a service, we hand its operator the power to regulate our conduct within
it. In either case, the transfer creates a mandate: an entitlement to act on
our behalf, in our common interest.

From that mandate the rest of this chapter follows. Legitimacy across
input, throughput and output is what the governed are owed in return
for the power they have ceded — by states, and increasingly by the
private powers that regulate alongside them. And a regulatory system
that honours that debt is one whose rules are not merely legal, and not
merely complied with, but accepted by those who live under them. That
— not obedience — is what regulation is for.
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Chapter 1

Answers:

1.

Found technologies — the stick picked up as a club, the gourd
used as a container — are objects taken from nature and adapted
to a purpose. Technoscience, by contrast, produces things that do
not exist in nature at all, such as plastics or mRNA, out of scientif-
ic knowledge. Holding both in view stops us equating ‘technology’
with only the newest and most complex artefacts, and reminds us
that technology has been remaking human life for a very long time.
Law and technology scholarship tends to chase whatever is current-
ly ‘Wired’ rather than ‘Tired’: today’s chatbots are in, the Autobahn
is out. Because the technology that counts as interesting keeps
shifting, the eld never has a xed object of study. That keeps it
lively, but it also means yesterday’s emerging technology quietly
becomes today’s taken-for-granted infrastructure, and drops o the
radar just as it starts to matter most.

Take music streaming. Napster, and later Spotify, did not merely
swap the CD for a le; they unseated the whole ecosystem around
recorded music — the record shop, physical distribution, the
album as a unit of sale — and rearranged how artists are paid. As
with every disruptive technology, what was displaced was a social
world, not just a device.

In the digital age much of the steering of behaviour is done by
actors other than the state. Platforms such as Google and Meta set
rules for billions of people through their terms of service and, more
quietly, through their code. A de nition con ned to public agen-
cies would simply miss the most powerful regulators of all — along
with the awkward questions about their legitimacy.

Harm is an actual, demonstrable setback — the noise and fumes
from that combustion-engine skateboard. Risk is the prospect of
future harm, shot through with uncertainty and probability, which
is why arguments about risk so quickly become arguments about
whose measurements to trust. Neither, it is worth remembering, is
the private property of technology: viruses and cattle manage both
without any help from engineers.

Architecture regulates by shaping the environment so that some
behaviour is easy and other behaviour is hard, without a word
being spoken. A bollard keeps cars o the pavement and a ticket
gate keeps the ticketless out of the metro; online, content-mod-
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eration Iters and interface design steer what users can see and
do. The rule is built into the thing itself, which is what makes it so
powerful — and so easy to miss.

Sociotechnical change can open up activities the existing rulebook
never anticipated, or leave old rules producing odd e ects when
applied to new practice. But the apparent gap is sometimes an
illusion — old distance-selling rules may already cover much of
‘e-commerce’. The task, then, is to adjust law to the change where
genuinely needed, rather than reaching for a new statute by re ex.
Rotolo and colleagues point to ve: radical novelty, relatively fast
growth, coherence over time, prominent but still largely future
impact, and pervasive uncertainty and ambiguity. It is that last pair
that does much of the disruptive work: because we cannot yet see
where the technology is heading, our sense of its risk tends to run
ahead of the evidence.

The ‘guns don’t kill, people do’ line only holds if you treat a tech-
nology as a bare artefact stripped of its context. But artefacts are
designed with functions, functions serve goals, and goals carry
moral weight — so technologies arrive pre-loaded with values,
making some uses easy and others hard. On that view neutrality is
the exception, not the rule.

How a problem is framed largely decides how it gets solved, and
framing depends on whose interests and experience are in view.
Bring in the full range of stakeholders — not just developers and
regulators, but the people the change actually lands on — and
you get a truer picture of the harms, risks and bene ts. You also
get a response less likely to be captured by whoever happened to
shout rst.
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Chapter 2

Answers:

1.

The model sorts economic activity into three boxes: a prima-
ry sector that takes things from the earth (farming, mining), a
secondary sector that turns those raw materials into goods (manu-
facturing), and a tertiary sector that sells services rather than stu
(banking, law, the burger ipped at the counter). Its usefulness is
as a rough map of development: as societies grow richer they tend
to migrate from the rst box to the third, from a world of farmers
to one of o ce workers. Just remember it is a map, not the territory
— as its critics note, ‘services’ is a suspiciously roomy box in which
to le both a heart surgeon and someone ipping burgers.
Machines did most of the moving. Mechanised farming meant
fewer hands were needed on the land, freeing — or pushing
— people into the factories, and someone had to build those
machines, which grew the secondary sector in turn. Later the print-
ing press, telegraph, telephone and eventually the computer did the
same trick for services, so the tertiary sector swelled as the other
two shed labour. The deeper driver, as Boserup and Fischer-Kow-
alski remind us, was energy: the leap from solar income (crops,
rewood) to fossil capital (coal, then oil) is what really rewrote who
worked where.
Moore’s observation — that the transistor count on a chip rough-
ly doubles every couple of years — is less a law of nature than a
target the industry spent decades hitting on purpose. The pay-0
is exponential: computing power soared while the price per unit
collapsed, which is what put what used to be a supercomputer in
everyone’s pocket. Paired with Kryder’s law for storage, it opened
the door to Big Data, data science and, eventually, the Al this book
keeps circling back to.
Disintermediation is the quiet disappearance of the middleman.
Digital platforms connect the two ends of a transaction directly,
and the party in the middle nds itself surplus to requirements: the
record shop vanished between the label and the listener, the bank
branch between you and your money, the travel agent between you
and your holiday. The twist is that platforms often re-intermediate
— Airbnb and Uber insert themselves as the new middleman, just
a lighter and rather less accountable one.



Unlike producer technology, whose adoption turns on cold
economics — the relative price of capital and labour —
consumer technology rides on softer factors: rising incomes,
a ordability, marketing, hype, and, crucially, network e ects, where
a thing becomes more useful the more people already have it.
That last one is why the newer gadgets, smartphones and tablets,
reached saturation in a handful of years, where electri cation
took decades.

Apple’s App Store is a walled garden: nothing runs on an iPhone
unless Apple has vetted it, taken its cut (famously 30%) and waved
it through — tidy, pro table and safer, but strictly on Apple’s terms.
Google’s Play Store and Android are the open bazaar, where you
can install more or less anything from anywhere, which is liberating
and also why far more malware circulates on Android than on iOS.
The trade-o is the whole story — curation and security against
openness and freedom — and both, incidentally, turned app devel-
opment into a genuine profession.

It is Fischer-Kowalski’s term for a wholesale change in how a
society draws and uses energy — its ‘metabolism’. Pre-industrial
societies ran on solar income: sunlight banked in crops, animals
and rewood, with hard limits on the surplus. The shift rst to coal
(Sieferle’s ‘subterranean forest’) and then to oil broke those limits
and remade everything built on top of them — which is precisely
why technological change and energy change cannot be told apart,
and why the transition we now need, back to a solar basis, will be
every bit as total.

The promise is real: crops engineered for disease resistance and
higher yield, and so, in theory, more e cient and less hungry agri-
culture. The worry is that engineering outpaces natural selection,
and a small change can carry outsized, hard-to-foresee consequenc-
es — a modi ed crop that starves the animal a local ecosystem
depends on, spread across a wide area before anyone notices.
Which is why jurisdictions split: the US embraced GMOs early, the
EU reached for the precautionary principle — and, as chapter eight
argues, neither re ex settles the question on its own.

The case for is straightforward: technology really does make things
more e cient and often better, and reaching for it is usually cheap-
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er, easier and sexier than the alternative. The case against, which is
Morozov’s, is that solutionism ‘presumes rather than investigates
the problem’ — it dissolves messy political questions into tidy
technical ones, recasts citizens as consumers, and lets policymak-
ers o the hook (invite Google to ‘solve’ obesity and you need not
face down the food industry). The tell is when the answer arrives
before the question has been properly asked.

Technological determinism holds that technology follows its own
logic and inevitably reshapes society — a runaway train we can only
brace for. The critique is that this hands too much to the machine
and too little to us: technologies are chosen, funded, designed
and adopted by people, within social and economic settings that
could have gone otherwise. Castells gives us the formulation to
keep: technology does not determine society, it embodies it — and
society, in turn, does not determine technology but uses it. Mutual
shaping, all the way down.
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Answers:

1.

Brey splits a technology into three: the technology itself (machine
learning), the artefact that embodies it (a facial-recognition
system), and the application that puts it to work (that system on an
o ce door). The split earns its keep because moral and legal issues
attach at di erent levels — and, as the chapter keeps insisting,
confusing the door with the technology muddles the whole analysis.
For Calo, essential characteristics are the small set of features that
make a technology genuinely distinctive and give it the materialised
potential to reach the legal order — for robots, embodiment, emer-
gence and social valence. Embodiment counts because a machine
with a body can act on the world and do physical harm, where a
disembodied chatbot cannot.

Calo locates the action in the technology itself; Balkin looks at the
technology in a particular context of use and asks what stands out,
and to whom. Hence ‘reveals, not creates’. a robot’s capacity to
injure is not essential to robots — it looms large because lawyers
are trained on tort and because software has long escaped seri-
ous liability. The technology shines a light on a problem that was
already there.

Essential characteristics are treated as stable properties of the
thing; salient features depend on the observer and the use context;
a ordances are relational, sitting between the object and the abil-
ities and culture of its user. Put crudely, Calo xes meaning in the
thing, Balkin in the legal frame, and a ordances in the object-—
user—culture relation.

Yes — the three labels simply answer di erent questions about the
same property. A robot’s capacity to exert physical force is essential
in Calo’s sense, salient to a tort lawyer in Balkin’s, and, for Gibson
and Norman, an a ordance the machine o ers its surroundings.
Nothing stops one property wearing all three hats.

Gibson treats a ordances as objective, observer-independent
possibilities for action, picked up directly ‘in ambient light’. Norman
recasts them for design as a relationship between an object’s prop-
erties and a user’s capabilities, and adds signi ers to show the user
where and how to act.

An a ordance is what an object makes possible; a signi er shows
where the action should happen. Scissors a ord cutting because of
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their blades (the a ordance), while the shaped nger-holes tell you
how to hold them (the signi er) — without signi ers, useful a or-
dances can go unnoticed.

A ordances are not simply handed over by the object; they depend
on the user’s abilities and cultural knowledge, and the two develop
together over time. A postbox a ords sending mail only to some-
one who understands the postal system — to anyone else it is just
a box in the landscape.

Perceived a ordances are recognised and used; uninvented ones
are wanted but not yet possible; unperceived ones already exist but
have gone unnoticed; unexploited ones are known but withheld for
normative reasons. Forward-looking analysis has to go digging for
the last three, because a problem already in plain sight only ever
shows us a ordances we have perceived.

Salience surfaces the problems a technology raises but gives no
way to rank them, and what looks salient depends heavily on the
analyst’s training. A ordances are just as rich and just as permis-
sive — every object a ords a limitless number of actions — so
neither approach, on its own, tells a regulator which possibilities
are actually worth acting on.
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Answers:

1.

A frame decides which solutions are even thinkable — recast ‘slow
lifts’ as ‘bored waiting’ and mirrors become the x. The Al open
letters do exactly this: the Future of Life Institute frames the danger
as a looming superintelligence, which invites pauses and oversight
of frontier models, while the Stochastic Parrots authors frame it as
present-day labour exploitation, data theft and concentrated power,
which invites transparency and labour protections. Same technolo-
gy, opposite to-do lists — and neither frame is neutral, whatever its
signatories say.

The mini version sets out to surface, quickly, the ethical (and other)
issues a technology raises, so we can keep moving along the TechReg
model and see where deeper work is needed. The full SIENNA method
is a resource-heavy project demanding ethicists and STS scholars;
most readers of this book are neither, and rarely need the whole appa-
ratus to get a usable rst pass.

The Collingridge dilemma is regulation’s timing trap: early on, when
a technology is still easy to steer, we do not yet know what it will do;
by the time its e ects are plain, it has momentum and is hard to
shift. The EU Al Act’s drafters, who never saw large language models
coming, are the illustration — the rulebook was overtaken before it
arrived. There is no comfortable moment to act, only a choice about
when to be wrong.

Hard impacts are the quanti able risks — safety, health, environmen-
tal damage — that invite yes/no answers and that regulators nd easy
to love. Soft impacts are the slower, subtler shifts in norms, values
and everyday practice a technology brings. They are easily waved
away as subjective and ‘soft’, yet they reshape how we live: the smart-
phone’s always-on expectation arrived through no regulation and no
single decision, and still reorganised social life. They matter because
ignoring them lets big change harden before anyone has debated it.
The pill worked at all three levels, fastest at the bottom. At the macro
level it helped entrench women’s sexual autonomy — a principle
that shifts only slowly; at the meso level it reshaped medical prac-
tice and the rules governing contraception; and at the micro level it
altered countless individual decisions about sex and reproduction,
where change comes quickest. The point is that any forecast of moral
change has to keep the three speeds apart.



They line up along a technology’s life. Techno-ethical scenarios are
anticipatory, built early to imagine how morality and technology
might co-evolve before much is deployed. Technological mediation
runs during use, tracing how a technology already in people’s hands
reshapes the values by which we judge it. Sociotechnical experiments
come last, treating full-scale deployment as the monitored experi-
ment itself. Reach for scenarios upstream, mediation once it is in use,
and the experiment framing when deployment is unavoidable and the
real risks can only be learned by running it.

Three steps: rst, sketch the present moral landscape — the technol-
ogy and the relevant beliefs, practices and rules, with a little history
of how they got there; second, introduce the new development and
imagine how it collides with that landscape, generating plausible
controversies (Swierstra and Rip’s NEST-ethics inventory helps here);
third, construct a preliminary closure of each controversy, tested
against historical trends. ‘Moral presentism’ is the quiet assumption
that today’s morality is the last word; the method resists it by insisting
that a principle we hold now may later be weighed quite di erently.
Where a technology’s risks are genuinely unknowable in advance,
informed consent cannot do its job: you cannot rationally consent to
hazards that are unknown by de nition, and if people refuse — as
reason suggests they should — no experiment under real ignorance
could ever proceed. So van de Poel reaches past consent to the
concern beneath it — respect for persons and their autonomy — and
sets it alongside bioethics’ other principles (non-male cence, benef-
icence, justice), speci ed into sixteen conditions for experimental
technology. Nuclear power, whose real risks surfaced only at Fukushi-
ma, is his motivating case.

Technologies mediate our relation to the world and, in doing so,
quietly reshape what we value. Kudina’s Google Glass study catches
this in miniature: as people argued online over whether wearing Glass
on a date was rude, they were not applying a xed notion of priva-
cy but re-articulating it in real time. Mediation reveals value change
as it happens — in present practice and talk — rather than trying to
predict it from the outside.
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Answers:

1.

Utilitarianism judges actions by their consequences, aiming to
maximise happiness; deontology focuses on adherence to moral
duties, regardless of outcome. With self-driving cars, a utilitarian
might favour their development if they reduce accidents overall,
while a deontologist worries about programming the car to choose
whom to harm in an unavoidable accident — wrong in itself,
however the totals come out.

The human rights perspective emphasises the inherent dignity
and rights of all individuals, prompting us to assess a technology’s
impact on rights such as privacy, autonomy and non-discrimina-
tion; facial recognition, for instance, raises concerns about privacy
violations and discriminatory outcomes.

Virtue ethics focuses on developing virtuous character traits; it can
guide individuals well but gives less purchase on systemic issues or
concrete rules for regulation — it may push developers to cultivate
responsibility and foresight, but says little about how to govern the
societal impacts of technologies like Al.
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Chapter 6

Answers:

1.

Because the law is deliberately abstract and often already covers a
new technology; whether there is a genuine gap depends on how the
problem is framed and on interpretation. Novelty should therefore
trigger analysis, not an automatic call for new law — a specialist may
spot the problem, but only legal analysis can say whether the law is
actually silent.

Legal rules are written in open, general terms — ‘manslaughter’,
‘materials’, ‘implantable device’ — so that they can apply to situations
their drafters never foresaw. Finding the applicable law is therefore a
matter of classifying the new artefact under an existing category, not
of searching for the technology’s name in the statute book.

(1) Scope the analysis, choosing the appropriate level of the tech-
nology stack; (2) identify the legal issues; (3) analyse the relevant
international, regional (including EU) and national norms; and
(4) identify the gaps and challenges in the existing frameworks.
Human rights are gathered in comprehensive documents (such as
the CFR), connect to more detailed secondary law, and foreground
the unequal impact of technologies, so they are an e cient way to
spot the interests at stake. The woman question guards against
importing our own biases — it asks whose viewpoint the analysis
assumes and whose interests it renders invisible.

Literal interpretation takes the ordinary meaning of the words; legis-
lative-intent interpretation asks what problem the legislator meant
to solve; purposive interpretation looks to the aim of the rule itself;
systematic interpretation reads the rule within the wider legal
system; and contextual interpretation reads it against the setting in
which it operates.

A descriptive disconnection (the rule’s description no longer ts the
technology), a normative disconnection (the technology raises value
questions the scheme never settled), and a business- or use-model
disconnection (the rule assumed a way of using or commercialising
the technology that no longer holds).

A need for special laws, uncertainty, over- and under-inclusiveness,
and obsolescence. They sit downstream of the three disconnections:
the disconnections describe how the t breaks, while the four prob-
lems describe the di culty that breakage leaves for the analyst — a
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descriptive disconnect, for instance, typically surfaces as uncertainty
or under-inclusiveness.

In Hart’s sense a term has a clear core and an uncertain penumbra
that a careful drafter can narrow by foreseeing hard cases; in Wais-
mann’s sense no de nition can rule out an unimagined future case,
S0 some uncertainty is ineliminable. Technology-driven uncertainty is
often the Waismann kind — unforeseeable by de nition — which is
why better drafting alone cannot cure it.

The pacing problem is the persistent lag between fast-moving tech-
nology and slow-moving law, caused by legislative bottlenecks and
judicial delay. Bennett Moses argues that technology-neutral draft-
ing cannot x it because Waismann-type uncertainty lies beyond
any drafter’s foresight; neutrality is achievable only as a property
of the legal system — agencies, courts and law-reform bodies
acting together.

How large the lag grows depends partly on how we draft: over-speci ¢
rules disconnect faster than open ones. ‘Getting connected’ is the
ex ante e ort to draft, and to design institutions, so that the law
connects to a technology in the rst place and stays connected as it
evolves — accepting a trade-o  between calculability and exibility.
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Answers:

1.

The social contract is a hypothetical agreement between individuals
and a governing authority. It posits that individuals relinquish
certain freedoms in exchange for protection, security, and the
bene ts of living in a society. This concept justi es regulatory inter-
vention as a means to enforce the contract’s terms and promote
the collective good.
Public interest theories assume: (1) regulators have full information,
(2) perfect enforcement exists, and (3) regulators act benevolently
in the public interest. Critics argue these assumptions are unreal-
istic, as regulators often lack complete information, enforcement is
imperfect, and regulators can be in uenced by private interests.
Market failure occurs when the free market fails to allocate resourc-
es e ciently. Examples include: (1) monopolies, where a single
rm controls the market, leading to higher prices and reduced
output; (2) externalities, where costs or bene ts are imposed on
third parties not involved in a transaction, like pollution; (3) public
goods, like national defence, which are non-excludable and non-
rivalrous, making market provision di cult. In each case, regulation
is justi ed to correct the ine ciency and promote social welfare.
Private interest theories argue that regulation is primarily driven
by the self-interest of powerful groups, often industry or special
interests. Unlike public interest theories, they contend that regu-
lation often serves to bene t these groups at the expense of the
public good.
Regulatory capture occurs when regulatory agencies become domi-
nated by the industries they are supposed to regulate. This can
happen through lobbying, campaign contributions, and revolving
door employment between regulators and industry. It undermines
regulatory e ectiveness as the agency may prioritize industry inter-
ests over the public good.
The “regulatory space” approach focuses on the complex interac-
tions between various actors in the regulatory process, including
government agencies, corporations, NGOs, and citizens. It recog-
nizes the uidity between public and private spheres, acknowledging
that private actors increasingly perform public functions. Unlike the
public vs. private interest dichotomy, it highlights the dynamic and
negotiated nature of regulation.
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11.

12.

“Thin” proceduralism focuses on ensuring fair procedures for pref-
erence aggregation, like voting, but doesn’t address the substance
of those preferences. “Thick” proceduralism, however, emphasizes
deliberation and reasoned argumentation to shape those prefer-
ences, leading to a more nuanced and informed understanding of
the public interest.

The “tragedy of the commons” describes the depletion of shared
resources due to individuals acting in their self-interest. This occurs
when a resource is non-excludable but rivalrous, like over shing.
Regulation is necessary to manage these resources sustainably by
setting limits and enforcing responsible use.

The classi cation of data as an economic good is complex. Argu-
ments for treating data as a public good highlight its non-rivalrous
nature, meaning use by one person doesn’t diminish its value for
others. However, data is often excludable through technical means,
suggesting it might be a club good, accessible only to certain
groups. The “Surveillance capitalism” perspective argues that
the economic lens overlooks the broader societal impacts of data
collection and use, suggesting data may be better understood as a
social or political resource.

Information asymmetry occurs when one party in a transaction has
more information than the other, leading to an imbalance of power
and potentially unfair outcomes. For example, in the used car
market (the “market for lemons”), sellers often have more infor-
mation about a car’s condition than buyers. This can lead to buyers
being hesitant to pay a fair price, as they cannot be sure of the car’s
quality, ultimately distorting the market.

TikTok is treated as a sovereignty threat in India, a national-secu-
rity-and-market problem in the United States, and a child-safety
problem in the EU — the same platform judged against three di er-
ent ‘public interests’. This shows that the public interest is not a
single, given standard but a contested claim that varies between poli-
ties: what counts as a justi cation for regulation depends heavily on
who is asking, and through which political and constitutional lens.
Rational ignorance, a term from Anthony Downs, is the idea that
it is not worth an individual voter’s time and e ort to become well
informed, since a single vote almost never decides an election.
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Because voters stay uninformed while concentrated interest groups
do not, politicians face weak pressure to serve the di use public and
strong pressure to serve organised interests — so regulation tends
to re ect the aims of those groups rather than the general good.
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Chapter 8

Answers:

1. Aninvention is the rst occurrence of an idea for a new product,
process or service; an innovation is the rst attempt to carry it
out in practice, and it becomes an innovation only once adopted
by users — the process of di usion. Law-and-technology scholars
attend to inventions, even ideas, before di usion, because future
regulatory issues may already be foreseeable; law-and-economics
scholars focus on the di usion/adoption stage, where an innova-
tion’s societal value (not just the innovator’s) is realised.

2. The weak version holds that well-designed environmental regu-
lation can stimulate innovation that partly or wholly o sets
compliance costs (e.g. a plant electrifying its heaters to meet
carbon rules). The strong version claims stringent regulation
can actually enhance competitiveness by driving e ciency gains
beyond mere compliance (e.g. greenhouses adopting tunable LED
lighting). Compliance innovation meets or exceeds the rules and

ts the hypothesis; circumventive innovation seeks to dodge them
(e.g. hacked fatbikes) and runs against it.

3. The US market-driven model prizes techno-optimism, free speech
and minimal government, rooted in the frontier/Wild West ethos of
self-reliance. The Chinese state-driven model harnesses technology
for growth while maintaining Party control and surveillance, root-
ed in two millennia of centralised bureaucracy and the 'Century of
Humiliation’. The EU rights-driven model centres fundamental rights
and a fair marketplace, rooted in the long climb from the Dark Ages
through the Enlightenment to the post-war human-rights order.

4.  The weak version empowers regulators to act under scienti ¢ uncer-
tainty (it concerns the timing of intervention) without prescribing a
speci ¢ response; it is embedded in Article 191 TFEU. The strong
version makes precautionary regulatory action the default response
to serious risk under uncertainty and shifts the burden of proof
onto the innovator to show the risks are acceptable. Both apply
only above a signi cant threshold: serious or irreversible threats to
human health or the environment.

5. Thierer frames PP as the belief that innovations must be curtailed
until developers prove they will cause no harm at all. That is far



stronger than any actual precautionary principle: precaution targets
foreseeable harm that is serious or irreversible, not all harm, and
never requires proof of zero risk — so he attacks a version no
one defends.

The product approach treats Rl as an artefact — a method, frame-
work or set of guidelines (e.g. the GDPR’s Data Protection Impact
Assessment) applied early to build in the right values. The process
approach develops self-learning procedures embodying procedural
values, with substantive values generated internally through stake-
holder involvement (e.g. Owen et al.’s continuous commitment to
be anticipatory, re exive, inclusive and responsive).

Critics (Garnett et al.; Corporate Europe Observatory) argue the
ERF’s innovation principle is an industry device to weaken precau-
tionary safeguards such as REACH, xated on jobs and growth and
misaligned with EU law’s equal protection of consumers and the
environment — a ’joker’ that could unsettle settled Treaty princi-
ples. Yet the EPSC argues an innovation principle is already implicit
in the Treaties: Article 3(3) TEU’s duty to promote scienti ¢ and
technological advance, the industrial-policy and competitiveness
articles (173, 179 TFEU) and Charter rights (science, occupation,
property) together imply a positive obligation to optimise the legal
framework for innovation.

Because the epistemic condition varies — calculable risk, uncertain-
ty, ambiguity or outright ignorance — the same approach cannot t
every case: treating a knowledge gap as a probability problem manu-
factures false precision, while treating every uncertainty as grounds
for a ban forfeits bene ts. Innovation governance is risk gover-
nance because choosing an approach is fundamentally about how to
handle the risk of harm under a given state of knowledge, matching
method and safeguards to what is (and can be) known.
Permissionless innovation is the most willing to risk a false nega-
tive (failing to act before harm occurs); the precautionary principle
is more willing to risk a false positive (restraining something that
might have proved safe and bene cial). This determines who bears
the cost of being wrong: under PI, society bears the downside of
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harms that materialise; under PP, innovators and society bear the
opportunity cost of forgone bene ts. Responsible innovation tries
to shrink both errors; the innovation principle polices the cost
of caution.

REACH is an ex ante, precautionary system that puts the proactive
burden on industry to demonstrate chemical safety before market
entry; the US’s TSCA is an ex post, risk-based system in which
the regulator must prove risk after a substance is already on the
market. The comparison shows the cost of innovation is paid either
up front (EU) or potentially much later and higher if harm occurs
(US) — the choice is about when the bill falls due, and on whom.
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Chapter 9

Answers:

1.

“Doing nothing” is an explicit decision to not intervene, a form of
laissez-faire regulation. “Lack of enforcement,” however, means
that existing laws or norms are not being adequately applied or
upheld, implying that the regulatory framework is in place but its
e ectiveness is hampered by insu cient action.
Over-inclusiveness occurs when a rule covers more than its
purpose intends (e.g., banning “all black things” for a disruptive
black dog). Under-inclusiveness occurs when a rule fails to cover
cases relevant to its purpose (e.g., “no dogs allowed” not explic-
itly addressing guide dogs, which are generally permitted). Both
represent an imperfect match between the rule and its underly-
ing purpose.

Harmonised standards, once published in the O cial Journal of
the EU, create a legal presumption that products complying with
them also conform to the essential requirements of relevant EU
legislation (e.g., for machinery or medical devices). This means
manufacturers using these standards are assumed to be compli-
ant, simplifying the process of obtaining necessary certi cations
like CE marking, although their use is voluntary.

An advantage of using “competition” as a regulatory modali-
ty is that it encourages innovation in low-carbon technologies
and energy e ciency by turning environmental performance into
a competitive advantage, as companies can pro t from selling
surplus allowances. A disadvantage is the potential for “licences to
pollute” and the incentive to stockpile emission rights when prices
are low, which can distort the market and undermine the intended
environmental goal.

Mandatory disclosure aims to inform consumers so they can make
better choices based on revealed information, potentially alter-
ing demand. Simultaneously, the threat of public disclosure (e.g.,
“naming and shaming”) creates a reputational incentive for regu-
latees to improve their behaviour and comply with regulations
ex-ante, thus deterring misbehaviour.

Regulative technological normativity refers to technology that in u-
ences behaviour but can be bypassed (e.g., a seatbelt alarm that
can be silenced). Constitutive technological normativity, or tech-
no-regulation, means the technology enforces its normativity so
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that non-compliance is impossible (e.g., a metro turnstile too high
to bypass). This usually concerns techno-regulation.

“Libertarian paternalism” in nudging refers to the idea that design-
ers or regulators can structure “choice architectures” to subtly
steer individuals towards bene cial choices (paternalism) with-
out removing their freedom to choose other options (libertarian).
It assumes designers know what’s “best” but respects individual
autonomy to deviate from the suggested path.

Unlike traditional remedies, compensation as a regulatory tool
anticipates and mitigates the burden of policy changes, making
transitions (e.g. energy or health-related) more politically and
socially acceptable. It legitimises loss rather than incentivising
choice (as in the case of competition).

Under command the state occupies all three stations: it writes the
standard, an agency monitors compliance, and the same appara-
tus applies the sanction. Under hard techno-regulation the three
collapse into one — the standard, the monitor and the corrective
are the same lines of code, executing in advance — so non-compli-
ance never occurs and there is nothing to detect after the fact.

A regulator could use command by mandating age veri cation
and content moderation standards through binding legal rules,
ensuring baseline protection. Code can implement these rules
technically, embedding Iters or limitations into the algorithm
itself to prevent exposure to harmful content. Communication (e.g.
warning labels, media literacy campaigns) helps users and parents
make informed decisions, while claims enable individuals to seek
redress when harm occurs—such as through GDPR-based rights.
However, command requires strong enforcement and technical
oversight, code may su er from legitimacy concerns, communi-
cation depends on users’ understanding, and claims mechanisms
often su er from access barriers or delayed impact. Together, these
modalities can reinforce each other, but must be carefully coordi-
nated to be e ective and proportionate.

Competition uses prices in a market (taxes, subsidies, trad-
able allowances) to steer self-interested actors towards e cient
outcomes, leaving the choice with them. Compensation does not
target the market: it starts from an imposed loss and o ers recom-

Answers

517



518

12.

pense to make that loss tolerable, aiming at individuals and trading
in legitimacy rather than e ciency — it secures consent where
competition shapes choice.

By designing out the very possibility of non-compliance, it turns
compliance into something other than a moral act — the driver is
not good, merely prevented (“I cannot be bad anymore™). Respect
for human dignity requires the freedom to choose the wrong action
as well as the right one, so buying certainty of outcome at the price
of moral agency erodes the moral community — a legitimacy cost
taken up in chapter 10.
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Chapter 10

Answers:

1.

“Doing nothing” is an explicit decision to not intervene, a form of
laissez-faire regulation. “Lack of enforcement,” however, means
that existing laws or norms are not being adequately applied or
upheld, implying that the regulatory framework is in place but its
e ectiveness is hampered by insu cient action.

Primary rules impose duties on individuals to act or abstain, such
as the prohibitions of criminal law. Secondary rules are rules
about rules: they govern how primary rules are created, iden-
ti ed, changed and applied. Hart distinguishes three — the rule
of recognition (criteria for identifying valid law), rules of change
(procedures for making and amending law) and rules of adjudica-
tion (procedures for determining and remedying breaches).

The Radbruch formula holds that where positive law reaches an
intolerable degree of injustice it forfeits its legal character altogeth-
er. Applied to the grudge-informer case, it allowed the post-war
court to treat the Nazi statute as never having been valid law, so
the wife’s denunciation was unlawful at the time and no retroactivi-
ty problem arose. Hart rejected this move, insisting the statute was
law and that any punishment should be justi ed openly on moral
grounds rather than by pretending it was never law.

Input legitimacy concerns the origin of authority — ‘Who decided
this?” — and asks whether the rule can be traced to those a ect-
ed through representation or participation. Throughput legitimacy
concerns the quality of the process — ‘How was it decided?” —
covering transparency, reason-giving, a genuine hearing and
consistent administration. Output legitimacy concerns results
— ‘Did it work?” — whether the regulation achieves its aims and
distributes burdens and bene ts fairly.

Kagan and Scholz distinguish the political citizen (who complies
when the rule is seen as legitimate), the organisational incompe-
tent (who would comply but lacks the capacity), and the amoral
calculator (who complies only when expected sanctions exceed the
gains of non-compliance). Because each fails for a di erent reason,
one response mis res: escalating penalties over-punish the incom-
petent while under-deterring the calculator, and consultation leaves
the calculator untouched. E ective regulation therefore requires
diagnosis before prescription — capacity-building for the incom-



petent, engagement for the citizen, and credible sanctions for
the calculator.

The normative force of legitimacy derives from the relationship
between the exercise of power and those subject to it, not from the
public or private character of the regulator, so a platform that bind-
ingly governs conduct owes the same input, throughput and output
legitimacy as a state. What changes is the institutional vocabulary:
input legitimacy becomes meaningful stakeholder participation
rather than election, and throughput becomes published, consis-
tently applied rules and accessible appeals rather than
administrative law and judicial review. Output legitimacy is essen-
tially identical in both settings — does the arrangement deliver
what it claims, and fairly?

A design failure is a mismatch between problem and instrument:
the cookie rule targeted browser-side storage rather than serv-
er-side pro ling and relied on consent that could be neither free nor
informed, so it could not achieve its aim even if perfectly enforced.
A congruence and enforcement failure is a gap between the rule as
announced and the rule as applied: Dutch supervision was symbol-
ic and sanctions trivial, so most sites tracked users in open breach
with near-total impunity. The rstis a fault in the rule’s conception,
the second in its administration — and the cookie case displays
both at once.
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